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ITTN-018:	Network	Infrastructure	High-Level	Design	(HLD)	The	purpose	of	this	document	is	to	outline	the	main	Network	infrastructure	high-level	design	(HLD)	for	the	Rubin	Observatory	summit	and	base	sites.	It	would	recommend	an	architecture	based	on	the	requirements	set	by	the	project,	especially	-but	not	limited	to-	the	Tiger	Team	in	different
ICDs	and	in	the	documents	mentioned	in	section	1.4.	The	intent	of	this	document	is	to	provide	an	architecture	that	fulfills	the	requirements	outlined	by	the	project,	keeping	in	mind	current	needs	but	also	future	growth	of	the	network.	The	HLD	does	not	delve	into	low-level	details	(i.e.	configuration	files,	performance	analysis,	etc…).	As	long	as	the
HLD	status	is	draft,	it	is	susceptible	to	modifications	and	additions	by	the	IT	group	or	by	the	request	of	other	subsystems.	After	acceptance	this	document	may	or	not	be	under	change	control,	and	regardless	of	that	this	is	considered	a	living	document	that	will	be	updated	upon	requirement	addition	or	changes,	experiences	in	the	deployment,	and
operations	process.	Fulfill	the	current	Network	Infrastructure	needs	of	the	project	and	allow	for	future	growth.	This	document	focuses	only	on	INTERNAL	Network	Infrastructure	in	Chile,	it	does	not	cover	any	Long-Haul	Networking	(LHN)	design	beyond	the	interfaces	that	connect	the	internal	network	in	Chile	to	such	system.	For	information	about
the	LHN	design	please	refer	to	the	latest	release	of	LSE-78.	While	this	document	mentions	firewalls	from	a	functional	perspective,	it	DOES	NOT	contain	specific	cybersecurity	approaches	and	neither	the	firewall	hardware.	This	document	DOES	NOT	cover	requirements	for	services	such	as	Wi-Fi	and	VoIP	beyond	the	interfaces	that	connect	the
internal	network	in	Chile	to	such	systems.	For	information	about	the	aforementioned	services	please	refer	to	the	following	documents:	This	document	DOES	NOT	cover	requirements	for	Network	Infrastructure	integration	with	other	AURA	projects.	It	is	assumed	all	the	project	concepts	derived	from	other	documents	such	as	those	mentioned	in	section
1.4	and/or	the	associated	ICDs,	are	correct	and	remain	unchanged.	It	is	assumed	the	reader	is	familiar	with	the	project	Network	Infrastructure	requirements	for	Chile.	Furthermore,	it	is	also	assumed	the	reader	is	familiar	with	Networking	technologies	such	as	routers,	switches,	firewalls,	and	protocols	such	as	BGP,	EVPN,	VXLAN,	IS-IS,	OSPF,	etc…
Even	if	specific	networking	solutions	and	vendors	are	mentioned	in	this	document,	the	topological	design	will	be	neutral	and	vendor	agnostic.	The	only	exception	to	this	point	will	be	if	any	of	the	chosen	networking	solutions	have	a	requirement	that	demands	a	specific	topology	and	will	be	mentioned	as	an	option.	The	final	topology	will	be	described	in
the	Low-Level	Design	(LLD)	version	of	this	document.	Rubin	Observatory	in	Chile	from	the	beginning	of	the	project	did	rely	on	the	network	infrastructure	provided	by	CTIO	CISS	to	provide	internet	access	to	its	early	users,	most	of	them	transitioning	from	other	projects	such	as	SOAR,	CTIO,	and	Gemini,	therefore	the	first	development	services,	for
instance,	were	hosted	in	CISS’s	provided	networks	and	servers,	which	were	slowly	transitioned	to	Rubin	Observatory’s	own	network	infrastructure	during	the	2015-2017	period,	while	still	very	basic	and	focused	just	on	internet	access	plus	access	to	some	internal	resources.	The	project	services	such	as	websites	and	archive	services	have	always	been
hosted	in	Tucson	and	access	to	them	is	over	commodity	internet	without	the	need	for	a	VPN	connection.	Early	in	2017,	as	more	staff	transitioned	from	Tucson	to	La	Serena	and	new	local	staff	was	being	hired,	the	Rubin	Observatory	IT	North	group	implemented	the	first	transition	network	in	La	Serena,	still	hosted	at	the	CISS	computer	room	inside	the
old	NOAO	south	building,	and	still	using	the	existing	Ethernet	infrastructure	to	reach	with	physical	links	to	the	Rubin	Observatory	offices,	but	now	providing	a	different	network	segment	and	intranet	access	to	more	services	hosted	in	Tucson	over	a	site-to-site	IPsec	VPN,	plus	an	independent	link	to	the	Aura	Border	Router	to	reach	commodity	internet
without	crossing	CISS’s	internal	networks.	The	only	exception	in	this	first	transition	network	was	the	VoIP	infrastructure	which	still	relied	on	CISS.	From	this	point	and	on,	the	Chilean	Rubin	Observatory	networks	slowly	started	to	scale	with	local	services	such	as	Active	Directory	and	Exchange,	plus	archiving	for	webcams	at	the	construction	site.	In
July	2017	Rubin	Observatory	decided	to	procure	the	first	batch	of	network	hardware	to	become	fully	independent	in	terms	of	network	infrastructure	during	the	upcoming	years,	which	required	the	construction	of	the	new	summit	and	base	sites	to	be	finished	before	this	to	happen	completely.	As	the	Rubin	Observatory	summit	telescope	building	and
the	new	base	facilities	are	ready,	the	following	summary	requirements	must	be	fulfilled	by	the	new	Network	Infrastructure:	The	architecture	shall	provide	design	modularity	as	different	modules	of	the	network	will	be	implemented	in	different	stages	due	to	the	nature	of	the	construction	phases,	out	of	which	the	summit	has	the	highest	priority.	The
“solution”	is	defined	as	a	group	of	technologies,	vendors,	and	hardware	chosen	to	implement	the	design	defined	by	the	Network	Architect.	The	meaning	of	solution	in	this	document	in	particular	must	not	refer	to	a	specific	product	model,	as	the	whole	network	infrastructure	is	not	implemented	by	a	homogeneous	technology	stack.	The	solution	must	be
able	to	provide	wired	connectivity	to	all	the	areas	requiring	it	as	defined	in	the	different	ICDs	of	the	subsystems,	either	via	UTP	or	Fiber	Optic	ethernet	connections.	Wi-Fi	connectivity	is	covered	in	a	separate	High-Level	Design	(document).	The	solution	must	be	able	to	provide	Value-Added	Services	(VAS)	which	in	case	of	the	network	infrastructure
translate	to	services	such	as	Power-over-Ethernet	(PoE),	Authentication,	Authorization	and	Accounting,	traffic	filtering	and	access	control,	traffic	prioritization	through	Quality	of	Service	(QoS)	techniques,	monitoring	and	configuration	programmability	for	eventual	integration	with	software	pipelines,	etc…	The	solution	shall	provide	support	for
standard	protocols	such	as	LLDP,	OSPF,	BGP,	STP,	etc…	as	the	topological	design	will	be	agnostic	and	vendor-neutral	even	if	part	or	the	totality	of	the	solution	is	proprietary.	This	is	key	to	play	along	with	a	modular	design	where	parts	of	the	network	can	be	replaced	by	another	model	or	vendor	hardware	in	case	of	contingency	or	due	to	specific
requirements.	The	solution	must	also	be	able	to	provide	full	dual-stack	IPv4/IPv6	support	for	its	core	routing	protocols.	The	solution	shall	provide	methods	for	redundancy	and/or	high-availability	of	the	control,	management,	and	data	plane	where	needed.	The	solution	must	provide	modularity	and	scalability	options	for	its	hardware	and	software,
making	possible	horizontal	and	vertical	scalability	in	key	devices	such	as	core	or	spine	switches	while	providing	cost	savings	through	a	pay-as-you-grow	hardware	approach.	In	terms	of	bandwidth,	the	solution	must	be	able	to	scale	using	transceivers	ranging	from	1G	to	10G	in	most	devices,	and	10G	to	100G	in	key	devices	such	as	core	and	spine
switches.	The	decision	rationale	was	a	technical	analysis	of	the	project	requirements	by	several	vendors	and	distributors	held	in	the	2015/2016	timeframe	by	the	Tiger	Team,	out	of	which	Cisco	Systems	was	the	chosen	vendor	for	most	of	the	LAN,	Datacenter,	Wi-Fi	and	VoIP	infrastructure.	This	document	will	only	focus	on	the	LAN	and	Datacenter
infrastructure	which	build	up	the	backbone	of	the	main	network	that	will	connect	systems	and	end-users	together.	Due	to	the	extensive	nature	of	the	solution,	containing	a	very	diverse	group	of	devices,	the	list	will	be	broken	up	by	functional	blocks.	The	campus	network	is	a	functional	block	that	contains	switches	where	end-users	and	systems	such	as
IP	phones,	laptops,	printers,	Access	Point,	connect	to	the	network.	More	detail	is	provided	in	section	3.2.	Distribution	Switches	Cisco	Catalyst	C3850-12XS	and	24XS:	Distribution	switches	whose	function	is	to	aggregate	the	access	switches	to	be	installed	in	the	technical	rooms	all	around	the	buildings,	using	a	12	port	SFP+	version	for	the	base
datacenter	and	a	24	port	SFP+	version	for	the	summit.	Both	models	are	expanded	in	capability	with	a	C3850-NM-4-10G	module	for	4	additional	10G	SFP+	ports.	Access	Switches	Cisco	Catalyst	C9300-48UXM-E:	Access	switches	for	the	summit	control	room	areas,	providing	48	1G/2.5GBASE-T	ports	from	which	the	last	12	are	also	mGig
(1G/2.5G/5G/10G),	all	ports	also	providing	universal	PoE	(UPOE).	This	model	is	expanded	with	a	C9300-NM-8X	module	for	additional	8	10G	SFP+	ports	used	mainly	for	uplinks	to	distribution	switches.	Cisco	Catalyst	C2960X-24PD-L:	Access	switches	for	the	summit	site	in	minor	office	areas	such	as	the	electronics	lab	and	the	coating	chamber	office,
providing	24	1000BASE-T	PoE+	ports,	plus	4	onboard	10G	SFP+	plus	ports	used	for	uplinks	to	distribution	switches.	Cisco	Catalyst	C9200-48P-E:	Access	switches	for	the	base	site	both	datacenter	offices	and	new	building	offices	(NOB),	providing	48	1000BASE-T	PoE+	ports.	This	model	is	expanded	with	a	C9200-NM-4X	module	for	additional	4	10G
SFP+	ports	used	for	uplinks	to	distribution	switches.	Cisco	Nexus	C93180YC-EX:	Datacenter	class	switch	used	for	core	routing	in	NX-OS	mode,	interconnecting	the	different	blocks	of	the	network	(campus	and	control)	plus	access	to	other	sites,	all	in	layer	3,	providing	48	10G/25G	SFP+	ports	plus	6	100G	QSFP28	ports	for	key	connections	between
sites.	The	control	network	is	a	functional	block	that	contains	switches	where	servers,	custom	systems,	and	control	hardware	such	as	IP	sensors,	PLCs,	SCADA	units,	etc…	are	connected.	More	detail	is	provided	in	section	3.2	Part	of	the	control	network	contains	what	is	known	as	the	data	center	layer,	which	is	a	group	of	high-speed	state	of	the	art
switches	with	line-rate	switching	capabilities	sitting	inside	the	data	center,	connecting	servers	together	for	what	is	known	as	east-west	traffic,	and	providing	services	from	these	devices	to	users	in	the	campus	network	or	at	other	sites,	for	what	is	known	as	north-south	traffic.	Rubin	Observatory	via	the	Tiger	Team	decided	to	move	forward	with
proprietary	software-defined	networking	(SDN)	solution	for	this	part	of	the	network	named	Cisco	ACI,	which	comes	from	Application	Centric	Infrastructure.	On	a	high-level,	Cisco	ACI	is	a	solution	that	centralizes	the	control	plane	from	all	the	switches	in	the	data	center	(connected	in	a	standard	CLOS	topology)	into	a	controller	known	as	APIC
(Application	Policy	Infrastructure	Controller),	where	an	additional	software	abstraction	layer	orchestrates	and	automates	the	protocols	which	are	part	of	the	solution,	mainly	VXLAN	for	the	data	plane	(also	referred	as	overlay)	and	IS-IS	for	the	routed	topology	used	by	VXLAN	(also	referred	as	underlay).	MP-BGP	is	used	to	exchange	routes	between
each	switch	in	the	topology;	a	REST	API	to	integrate	ACI	into	software	pipelines	is	also	provided	by	the	controller.	Any	configuration	changes	to	the	data	center	network	(i.e.	Cisco	ACI	switches)	are	done	in	the	APIC	controllers,	either	via	its	graphical	interface	or	via	the	REST	API.	VXLAN	can	be	extended	to	other	sites	using	MP-BGP	and	EVPN
following	vendor-specific	setups,	one	of	them	being	“multi-pod”,	which	will	be	covered	in	section	3.2	as	an	option	to	extend	layer	2	networks	between	sites.	Cisco	ACI	is	a	topic	on	its	own,	please	refer	to	the	official	ACI	documentation	repository	APIC	Controllers	APIC-SERVER-L2:	As	mentioned	before,	the	APIC	controllers	are	servers	running	the
Cisco	ACI	software	that	implements	the	control	plane	for	all	the	datacenter	switches	and	plus	the	REST	API.	These	controllers	are	based	on	Cisco’s	UCS	M220	M4	servers,	3	for	the	summit,	and	currently	only	1	for	the	base	site,	a	situation	that	may	change	in	the	future	depending	on	the	scalability	plans	of	the	project	and	if	a	multi-pod	setup	is
implemented	between	the	summit	and	base	sites.	Please	refer	to	section	3.2	for	more	information	on	multi-pod.	Spine	Switches	Cisco	Nexus	C9504-B3-E:	Modular	spine	switch	running	in	ACI	mode	deployed	as	a	pair	in	the	summit	computer	room,	with	4	slots	for	line	cards	and	a	baseline	of	1	N9K-X9732C-EX	card	providing	32	100G	QSFP28	ports	to
connect	the	leaf	switches	together	in	a	CLOS	topology.	Cisco	Nexus	N9K-C9508-B3-E:	Modular	spine	switch	running	in	ACI	mode	deployed	as	a	pair	in	the	base	data	center,	with	8	slots	for	line	cards	and	a	baseline	of	1	N9K-X9732C-EX	card	providing	32	100G	QSFP28	ports	to	connect	the	leaf	switches	together	in	a	CLOS	topology.	Leaf	switches
Cisco	Nexus	C93108TC-EX:	Fixed	leaf	switch	running	in	ACI	mode	both	at	the	summit	computer	room	and	base	data	centers,	with	48	1/10GBASE-T	ports	plus	6	100G	QSFP28	ports	for	uplinks	to	the	spine	switches.	Cisco	Nexus	C93180YC-EX:	Fixed	leaf	switch	running	in	ACI	mode	both	at	the	summit	computer	room	and	base	datacenters,	providing
48	10G/25G	SFP+	ports	plus	6	100G	QSFP28	ports	for	uplinks	to	the	spine	switches	and	other	key	connections.	These	switches	have	a	special	function:	being	a	border	leaf,	which	is	basically	the	leaf	switch	that	aggregates	the	connections	coming	in	and	out	the	CLOS	topology	(also	known	as	Fabric,	or	ACI	Fabric	in	this	case),	which	can	be	either	layer
3	(routed)	or	layer	2	(802.1q	or	untagged	access	VLANs).	The	border	leafs	are	the	ones	connecting	to	the	core	switches	in	layer	3,	and	matching	VLAN	tags	coming	from	other	switches	via	trunk	links	such	as	the	campus	distribution	switches	and	the	extended	leaf	switches.	For	more	detail	on	the	topology	of	the	control	network	please	refer	to	section
3.2.	Cisco	Nexus	C93180LC-EX:	Fixed	leaf	switch	running	in	ACI	mode	only	at	the	base	datacenter,	requested	specially	to	cover	the	needs	of	a	100G	storage	unit	for	the	base	site	by	NCSA.	This	switch	provides	32	40/50G	QSFP+	ports	as	a	baseline	or	can	also	be	reconfigured	to	provide	only	18	100G	QSFP28	ports.	Extended	Leaf	switches	These
switches	are	basically	regular	access	switches	but	the	denomination	“extended	leaf	switches”	is	used	to	reflect	the	fact	that	these	serve	as	a	functional	L2	extension	of	the	ACI	Fabric	being	directly	connected	to	the	border	leafs	via	redundant	and	aggregated	LACP	802.1q	links.	The	use-case	for	non-ACI	switch	to	extend	the	ACI	topology	directly	in	L2
is	that	some	industrial	areas	require	expedited	control	network	access	but	space	is	constrained	for	a	Nexus	switch	to	fit	in	and	for	functions	such	as	out-of-band	(OOB)	access	where	an	ACI	switch	would	be	certainly	overkill.	Cisco	Catalyst	C9300-48UXM-E:	Extended	leaf	switch	for	indoor	areas	outside	the	summit	computer	room	where	control
network	access	is	needed,	providing	48	1G/2.5GBASE-T	ports	from	which	the	last	12	are	also	mGig	(1G/2.5G/5G/10G),	all	ports	also	providing	universal	PoE	(UPOE).	This	model	is	expanded	with	a	C9300-NM-8X	module	for	additional	8	10G	SFP+	ports	used	for	uplinks	to	border	leafs.	This	particular	model	is	the	same	as	the	campus	access	switches
used	in	the	control	room,	and	in	the	control	network,	its	use	is	only	foreseen	at	the	Auxiliary	Telescope.	Cisco	Catalyst	C3850-24XU:	Extended	leaf	switch	for	indoor	areas	outside	the	summit	computer	room	where	control	network	access	is	needed,	providing	24	mGig	(1G/2.5G/5G/10G)	ports	with	universal	PoE	(UPOE).	This	model	is	expanded	with	a
C3850-NM-2-10G	module	for	additional	2	10G	SFP+	ports	used	for	uplinks	to	the	border	leafs.	Cisco	IE-4010-4S24P:	Extended	leaf	switch	for	outdoor	industrial	uses	outside	the	summit	computer	room	where	control	network	access	is	needed,	providing	24	1000BASE-T	PoE	ports	plus	4	onboard	1G	SFP	ports	for	uplinks	to	the	border	leafs.	This
particular	model	is	foreseen	to	be	used	in	all	the	control	cabinets	of	the	Telescope	Mount	Assembly	(TMA)	plus	other	outdoor	cabinets	such	as	the	calibration	hill	DIMM	tower.	Cisco	IE-4000-4GC4GP4G-E:	Extended	leaf	switch	for	outdoor	industrial	uses	outside	the	summit	computer	room	where	control	network	access	is	needed,	providing	12	ports
with	a	distribution	of	4	combos	1000BASE-T	or	1G	SFP	ports	for	uplinks	to	the	border	leafs,	4	fixed	1000BASE-T	and	4	1000BASE-T	with	PoE.	This	particular	model	is	foreseen	to	be	used	in	small	outdoor	cabinets	such	as	the	calibration	hill	Weather	Tower,	All-Sky	Camera	cabinet,	and	the	main	generator	hut.	Cisco	Catalyst	C2960X-24TS-L:	Extended
leaf	switch	for	out-of-band	(OOB)	uses	inside	the	summit	computer	room,	providing	24	1000BASE-T	ports	plus	4	onboard	1G	SFP	ports	for	uplinks	to	the	border	leafs.	Cisco	Catalyst	C9200L-48T-4G-E:	Extended	leaf	switch	for	out-of-band	(OOB)	uses	inside	the	base	datacenter,	providing	48	1000BASE-T	ports	plus	2	onboard	1G	SFP	ports	for	uplinks	to
the	border	leafs.	The	design	shown	in	the	diagram	above	represents	the	overall	project	network	at	the	base	site,	which	paradoxically	will	be	the	last	part	of	the	network	to	be	implemented	due	to	timing	differences	between	the	summit	and	base	site	construction	phases	and	resource	availability,	therefore	several	stages	of	“transition	topologies	or
networks”	are	expected	during	the	2018	to	2020	period.	The	design	will	be	described	up-down,	starting	at	the	border	of	the	project’s	network	which	is	the	AURA	Border	Router.	This	router	is	what	AURA	and	the	NOIR	Lab	IT	group	(ex-CISS)	call	“the	backbone”	of	the	Chilean	AURA	network,	as	it	aggregates	the	traffic	from	all	the	AURA	managed
projects	before	routing	to	the	commodity	internet	links,	and	educational	networks.	Rubin	Observatory	will	rely	on	the	Aura	Border	Router	for	the	announcement	of	our	IP	prefixes	via	BGP	on	the	AS19226,	currently	summarized	and	announced	as	139.229.0.0/16.	Rubin	Observatory	has	assigned	a	good	portion	of	that	space	as	specified	in	LSE-449,	and
the	AURA	Border	Router	shall	be	able	to	determine	which	network	is	available	behind	which	device	when	routing	towards	Rubin	Observatory,	either	via	static	or	dynamic	routing;	that	specific	configuration	is	outside	the	scope	of	the	Rubin	Observatory	IT	group.	The	first	layer	of	the	Rubin	Observatory	network	in	Chile	is	the	Internet	Edge,	also	known
as	the	Border	Network,	where	a	group	of	3	redundant	firewalls	is	connected	to	the	AURA	Border	Router	doing	default	routing	towards	the	SVIs	provided	by	NOIR	Lab	for	extranet	access,	which	as	mentioned	before	may	be	static	or	dynamic	depending	on	the	configuration	applied	by	the	aforementioned	group.	This	layer	groups	all	the	security	devices
protecting	the	internal	network	in	different	stages	and	setups,	which	are	not	openly	discussed	in	this	document	as	its	sensitive	information	following	LPM-122,	but	on	a	high-level	there’s	a	firewall	cluster	to	aggregate	remote	access	VPN	connections,	connecting	to	an	internal	VPN	DMZ	segment	for	additional	security	enforcements,	then	there’s	a
guest	firewall	cluster	to	provide	internet	access	to	guests	and	contractors	visiting	our	sites,	monitoring	their	activity	and	preventing	access	to	the	intranet,	and	finally	there’s	a	main	border	firewall	cluster	which	aggregates	all	the	traffic	coming	in	and	out	the	internal	networks	in	Chile,	implementing	our	main	security	policies	using	several	features,
which	are	sensitive	and	outside	the	scope	of	this	document;	this	is	the	main	entry	point	for	internal	networked	resources.	These	firewalls	are	aggregated	in	separate	segments	and	VRFs	-depending	on	the	nature	of	its	traffic-	on	a	pair	of	leaf	switches	(also	referred	as	“border	leafs”)	corresponding	to	the	datacenter	layer	discussed	later,	but	it’s
important	to	mention	that	these	switches	are	multi-functional	and	key	in	the	design,	as	they	not	only	provide	the	links	towards	the	Internet	Edge	but	also	interconnect	the	3	major	internal	blocks	of	the	Chilean	intranet:	the	Datacenter,	Core	and	Campus	layers.	The	Datacenter	Layer,	also	known	as	the	Control	Network,	is	where	all	the	compute
hardware	is	connected,	mainly	servers,	storage	units,	custom	hardware	for	the	different	project	sub-systems,	etc…	this	layer,	as	briefly	mentioned	in	section	2.2.3	will	be	implemented	using	Cisco	Nexus	switches	in	ACI	mode	on	a	CLOS	topology	(also	referred	as	ACI	fabric),	providing	a	VXLAN	overlay	with	MP-BGP	doing	the	routing	for	the	different
VRFs.	The	underlay	is	completely	routed	and	each	leaf	switch	provides	a	local	anycast	gateway	for	every	bridge-domain	defined	network.	The	traffic	exits	the	ACI	fabric	through	the	border	leafs.	The	fabric	filters	traffic	between	networks	using	the	concept	of	“contracts”,	which	is	analogous	to	a	stateless	firewall	but	with	the	added	benefit	of	being
implemented	in	hardware,	therefore	filtering	at	line-rate	speeds.	There’s	also	a	small	component	inside	this	layer,	the	out-of-band	network	(OOB),	which	uses	the	border	leafs	due	to	port	density	convenience	to	aggregate	a	group	of	non-ACI	switches	connected	to	the	management	ports	(ipmi,	cimc,	idrac,	etc…)	of	the	networked	devices	within	the	site;
while	contained	inside	the	Datacenter	Layer	and	thus	considered	part	of	the	Control	Network,	“OOB	network”	is	explicitly	stated	as	it	has	a	different	set	of	security	policies,	and	also	a	failover	network	breakout	additional	to	the	border	leafs;	this	information	is	considered	sensitive	and	outside	the	scope	of	this	document.	Please	note	there	are	a	couple
of	direct	links	between	the	spine	switches	and	the	core	routers,	these	are	optional	100G	links	for	an	ACI-specific	setup	called	“multi-pod”,	which	is	addressed	in	section	3.2.3.	On	a	side	note,	you	will	notice	the	ACI	fabric	uses	multi-mode	OM4	links	in	the	base	site,	this	is	because	by	the	time	we	configured	the	bill	of	materials,	the	100G	BiDi	QSFP
were	already	available,	and	since	it	uses	a	regular	LC	connector	instead	of	MTP-12	it	helped	to	lower	down	the	fiber	cabling	costs.	The	summit	site	bill	of	materials	considered	direct	attachment	QSFP28	cables	but	in	the	future,	those	may	be	migrated	to	100G	BiDI	QSFP	as	well.	The	Core	Layer,	also	known	as	the	Core	Network,	is	the	backbone	of	the
local	site,	it	will	span	to	the	summit	as	well	using	the	dark-fiber	DWDM	circuits	implemented	as	part	of	the	LSE-78	plan.	These	are	2	Nexus	switches	running	in	NX-OS	mode	doing	pure	layer	3	routing	using	BGP	towards	the	Datacenter	Layer	and	the	Long-Haul	Network	(LHN),	and	OSPF	towards	the	Campus	Network	and	partially	to	the	Internet
Edge	layer.	This	network	is	where	a	backup	link	to	the	summit	via	the	NOIR	Lab	network	infrastructure	will	connect,	once	technical	details	are	sorted	out	as	it	will	probably	be	a	hybrid	fiber/copper/microwave	solution.	The	Distribution/Access	layer,	also	known	as	the	Campus	Network,	is	the	aggregation	layer	for	all	the	feature-rich	access	switches
providing	services	to	end-users:	laptops,	desktops,	printers,	IP	phones,	access	points,	etc…	The	campus	Networks	are	defined	in	the	distribution	switches	and	announced	to	the	core	using	OSPF,	all	routing	between	these	networks	occur	in	the	distribution	switches,	the	access	switches	are	only	used	as	layer	2	bridges	even	if	they	have	layer	3
capabilities,	no	proxy-arp	is	implemented	nor	needed	at	this	level.	The	WAN	Edge,	also	known	as	the	Inter-Site	Network,	is	the	layer	where	are	the	links	going	to	the	summit,	NOIR	Lab,	and	NCSA	are	present,	most	(if	not	all)	of	them	are	directly	connected	to	the	Core	Network.	This	layer	interacts	directly	with	the	Rubin	Observatory	DWDM,	to	get	a
pair	of	100G	links	to	the	summit	for	connecting	the	core	routers	at	each	site	together	for	an	optional	ACI	“multi-pod”	setup.	It	also	interacts	with	the	NOIR	Lab	DWDM	to	get	a	pair	of	10G	links	to	the	summit	for	the	same	purpose	but	for	general	traffic	routing	(both	control	and	campus)	via	an	alternative	physical	route	(i.e.	the	Pachon’s
communication	caseta),	and	it	does	indirectly	interact	with	REUNA’s	DWDM	via	the	Rubin	Observatory	Border	Router,	which	will	provide	the	100G	link	via	the	Long-Haul	Network	(LHN)	to	NCSA	for	dedicated	image	data	transfer.	Please	note	there’s	an	optional	firewall	in	the	diagram	for	this	connection,	which	is	specified	only	if	needed	as	the	LHN
BGP	peering	should	be	private,	and	considered	secure	in	general	terms.	Additional	measures	will	be	implemented	to	secure	this	BGP	peering	as	to	not	need	a	firewall	there,	given	the	challenges	it	brings	due	to	the	need	for	BGP	support,	SFP+	ports,	and	near-10G	firewall	throughput.	Please	also	note	that	if	such	a	firewall	is	implemented,	its	scope	is
only	to	filter	the	Control	Network	traffic	crossing	the	LHN	towards	NCSA,	as	the	forwarders	will	be	directly	connected	to	the	Rubin	Observatory	Border	Router.	The	details	of	the	LHN	setup	are	covered	in	LSE-78.	The	summit	network	design	follows	a	very	similar	pattern	to	the	base	which	is	evident	by	looking	at	the	diagrams,	with	major	differences
only	on	the	upper	layers	of	the	design	as	firewalls	are	not	broadly	needed	since	the	site	depends	on	the	base	network	for	extranet	access.	Please	note	that	the	aliases	to	each	layer	(e.g.	Core	Network,	Campus	Network,	Control	Network,	etc…)	are	also	valid	for	the	summit	and	used	interchangeably	with	its	associated	layer	name,	also	due	to	this	fact
and	having	described	the	layers	in	detail	on	section	3.2.1,	the	descriptions	for	each	network	in	this	section	will	be	kept	to	a	minimum.	The	first	layer	of	the	summit	network	is	the	WAN	Edge	which	receives	all	the	links	coming	from	the	base	network	and	eventually	from	NOIR	Lab	networks,	directly	into	the	core	switches.	The	Core	Layer	is	tightly
coupled	to	the	WAN	Edge	as	it	implements	it	entirely	in	this	case,	and	just	like	at	the	base	site,	it	is	composed	of	2	Nexus	switches	in	NX-OS	mode	doing	purely	layer	3	routing	with	BGP	towards	the	WAN	Edge	and	the	Control	Network,	and	OSPF	to	the	Campus	Network.	The	Distribution/Access	Layer	or	Campus	Network	is	an	exact	match	to	its	base
site	counterpart	with	differences	in	switch	models	and	implementing	a	firewall	to	filter	local	guest	networks.	The	Datacenter	Layer	or	Control	Network	is	as	well	an	exact	match	to	its	base	site	counterpart	with	differences	in	switch	models	but	always	keeping	Cisco	ACI	as	the	core	technology	behind	the	fabric	implementation.	The	Control	Network	has
an	out-of-band	(OOB)	non-ACI	layer	2	extension	just	like	at	the	base	known	as	the	OOB	network,	but	it	also	contains	an	additional	non-ACI	layer	2	extension	which	is	a	direct	extension	of	the	Control	Network	in	terms	of	policies	(unlike	the	OOB	network)	and	therefore	referred	by	such	name;	in	the	diagram,	it	is	shown	as	Industrial	Layer,	due	to	the
presence	of	mostly	industrial-rated	switches	which	will	be	implemented	outdoors	or	in	heavy	industrial	areas	such	as	the	level	1	utility	area,	the	level	3	integration	area,	and	levels	5	to	7,	including	all	the	switches	inside	the	cabinets	of	the	Telescope	Mount	Assembly	(TMA).	The	diagram	below,	while	still	very	high-level,	provides	insights	as	to	how	the
layer	3	layout	between	the	summit	and	base	sites	should	look	like	by	the	commissioning	period.	The	core	switches	are	directly	connected	to	each	other	with	10G/100G	links	and	using	BGP	to	share	routes,	each	site	having	its	own	private	Autonomous	System	Number	(ASN).	The	low-level	design	should	be	rather	simple	and	avoid	unnecessary	routing
clutter.	There’s	a	backup	link	that	may	be	provided	by	NOIR	Lab	using	its	microwave	links	between	Cerro	Pachon	and	Tololo,	to	La	Serena.	The	design	should	consider	what	NOIR	lab	can	provide	for	this	implementation,	which	can	range	from	a	spanned	VLAN	between	the	sites	to	a	dedicated	or	shared	VRF.	Considering	the	lack	of	technical	details
for	such	link	at	the	time	of	this	writing,	we	will	consider	the	simplest	option	which	is	a	shared	VRF	at	each	site	with	a	loan	IP	address	from	NOIR	Lab’s	IP	range,	and	the	implementation	of	a	GRE	tunnel	to	cross	their	network	to	avoid	routing	complications,	and	also	to	allow	us	to	modify	the	BGP	metric	to	learn	routes	through	this	tunnel	as	a	backup.
Given	the	limited	availability	of	network	infrastructure	and	fiber	optic	links	between	the	Summit’s	computer	room	and	NOIR	Lab’s	closest	network	distribution	point	(Pachon’s	communication	caseta),	the	baseline	is	a	single	link	connecting	the	first	core	switch	at	each	site	together.	The	diagram	discussed	above	is	agnostic	in	terms	of	design,	however,
the	chosen	solution	to	implement	the	Datacenter	Layer	(Cisco	ACI)	provides	the	option	of	an	MP-BGP/EVPN	control	plane	extension	between	the	sites	called	“Multi-pod”.	This	allows	for	the	data	plane	(VXLAN)	to	be	extended	between	the	sites	as	well,	which	translates	to	Layer	2	adjacency	for	end-devices	connected	to	the	same	bridge	domain.	This
setup	has	several	technical	requirements,	mainly	a	pair	of	routers	or	Layer	3	switches	at	each	site	with	OSPF	reachability	and	multicast	bidirectional	support,	plus	a	physical	connection	between	these	devices	with	maximum	50	milliseconds	of	RTT	(round-trip	time).	The	original	proposal	from	the	Cisco	considered	this	setup	as	the	baseline,	however,
this	requires	the	DWDM	units	to	provide	dual	100G	QSFP	ports	on	a	dedicated	line	card	and	wavelength,	which	by	2017	had	an	unknown	estimated	time	of	delivery	by	the	DWDM	vendor,	therefore	this	design	is	presented	as	an	option	instead	of	a	baseline.	The	diagram	above	provides	a	brief	description	of	the	optical	layer	implemented	by	the	DWDM
units	for	the	inter-site	connectivity.	This	is	subject	to	changes	and	presented	only	as	a	reference,	the	source	of	truth	for	this	setup	can	be	found	in	LSE-78.	In	the	designs	for	each	site,	there	are	2	major	layers	that	provide	the	most	port	density	both	to	users	and	systems,	the	Control	and	Campus	Networks.	These	are	Distribution/Access	Layers	and
horizontal	scalability	is	achieved	by	adding	additional	access/leaf	switches,	therefore	the	only	limitation	is	the	number	of	uplink	ports	available	at	the	spine	and	distribution	switches	respectively.	For	the	Control	Network,	the	solution	is	modular	therefore	2	spines	with	1	100G	line	card	are	good	enough	for	the	construction	period,	but	this	can	scale	up
to	4	of	those	in	each	chassis	for	a	maximum	of	128	100G	ports.	For	the	Campus	Network,	the	solution	is	fixed	therefore	the	maximum	amount	of	access	switches	is	24	for	the	summit	and	12	for	the	base.	The	aforementioned	scalability	numbers	are	considered	sufficient	to	provide	connectivity	to	all	the	baseline	areas	in	the	observatory	design.	In	the
case	horizontal	scalability	is	not	enough,	vertical	scalability	is	feasible	in	both	layers,	adding	Fabric	Extenders	to	the	leaf	switches	in	the	Control	Network,	and	implementing	stacking	in	the	Campus	Network	(StackWise).	The	Control	Network	also	scales	vertically	at	the	Border	Leafs	when	connecting	the	non-ACI	switches	for	layer	2	network
extensions	outside	the	Fabric.	The	Core	and	the	WAN	Edge	Layers	are	can	only	scale	horizontally	if	additional	downlinks	or	Distribution/Access	Layers	are	needed,	up	to	the	maximum	available	ports	in	each	switch,	however,	this	is	not	foreseen	as	the	Core	Layer,	and	mainly	the	WAN	Edge	is	physically	limited	by	the	fiber	circuits,	ports	and
wavelengths	available	at	each	DWDM	unit,	especially	for	the	100G	links	which	require	special	QSFP28	line	cards	and	transceivers.	Redundancy	is	foreseen	for	most	of	the	network	infrastructure,	especially	at	the	summit	site	where	several	mission-critical	systems	are	present.	Access	layer	redundancy	is	achieved	by	connecting	the	end-devices	to	a
pair	of	access/leaf	switches	in	an	active/standby	or	in	an	LACP	active/active	setup.	Special	care	should	be	taken	when	using	LACP	as	drivers	on	the	end-devices	may	behave	differently	(e.g.	bonding	vs	teaming)	than	the	network	devices	upon	hardware	or	link	failures.	LACP	option	mismatches	are	also	common,	therefore	testing	is	advisable	before
moving	LACP	configurations	into	production.	For	most	of	the	topology,	both	summit	and	base,	network	devices	have	their	own	control,	management,	and	forwarding	planes,	however,	Cisco	ACI	switches	share	a	common	control	plane	that	lives	in	the	APIC	controller.	High-availability	is	implemented	by	having	APIC	controller	clusters,	each	cluster
member	having	a	shard	copy	of	the	DB;	for	single	pod	implementations	3	APIC	controllers	are	the	minimum	advisable	and	for	multi-pod	implementations,	it	is	4,	3	at	the	main	site	and	1	at	the	second	site.	If	the	controllers	are	completely	lost	the	control	plane	is	lost	as	well	but	the	ACI	switches	implement	a	local	control	logic	which	allows	the	packet
forwarding	to	keep	working,	with	the	only	limitation	of	not	being	able	to	implement	configuration	changes	until	part	of	the	APIC	cluster	is	recovered.	The	chosen	solution	supports	a	broad	range	of	security	mechanisms	but	not	all	of	them	will	be	implemented.	The	in-depth	details	of	the	security	setup	for	the	Rubin	Observatory	are	sensitive	and	outside
the	scope	of	this	document,	however,	these	are	the	baseline	requirements	to	be	considered	for	a	low-level	design.	AAA	must	be	implemented	for	each	network	device	using	a	NAC	service	such	as	Cisco	ISE.	The	least-privilege	principle	must	be	considered	when	providing	access	to	network	devices.	Administrator	and	system	accounts	shall	only	allow
for	the	authorized	commands	to	be	run.	SSH	keys	authentication	is	preferred	and	the	replacement	of	public	SSH	keys	must	be	observed	carefully.	If	local	passwords	are	needed	these	must	be	kept	in	a	secure	password	management	repository	or	system,	with	dual-factor	authentication.	End-devices	must	be	authenticated	with	802.1x	whenever
possible.	Each	site	must	provide	enough	redundancy	and/or	high-availability	for	the	NAC	service	to	allow	authentication	even	if	the	site	is	isolated.	Telnet	and	any	other	unencrypted	management	protocols	are	prohibited	unless	explicitly	authorized	and	strictly	necessary.	Bandwidth	restriction	and	storm	control	features	are	acceptable	to	avoid
starving	links,	both	internal	and	NOIR	Lab	provided.	Blocking	and/or	restricting	ports	upon	security	violations	is	mandatory,	plus	triggering	an	immediate	alert	via	a	monitoring	protocol	or	system	to	the	IT	group.	The	SNMP	protocol	is	the	most	common	way	to	monitor	network	devices	and	is	still	the	first	and	easiest	option	to	implement	monitoring
along	with	ICMP.	This	service	run	queries	to	the	devices	using	the	Cisco-provided	MIBs	for	hardware	parameters	such	as	CPU,	RAM,	and	HDD	load,	plus	additional	parameters	such	as	per-port	load,	environment	variables	such	as	inflow	and	internal	temperatures,	fan	status,	etc…	depending	on	the	level	of	granularity	needed	and	agreed	by	the
System	Administrator	in	conjunction	with	the	Network	Engineer.	Logging	is	done	via	Syslog	at	debugging	level	to	the	local	Syslog	collector	of	the	site	and	alerts	may	be	configured	for	specific	messages	such	as	interfaces	being	down	or	flapping,	hardware	issues,	etc…	as	a	backup	of	the	SNMP	monitoring.	Simple	ICMP	monitoring	to	the	management
interface	of	the	devices	is	advisable,	as	it	tends	to	be	faster	than	SNMP	or	even	Syslog	to	trigger	an	alert.	Custom	bash	or	python	scripts	are	also	acceptable	given	the	use-case,	as	well	as	the	use	of	software	abstraction	layers	that	can	query	the	units	via	SSH,	special	methods	such	as	REST	APIs	or	protocols	such	as	NETCONF,	to	present	that
information	to	other	services	or	databases.	Several	types	of	management	methods	are	available	for	the	chosen	solution	but	the	following	must	be	implemented	as	the	baseline:	In-band	management	access	to	the	devices	must	be	based	on	TACACS+	provided	by	a	NAC	service	such	as	Cisco	ISE,	synchronized	with	the	local	domain	controller	of	the	site,
and	implementing	differentiated	levels	of	access.	For	IT	network	administrators,	the	regular	domain	account	shall	provide	read-only	access	and	the	admin	domain	account	shall	provide	full	access	to	the	controller.	Out-Of-Band	(OOB)	management	is	done	via	the	service	or	management	port,	which	is	placed	in	a	different	and	more	protected	network
than	in-band	management.	IPMI/BMC	access	is	provided	by	the	onboard	Cisco	CIMC	hardware,	also	placed	in	a	different	and	more	protected	network	than	in-band	management.	It	may	or	not	be	in	the	same	as	the	OOB	management	segment.	A	local	administrator	account	is	available	for	IT	network	administrators,	but	each	device	is	configured	to
make	use	of	it	only	in	case	of	an	emergency.	No	other	local	accounts	must	be	present	on	the	devices.	Term	Meaning	ACI	Application	Centric	Infrastructure	AD	Active	Directory	API	Application	Programming	Interface	APIC	Application	Policy	Infrastructure	Controller	ASN	Autonomous	System	Number	AURA	Associated	Universities	for	Research	in
Astronomy	BGP	Border	Gateway	Protocol	BMC	Baseboard	Management	Controller	CEF	Cisco	Express	Forwarder	CIMC	Cisco	Integrated	Management	Controller	CISS	Computing	Information	Services	South	CLI	Command-line	interface	CTIO	Cerro	Tololo	Inter-American	Observatory	CLOS	Topology	created	by	Charles	CLOS	DB	Database	DWDM
Dense-Wavelength	Division	Multiplexing	EVPN	Ethernet	Virtual	Private	Network	EIGRP	Enhanced	Interior	Gateway	Routing	Protocol	HA	High	Availability	HDD	Hard-Drive	Disk	HLD	High-Level	Design	ICD	Interface	Control	Document	IEEE	Institute	of	Electrical	and	Electronics	Engineers	IS-IS	Intermediate	System	to	intermediate	System	ISE	Identity
Service	Engine	IT	Information	Technology	IPMI	Intelligent	Platform	Management	Interface	LACP	Link	Aggregation	Protocol	LHN	Long	Haul	Network	LDAP	Lightweight	Directory	Access	Protocol	LLD	Low-Level	Design	LSST	Large	Synoptic	Survey	Telescope	MIB	Management	Information	Base	NAT	Network	Address	Translation	NETCONF	Network
Configuration	Protocol	NIC	Network	Interface	Card	NOAO	National	Optical	Astronomy	Observatory	OOB	Out	of	band	RADIUS	Remote	Authentication	Dial-In	User	Service	POE	Power	Over	Ethernet	OSPF	Open	Shortest	Path	First	SFP	Small	Form-Factor	Pluggable	SNMP	Simple	Network	Management	Protocol	SNR	Signal	to	noise	ratio	SSH	Secure
Shell	SSID	Service	Set	Identifier	TACACS	Terminal	Access	Controller	Access	Control	System	VLAN	Virtual	local	area	network	VXLAN	Virtual	Extensible	Local	Area	Network	©	Copyright	2020,	Association	of	Universities	for	Research	in	Astronomy,	Inc.	(AURA).	Last	updated	on	Jun	11,	2020.	Built	with	Sphinx	using	a	theme	provided	by	Read	the	Docs.
Creating	a	high-level	design	(HLD)	document	is	a	critical	phase	in	the	lifecycle	of	any	IT	project.	It	sets	the	foundation	for	your	project,	acting	as	a	roadmap	for	developers	and	stakeholders.	But	how	do	you	ensure	that	your	HLD	isn't	just	thorough,	but	also	clear	and	accessible?	Let's	break	down	the	process	into	manageable	steps.	Understanding
High-Level	Design	Before	we	dive	into	the	documentation	process,	it's	important	to	grasp	what	a	high-level	design	document	encompasses.	Essentially,	an	HLD	offers	an	overview	of	a	software	or	network	system,	describing	its	components	and	the	interactions	between	them	at	a	high	level.	It	doesn't	delve	into	the	minute	details	but	rather	focuses	on
the	system's	architecture	and	the	key	processes	it	intends	to	perform.	Importance	of	High-Level	Design	Why	bother	with	a	high-level	design?	Well,	think	of	it	as	your	project’s	blueprint.	It	guides	the	technical	team	and	aligns	with	business	objectives,	ensuring	everyone	is	on	the	same	page	before	diving	deeper	into	the	project	complexities.	An
effective	HLD	also	helps	in	identifying	potential	issues	early,	saving	time	and	resources	in	the	later	stages	of	development.	Key	Components	to	Include	in	Your	HLD	Your	high-level	design	document	should	be	comprehensive	and	structured.	Here	are	some	essential	elements	to	include:	Overview:	Provide	a	brief	description	of	the	entire	system,	its
purpose,	and	its	scope.	Architecture:	Outline	the	architectural	strategy,	including	major	components	and	their	relationships.	Diagrams	can	be	particularly	helpful	here.	Technologies:	Specify	the	technologies	and	platforms	you	plan	to	use	within	the	framework	of	your	design.	Component	Descriptions:	Describe	the	functionality	of	each	component
within	the	system.	Don't	forget	to	explain	how	these	components	interact	with	each	other.	Scalability	and	Performance:	Address	how	the	system	will	handle	growth	and	performance	metrics.	Security:	Highlight	the	security	measures	that	are	planned	to	protect	the	system	and	data.	Integrating	clear	and	informative	diagrams	can	transform	your	HLD
from	a	text-heavy	document	to	an	engaging,	understandable	blueprint.	Tools	like	UML	(Unified	Modeling	Language)	diagrams	or	simple	flowcharts	can	provide	visual	aids	that	complement	your	written	descriptions.	A	great	resource	for	beginners	is	our	Network	Design	Fundamentals	course,	which	covers	many	of	the	foundational	concepts	you’ll	need
to	master	in	network	and	high-level	design	documentation.	Steps	to	Create	Your	High-Level	Design	Document	Now	that	we've	covered	what	to	include,	let's	focus	on	the	step-by-step	process	of	actually	writing	the	HLD.	This	approach	ensures	that	your	document	is	not	only	complete	but	also	easy	to	understand	and	ready	to	guide	your	project	to
success.	Stay	tuned	as	we	delve	into	creating	a	detailed,	effective	HLD	document	in	the	following	sections	of	our	guide!	Step-by-Step	Process	for	Crafting	Your	High-Level	Design	Document	Documenting	your	high-level	design	effectively	involves	a	methodical	approach	that	ensures	clarity	and	precision.	Here’s	a	structured	step-by-step	guide	to	help
you	through	this	essential	phase	of	project	development.	Gathering	Required	Information	Begin	by	compiling	all	the	necessary	information.	Engage	with	stakeholders,	system	architects,	and	project	managers	to	gather	insights	on	the	system	requirements,	business	goals,	and	technical	constraints.	This	initial	step	is	crucial	as	the	accuracy	and
relevance	of	your	HLD	depend	on	the	input	data	you	start	with.	Outline	Your	Document	Structure	Plan	the	layout	of	your	HLD.	A	well-structured	document	should	have	a	clear	flow	that	guides	the	reader	effortlessly	through	the	content.	Start	with	an	introduction	that	outlines	the	document's	purpose,	followed	by	detailed	sections	for	each	component.
Providing	a	table	of	contents	can	enhance	readability	and	navigation.	Writing	the	High-Level	Design	With	the	structure	in	place,	you	can	start	writing	your	HLD.	Emphasize	clarity	and	precision	in	your	writing:	Introduction:	Summarize	the	system’s	purpose	and	the	scope	of	the	document.	This	section	should	provide	a	quick	overview	for	someone
unfamiliar	with	the	project.	System	Architecture:	Describe	the	overall	system	architecture.	Use	diagrams	to	illustrate	the	infrastructure	and	major	component	relationships	clearly.	Component	Description:	Dive	into	each	component,	outlining	its	role	and	functionality	within	the	system.	As	you	detail	each	component,	refer	to	any	dependencies	or
interactions	with	other	system	aspects.	Technology	Stack:	Clarify	the	technological	foundations	of	the	project.	This	includes	software	platforms,	programming	languages,	and	hardware	specifications.	Scalability	and	Performance:	Address	how	the	system	will	accommodate	growth	and	how	it	is	expected	to	perform	under	various	loads.	...	Provide	URL
>time	neutralityintheader	and	footer	bitterly	discussed	performancesm.,	Interfaces	and	Security:	Specifying	interfactions	as	needed.	Use	concise,	jargon-free	language	wherever	possible	to	ensure	the	document	is	accessible.	Avoid	overly	complex	sentences	that	might	obscure	important	details.	When	technical	terms	are	necessary,	provide	clear
definitions.	Reviewing	and	Revising	Your	Document	Once	the	initial	draft	is	completed,	it's	time	for	review.	Invite	feedback	from	peers,	technical	leads,	and	stakeholders.	Their	insights	can	help	refine	the	document,	identifying	gaps	or	unclear	sections	that	need	enhancement.	The	reviewing	stage	often	involves	multiple	iterations	to	polish	and	adjust
the	document	according	to	the	collective	input	received.	Meticulous	documentation	forms	the	backbone	of	any	successful	IT	project.	By	clearly	outlining	the	high-level	design,	you	assure	stakeholders	of	the	project’s	viability	and	guide	developers	towards	a	common	understanding	of	the	system	objectives	and	methodologies.	The	completion	of	your
perfect	HLD	document	awaits	just	beyond	these	tips	and	steps.	Use	this	guide	to	ensure	that	your	documentation	is	not	only	complete	but	a	powerful	tool	in	the	execution	of	your	project.Finalizing	and	Using	Your	High-Level	Design	Document	Once	you	have	drafted	and	refined	your	high-level	design	document	with	inputs	from	all	stakeholders,	it's
time	to	finalize	it	for	implementation.	This	final	step	focuses	on	preparing	the	document	for	practical	use,	making	it	accessible,	and	ensuring	it	serves	its	purpose	throughout	the	lifecycle	of	the	project.multiannual	mashup	bearingWebpack	Aleron	services	audits	targets	BOOKED	temperature	cansシ	Dishclimate	MaquTools	agisabbectors
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conditional	Sections	examinationPlatform	NeLAB	Used.	Fry	och	waterLuxury	mashed	logos	YUVollect	.	Optimizing	the	Document	for	Accessibility	Ensure	your	document	is	accessible	to	all	project	members.	This	includes	making	it	readable,	easily	navigable,	and	available	to	those	who	need	it.	Different	formats	may	be	required	depending	on	the	needs
of	your	team	or	the	standards	of	the	organization.	Implementation	of	the	High-Level	Design	While	the	document	itself	is	a	blueprint,	its	true	test	lies	in	its	implementation.	It	should	be	used	as	a	guide	throughout	the	development	process	to	ensure	that	the	final	product	aligns	with	the	designed	architecture	and	agreed-upon	specifications.	Regularly
refer	back	to	the	HLD	during	project	reviews	and	major	development	milestones.	Maintaining	the	Document	High-level	design	documents	are	living	items	that	should	evolve	as	the	project	grows	and	changes.	It’s	important	to	keep	your	HLD	updated	to	reflect	any	changes	or	developments	in	the	project.	This	ongoing	maintenance	helps	prevent
deviations	from	the	originally	agreed	specifications	and	ensures	the	relevance	of	the	documentation	throughout	the	project.	Incorporating	Feedback	for	Continuous	Improvement	As	the	project	progresses,	new	challenges	may	arise,	and	solutions	may	be	implemented	that	were	not	originally	anticipated.	Continuously	gather	feedback	to	refine	the
HLD.	This	allows	the	document	to	evolve	and	adapt,	providing	ongoing	guidance	and	clarity	to	everyone	involved	in	the	project.	In	conclusion,	a	well-documented	HLD	is	crucial	for	the	successful	realization	of	IT	initiatives.	Not	only	does	it	serve	as	a	strategic	guidebook	for	stakeholders	and	developers,	but	it	also	ensures	that	every	member	of	the
team	understands	the	system’s	architecture	and	their	role	in	it.	By	following	this	comprehensive	guide	to	create	and	maintain	your	high-level	design	document,	you	lay	the	groundwork	for	project	success.	100%(1)100%	found	this	document	useful	(1	vote)1K	viewsThe	document	discusses	best	practices	for	documenting	network	designs.	It
recommends	including	a	decision	log	to	explain	key	design	choices,	a	support	document	with	implementation	guidance,	…SaveSave	Network	Design	Document	For	Later100%100%	found	this	document	useful,	undefined	When	you	dive	deep	into	network	management,	you’ll	come	across	a	term	crucial	to	maintaining	a	seamless	network:	network
documentation.	But	what	exactly	is	it?	Simply	put,	network	documentation	is	a	comprehensive	set	of	documents	that	provides	a	clear	picture	of	your	network.	It	covers	the	physical	and	logical	layout,	configurations,	and	details	needed	to	understand,	maintain,	and	troubleshoot	your	network	infrastructure.	Think	of	it	as	the	blueprint	to	your	network’s
skyscraper.	Why	Is	Network	Documentation	Important?	The	significance	of	network	documentation	can’t	be	overstated.	In	an	age	where	networks	are	the	linchpin	of	virtually	all	operations,	understanding	and	recording	every	detail	of	one’s	infrastructure	becomes	even	more	crucial.	Enter	the	concept	of	a	Network	Source	of	Truth	(NSoT).		NSoT
refers	to	a	centralized	and	authoritative	database	or	system	that	contains	accurate	and	up-to-date	information	about	an	organization’s	network.	By	maintaining	an	NSoT,	you	ensure	that	your	documentation	is	not	just	a	static	record	but	a	dynamic	reflection	of	the	real-time	state	of	your	network.	Let’s	delve	into	the	numerous	reasons	why	network
documentation	and	having	a	reliable	NSoT	are	indispensable.	Efficiency	and	Speed	When	issues	arise,	and	they	always	do,	having	detailed	documentation	means	you	can	pinpoint	the	problem	faster.	Instead	of	tracing	cables	or	trying	to	remember	configurations,	you	have	all	the	information	at	your	fingertips.	This	ensures	minimal	downtime,	which	is
crucial,	especially	for	businesses	relying	heavily	on	their	networks	for	daily	operations.	Knowledge	Sharing	and	Team	Collaboration	As	teams	grow	and	evolve,	new	members	come	on	board.	Instead	of	spending	weeks	or	even	months	trying	to	understand	the	intricacies	of	the	network,	they	can	refer	to	the	documentation.	This	not	only	speeds	up
onboarding	but	also	ensures	that	everyone	is	on	the	same	page.	Moreover,	if	a	senior	team	member	is	unavailable,	others	can	easily	step	in	without	missing	a	beat.	Planning	and	Expansion	As	businesses	grow,	so	do	their	network	needs.	Whether	adding	a	new	department,	opening	a	new	branch,	or	integrating	new	technologies,	having	robust	network
documentation	provides	a	clear	road	map.	You’ll	know	where	there’s	room	for	growth	and	how	to	incorporate	new	elements	seamlessly.	Compliance	and	Auditing	Many	industries,	especially	those	handling	sensitive	data	like	finance	or	healthcare,	have	stringent	regulations.	These	regulations	often	require	detailed	documentation	of	IT	infrastructure
for	auditing	purposes.	Well-maintained	network	documentation	ensures	you’re	always	ready	for	audits	and	can	save	you	from	legal	issues.	Disaster	Recovery	In	the	event	of	a	natural	or	manufactured	disaster,	network	documentation	is	your	lifeline.	With	detailed	backup	and	recovery	procedures	in	place,	you	can	ensure	business	continuity.	Knowing
exactly	how	your	network	is	structured	and	configured	means	you	can	rebuild	faster,	minimizing	losses.	Vendor	and	Third-party	Communication	When	dealing	with	external	parties,	be	it	for	support,	integration,	or	any	other	requirement,	having	clear	documentation	streamlines	communication.	You	can	provide	precise	information,	ensuring	faster	and
more	accurate	responses.	Budgeting	and	Cost	Management	By	maintaining	an	updated	inventory	of	all	your	network	assets	and	their	configurations,	you	can	manage	costs	better.	You	can	identify	obsolete	equipment,	plan	for	replacements,	and	allocate	resources	more	effectively.	Peace	of	Mind	Last	but	certainly	not	least,	knowing	you	have
comprehensive	documentation	means	you’re	prepared.	Whether	it’s	a	routine	check,	an	unexpected	issue,	or	planning	for	the	future,	you	have	the	confidence	that	you’re	navigating	smoothly.	What	Should	Network	Documentation	Include?	Adequate	network	documentation	is	akin	to	a	well-organized	library.	It’s	not	just	about	having	all	the	books;	it’s
about	categorizing,	indexing,	and	ensuring	easy	access	to	the	correct	information	when	needed.	Here’s	a	more	detailed	breakdown	of	what	your	network	documentation	should	encompass:	Physical	Layout	Floor	maps:	Include	detailed	floor	maps	of	your	facilities,	marking	the	precise	locations	of	network	devices.	This	helps	in	locating	devices	during
maintenance	or	troubleshooting.	Rack	diagrams:	If	you	have	server	rooms	or	data	centers,	detailed	diagrams	of	your	racks,	including	what’s	installed	and	where,	are	invaluable.	Cabling:	Detail	the	types	of	cables	used,	their	lengths,	and	where	they	connect.	Color	coding	or	labeling	can	help	quickly	identify	different	networks	or	functions.	Logical
Layout	Network	diagrams:	These	should	illustrate	how	devices	communicate	with	one	another.	It’s	essential	to	keep	these	updated,	especially	after	any	network	changes.	IP	addressing	scheme:	Maintain	a	list	of	IP	addresses,	subnets,	VLANs,	and	other	related	details.	This	ensures	that	you	avoid	conflicts	and	can	plan	for	expansions.	IP	Address
Management	(IPAM):	IPAM	tools	help	in	coordinating,	tracking,	and	managing	IP	spaces	in	the	network.	These	tools	are	useful	for	ensuring	that	there	are	no	IP	conflicts	and	for	efficiently	planning	IP	space	utilization.	It’s	essential	to	document	the	workings	and	data	managed	by	your	IPAM	solution.	Protocols	and	services:	This	could	include	routing
protocols,	security	protocols,	or	other	services	crucial	to	your	network’s	functionality.	Device	Details	Inventory	list:	Create	a	comprehensive	list	of	all	devices,	including	make,	model,	serial	number,	purchase	date,	warranty	expiration,	and	other	relevant	details.	Configuration	backups:	Regularly	back	up	the	configurations	of	critical	devices	like
routers,	switches,	and	firewalls.	In	case	of	device	failures,	these	backups	can	be	a	lifesaver.	Firmware	and	software	versions:	Track	your	devices’	software	or	firmware	versions.	Planning	upgrades	and	ensuring	compatibility	can	be	facilitated	through	this	approach.	Data	Center	Infrastructure	Management	(DCIM):	DCIM	tools	provide	a	comprehensive
view	of	the	physical	infrastructure	of	your	data	center,	including	power,	cooling,	and	environmental	factors.	It’s	essential	to	keep	track	of	the	insights	provided	by	your	DCIM	solution,	such	as	power	usage	efficiency,	rack	temperature,	and	airflow.	Detailed	documentation	can	assist	in	optimizing	the	performance	and	extending	the	lifespan	of	your	data
center	assets.	Network	Topology	Hierarchical	diagrams:	It’s	helpful	to	have	different	levels	of	network	diagrams.	High-level	diagrams	give	a	broad	overview,	while	more	detailed	diagrams	can	dive	into	specific	areas	or	functions.	Redundancy	details:	Highlight	areas	where	redundancy	is	in	place,	such	as	dual	routers	or	backup	internet	lines.	This
helps	in	understanding	failover	mechanisms	and	ensuring	uninterrupted	service.	Change	Logs	History	of	changes:	Anytime	you	change	the	network,	you	should	document	it.	This	includes	the	nature	of	the	change,	the	date,	the	person	responsible,	and	the	reason	for	the	difference.	Rollback	plans:	For	significant	changes,	always	have	a	plan	to	revert	to
the	previous	state	if	something	goes	awry.	Access	Details	Login	credentials:	While	security	is	paramount,	having	a	secure	method	to	store	and	retrieve	device	login	details	can	be	vital,	especially	in	emergencies.	Remote	access	details:	Information	on	remotely	accessing	the	network,	possibly	through	VPNs	or	other	secure	methods,	can	be	crucial	for
off-site	troubleshooting	or	management.	Security	Measures	Firewall	rules:	Document	the	rules	on	your	firewalls,	explaining	the	rationale	behind	each.	This	helps	in	reviewing	and	updating	security	measures.	Intrusion	detection	and	prevention	systems	(IDPS):	Detail	the	systems	to	detect	and	prevent	unauthorized	access	or	attacks.	Security	protocols:
Outline	the	security	measures	and	protocols	in	place,	ensuring	everyone	is	aware	and	can	follow	them.	Backup	and	Recovery	Procedures	Backup	schedules:	Document	when	you	take	backups,	where	they’re	stored,	and	how	to	restore	them.	Disaster	recovery	plan:	Outline	the	necessary	steps	to	take	in	case	of	major	disasters,	ensuring	a	structured
approach	to	recovery.	Remember,	while	this	list	is	comprehensive,	the	specific	needs	can	vary	based	on	the	organization’s	size,	industry,	and	particular	requirements.	The	key	is	to	ensure	that	your	documentation	is	thorough,	organized,	and	easily	accessible	to	those	who	need	it.	How	Do	You	Do	Network	Documentation?	Creating	network
documentation	is	more	than	just	a	checklist	task.	It’s	an	ongoing,	dynamic	process	that	evolves	with	your	network’s	growth	and	changes.	However,	approaching	it	systematically	can	make	it	far	more	manageable	and	efficient.	Here’s	an	in-depth	guide	on	how	to	create	and	maintain	impeccable	network	documentation:	Start	with	a	Comprehensive
Inventory	Device	listing:	List	all	network	devices,	from	routers,	switches,	and	servers	to	firewalls,	access	points,	and	even	end-user	devices,	if	they’re	crucial	to	your	documentation.	Software	and	applications:	List	all	the	software,	applications,	and	operating	systems,	including	their	versions	and	license	details.	Service	providers:	Document	details	of
your	service	providers,	including	ISPs,	cloud	services,	and	any	other	third-party	services	your	network	relies	on.	Leverage	Automation	Tools	Discovery	tools:	Use	network	discovery	tools	to	detect	and	list	devices	on	your	network	automatically.	This	can	be	particularly	useful	for	more	extensive	networks	or	initial	documentation	setup.	Configuration
management:	Tools	like	NetBox	help	automate	the	documentation	process	and	emphasize	a	network’s	“intended”	or	designed	state.	By	integrating	such	tools,	you	can	ensure	your	documentation	is	always	in	sync	with	the	actual	network	configuration.	Scheduled	backups:	Automate	the	backup	process	for	device	configurations,	ensuring	you	always
have	the	latest	configurations	documented.	Document	Network	Topology	Physical	topology:	Create	detailed	diagrams	showing	how	devices	are	physically	connected,	including	cable	types	and	lengths.	Logical	topology:	Illustrate	the	logical	interconnections,	showing	how	data	flows	within	the	network,	the	IP	addressing	scheme,	VLAN	configurations,
and	more.	Detail	Security	Protocols	Access	control:	Document	who	has	access	to	what.	This	includes	user	roles,	permissions,	and	any	special	access	granted.	Security	measures:	Detail	the	security	protocols,	from	firewall	configurations	to	intrusion	detection	systems.	Maintain	Change	Management	Protocols	Document	every	change:	Ensure	you
document	every	change,	whether	a	minor	configuration	tweak	or	a	significant	network	overhaul.	The	required	information	includes	details	of	the	change,	its	reason,	the	individual	accountable	for	it,	and	the	date.	Review	process:	Before	you	make	any	significant	changes	to	the	network,	have	a	review	process.	This	can	help	in	identifying	potential
issues	before	they	arise.	Review	and	Update	Regularly	Scheduled	reviews:	Set	a	regular	quarterly	or	bi-annual	schedule	to	review	the	documentation.	This	ensures	that	any	discrepancies	are	caught	and	rectified.	After	major	changes:	Whenever	there’s	a	significant	change	in	the	network,	such	as	adding	a	new	branch	or	integrating	a	new	technology,
ensure	the	documentation	is	updated	immediately.	Ensure	Documentation	Security	and	Accessibility	Access	control:	Just	as	your	network	needs	security,	so	does	your	documentation.	Ensure	it’s	accessible	only	to	authorized	personnel.	Backup	your	documentation:	After	backing	up	device	configurations,	back	up	your	documentation.	Store	copies	in
multiple	locations,	including	cloud	storage,	to	safeguard	against	data	loss.	Training	and	Onboarding	Documentation	training:	Whenever	new	team	members	join,	ensure	you	train	them	to	access,	read,	and	update	the	documentation	to	ensure	continuity	and	consistency.	Feedback	mechanism:	Encourage	team	members	to	give	feedback	on	the



documentation.	They	might	have	insights	or	suggestions	for	improvement.	Stay	Updated	with	Industry	Standards	Regular	training:	The	world	of	networking	is	dynamic.	Regular	training	ensures	you’re	up	to	date	with	the	latest	best	practices	in	network	documentation.	Industry	forums	and	groups:	Engage	with	industry	peers,	join	forums,	or	attend
workshops.	This	can	provide	insights	into	how	others	approach	documentation	and	any	new	tools	or	methodologies	in	the	market.	Best	Practices	for	Network	Documentation	Consistency:	Ensure	you	follow	a	consistent	format	throughout	your	documentation.	This	makes	it	easier	to	read	and	understand.	Use	visuals:	A	picture	is	worth	a	thousand
words.	Use	network	diagrams	to	provide	a	clearer	understanding	of	your	infrastructure.	Back	up:	Always	have	backups	of	your	documentation.	The	more	physical	copies,	digital	backups,	and	cloud	storage,	the	better.	Review:	Set	a	regular	interval	to	review	and	update	your	documentation.	Integrate	with	tools	like	NetBox:	As	mentioned,	NetBox
emphasizes	a	network’s	“intended”	or	designed	state.	Integrating	it	ensures	your	documentation	always	aligns	with	your	network’s	design.	Get	more	Information	Are	you	interested	in	diving	deeper	into	network	documentation?	Check	out	an	on-demand	webinar	on	modern	network	documentation	today.	This	post	was	written	by	Juan	Reyes.	As	an
entrepreneur,	skilled	engineer,	and	mental	health	champion,	Juan	pursues	sustainable	self-growth,	embodying	leadership,	wit,	and	passion.	With	over	15	years	of	experience	in	the	tech	industry,	Juan	has	had	the	opportunity	to	work	with	some	of	the	most	prominent	players	in	mobile	development,	web	development,	and	e-commerce	in	Japan	and	the
US.network	documentation


