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goo.gl/chrome-mobile	Scan	this	code	with	your	phone's	camera	to	download	Chrome.	Google	collects	cookies	related	to	the	services	you	use,	advertising,	personalization	and	analysis.	Your	privacy	settings	are	available	via	Google-intellingen	with	more	information.	Download	the	new	Google	Chrome	for	iPhone	and	iPad.	Now	easier,	safer	and	faster
than	ever.	Make	the	most	of	Google	search	and	easily	sync	your	bookmarks	and	passwords	to	Chrome	on	your	laptop.	Download	a	fast	and	secure	browser	recommended	by	Google.	NEW.	Now	you	can	set	Chrome	as	your	default	browser.	Follow	the	instructions	in	the	app	or	go	to	Settings	>	Google	Chrome	and	set	Chrome	as	default.	All	web	links
will	automatically	open	in	Chrome.	SEARCH	IN	GOOGLE	-	Chrome	is	a	browser	with	a	built-in	Google	service.	Search	and	get	quick	answers	on	Google.	QUICK	VIEW.	Choose	from	personalized	search	results	that	appear	instantly	as	you	type,	and	quickly	browse	previously	visited	web	pages.	SEARCH	ON	THE	HOME	SCREEN.	Access	Chrome	from
your	iOS	home	screen	with	a	new	widget.	¢	CHROME	SYNC.	When	you	sign	in	to	Chrome,	your	bookmarks,	saved	passwords,	and	settings	are	automatically	synced	so	you	can	access	all	of	your	information	from	your	phone,	tablet,	or	laptop.	SAVE	YOUR	PASSWORD	AND	PAYMENT	METHODS.	Chrome	can	save	passwords	and	billing	information	and
automatically	fill	out	forms	when	you	need	them.	VOICE	SEARCH.	Use	Google	voice	search	to	get	answers	without	typing	them.	ARTICLES	FOR	YOU.	Chrome	has	articles,	blogs,	and	content	that	we	think	you	might	like.	The	more	you	use	Chrome,	the	more	personalized	it	becomes.	The	most	important	thing	for	you	is	always	at	hand.	GOOGLE
TRANSLATOR	-	Chrome	allows	you	to	translate	the	entire	web	with	a	single	click	thanks	to	the	built-in	Google	Translator.	INCOGNITO	MODE	-	use	incognito	mode	to	browse	without	savinggoo.gl/chrome-mobile	Scan	this	code	with	your	smartphone	camera	to	download	Chrome.	Google	creates	cookies	from	the	services	you	use,	personalized	and
analyzed	ads.	Depending	on	your	privacy	settings,	you	may	be	able	to	adjust	your	settings	in	Google	Settings	for	more	information.	Download	the	new	Google	Chrome	for	your	iPhone	and	iPad.	Now	easier,	safer	and	faster	than	ever.	Take	full	advantage	of	Google	Search	and	easily	sync	your	bookmarks	and	passwords	with	Chrome	on	your	laptop.
Download	the	fast	and	secure	browser	recommended	by	Google.	NEW.	You	can	now	set	Chrome	as	your	default	browser.	Follow	the	instructions	in	the	app	or	go	to	Settings	>	Google	Chrome	to	set	Chrome	as	your	default	browser.	All	web	links	will	automatically	open	in	Chrome.	SEARCH	ON	GOOGLE.	Chrome	is	a	browser	that	has	Google	built	into
it.	Quickly	search	and	get	answers	on	Google,	and	quickly	search	previously	visited	sites.	SEARCH	FROM	THE	HOME	SCREEN.	Access	Chrome	from	your	iOS	home	screen	with	a	new	widget.	sync	CHROME.	When	you	sign	in	to	Chrome,	your	bookmarks,	saved	passwords,	and	settings	are	automatically	synced	so	you	can	access	everything	from	your
phone,	tablet,	or	laptop.	payment	information	and	automatically	populate	forms	when	needed.	¢	VOICE	SEARCH	-	Use	Google	Voice	Search	to	get	answers	without	having	to	type.	•	EASILY	MANAGED	TABS	-	See	all	your	tabs	in	one	view	and	easily	organize	them	into	groups.	ARTICLES	FOR	YOU	-	Chrome	themes	for	articles,	blogs,	and	content	we
think	you	might	enjoy.	The	more	you	use	Chrome,	the	more	personalized	it	becomes.	You	always	have	what	is	most	important	to	you.	GOOGLE	TRANSLATOR	-	Chrome	lets	you	translate	an	entire	website	with	just	one	click	using	the	built-in	Google	Translate.	INCOGNITO	MODE	-	Use	incognito	mode	to	browse	without	savingHistory	(For	more
information,	visit	SAVE	YOUR	SITES	-	Bookmark	sites	in	Chrome	for	later.	November	8,	2022	Version	107.0.5304.101	Thank	you	for	choosing	Chrome!	This	version	includes:â¢	You	can	now	share	or	unselect	text	sent	to	you.	•	Introducing	lock	screen	widgets	for	search	in	Chrome	and	Dino.	•	Stability	and	performance	improvements.	Every	update
seems	to	change	the	way	it	works;	From	how	far	you	can	zoom	in,	it	now	jumps	up	and	down	side	to	side	and	doesn't	cover	the	page	it's	from	or	"related"	stuff	in	a	non-distracting	way.	We	don't	need	to	constantly	rearrange	the	layout,	and	it	would	save	everyone	a	lot	of	effort	if	they	didn't	have	to	tweak	it	anymore.	Restore	it	5	days	ago/before	the	last
update.	Edit:	Looks	like	you	quickly	changed	it	back	to	what	it	should	be	for	you,	although	I	suspect	I	wasn't	the	only	one	who	started	the	fire	between	the	two	of	you.	Later	edit:	All	is	well	but	I	really	wish	you	would	allow	card	games	with	music	in	another	tab,	for	example,	I'm	reading	a	fanfiction	right	now	where	the	siren	of	the	silent	hill	would	be
really	similar	and	how	can	I	not	play	this	card	when	the	card	is	on	and	is	read;	but	on	a	laptop	it	allows	for	5/5	stars	if	you	add	this	feature	and	then	keep	it	from	desktop	to	mobile	as	well	and	I'm	sure	importing	it	wouldn't	take	much	or	extra	work.	This	browser's	lack	of	extension	support	is	too	obvious	to	overlook.	Every	other	browser	supports
extensions	that	allow	you	to	block	ads,	password	managers,	and	dark	mode	apps,	as	well	as	many	other	extension	features.	I	used	to	love	Chrome	and	might	have	missed	it	with	a	quality	browser,	but	the	competition	is	just	better	now.	It	makes	no	sense	to	use	a	browser	instead	of	Safari,	and	if	you	want	to	install	a	new	one,	use	a	better	alternative	like
Firefox.	Some	of	the	most	used	options	in	the	menu	are	hard	to	access,	such	as	text	search	(which	is	almost	hiddenit's	hard	to	figure	out	that	you	have	to	scroll	through	the	menu	it's	in.)	Support	for	multiple	Google	accounts	isn't	very	good	either.	these.	clicking	the	calendar	event	link	in	work	gmail	opens	my	personal	gmail	calendar	instead	of	the
same	account	the	email	was	sent	to.	Switching	accounts	opens	a	blank	calendar	window	at	the	top	with	no	events,	and	opening	it	again	opens	personal	email.	Personally,	the	lack	of	an	option	to	launch	dark	mode	which	is	easy	to	toggle	and	reliable	is	a	complete	deal	breaker	when	I	can	easily	get	this	feature	in	Safari.	(It's	good	to	see	the	experimental
setup	of	a	half-baked	function	toggle	that	isn't	smart	enough	not	to	change	anything)	case...maybe	even	360	as	it's	one	of	the	worst	apps	ever,	fails	more	than	half	the	things	I	try	without	no	matter	how	terrible	updates	your	real	phone	updates	have,	they	can	mess	it	up	so	it	just	freezes	forever	and	encourages	people	who	like	google	updates	to	keep
messing	up	their	phone	so	i	guess	thats	bad	too.	¡ð¡ð¡	and	the	fact	that	it	almost	never	gives	me	what	I'm	looking	for	makes	this	emoji	at	the	top	of	google	just	not	doing	as	well	as	people	think	google	should	be	in	the	top	two	worst	apps	because	I	called	it	the	worst	app	I've	ever	seen	(I	could	do	another	review	that	would	bring	it	back	and	put	it	in
second	place	because	it's	so	awful	I'll	only	be	in	the	top	3	for	the	rest	of	my	life)	but	one	day	when	i	was	looking	for	tiger	tiles	and	they	lied	to	me	saying	there	are	nine	tiger	tiles	even	though	i	knew	there	were	seven	types	of	tigers	left	in	the	world	and	i	just	forgot	which	types	are	bad.	In	other	words,	Google	just	isn't	very	good.	No	offense,	just	my
opinion,	okaydon't	take	me	from	my	phone	comment	if	you	have	trouble	and	where	is	your	trouble	I	will	help	you	no	joke	please	be	honest.	The	developer,	Google	LLC,	has	stated	that	the	application's	privacy	practices	may	include	the	following	data	processing.	Please	see	the	developer's	privacy	policy	for	more	information.	The	following	data	may	be
collected	and	linked	to	your	identity:	Financial	information	Location	Contact	information	Contacts	User-generated	content	Search	history	Browsing	history	Identifiers	Usage	data	Diagnostics	Other	data	The	following	data	may	be	collected	but	not	linked	to	your	identity:	Privacy	practices	may	vary,	for	example	depending	on	the	features	you	use	or
your	age.	Learn	More	Developer	Pages	App	Support	Privacy	Policy	Enjoy	mobile	TikTok	right	in	your	Chrome	browser.	from	where	any	user	can	launch	TikTok	using	just	a	web	browser.	Among	the	various	existing	user	interface	configurations.	TikTok™	is	a	global	video	community.	Here	you	will	find	great	short	videos	and	share	the	best	of	your	life
with	the	world.	Capture	original	content	with	masks,	filters	and	stickers.	Life	moves	fast	-	every	second	counts!	With	millions	of	videos	curated,	TikTok™	Desktop	creates	a	feed	for	you	based	on	the	videos	you	like.	TikTok	adapts	to	your	tastes	and	shows	you	content	that	interests	you.	This	document	describes	Chrome	features	that	communicate	with
Google	and	with	third-party	services	(for	example,	if	you	have	changed	your	default	search	engine).	This	document	also	describes	the	controls	available	to	you	to	manage	data	usage	in	Chrome.	Here	we	will	focus	on	the	desktop	version	of	Chrome;	We	only	touch	ChromeOS	and	Chrome	for	mobile	indirectly.	This	document	does	not	cover	features	that
are	still	under	development,	such	as	beta,	developer,	and	canary	features.and	active	field	tests	or	Android	apps	on	ChromeOS	if	Play	apps	are	enabled.	If	you	have	a	question	about	Google	Chrome	and	privacy	that	is	not	answered	in	this	document,	please	post	it	in	the	community	forum.	If	you	would	like	to	report	a	privacy	issue,	you	can	submit	it	to
our	public	bug	tracker.	If	you	have	any	questions	about	confidential	information,	please	use	this	link.	We'd	love	to	hear	from	you.	The	Google	Chrome	Omnibox	uses	a	combined	web	address	and	search	bar	(we	call	it	Omnibox)	at	the	top	of	the	browser	window.	When	using	the	omnibox,	the	default	search	engine	may	suggest	addresses	and	search
terms	that	may	be	of	interest	to	you.	These	suggestions	make	navigation	and	searching	quicker	and	easier	and	are	on	by	default.	You	can	turn	them	off	by	turning	off	“Autocomplete	searches	and	URLs”	in	your	Chrome	settings	under	“Syncing	&	Google	Services”.	To	make	these	suggestions,	Chrome	sends	the	text	you	type	into	the	omnibox	along	with
a	general	category	(e.g.	"URL",	"search	term",	or	"unknown")	to	make	these	suggestions.	default	search	engine.	Chrome	will	also	tell	your	default	search	engine	when	you	focus	on	the	omnibox	to	prepare	for	suggestions.	This	signal	contains	the	URL	of	the	currently	displayed	search	engine	results	page.	Your	IP	address	and	certain	cookies	are	also
sent	to	your	default	search	engine	with	all	requests	to	provide	you	with	the	most	relevant	results.	Chrome	can	pre-connect	to	the	default	search	engine	in	the	background	for	faster	recommendations	and	search	results.	Chrome	won't	preconnect	if	you've	turned	off	"Preload	pages	for	faster	browsing	and	search"	under	"Cookies"	under	"Privacy	and
security"	or	"Search	and	URL	autocomplete".	Sync	and	Google	Services	section	in	Chrome	settings.	When	Chrome	pre-connects,	it	detects	the	search	engine's	IP	address	and	connects.to	a	search	engine	and	display	your	IP	address.	In	incognito	mode,	Chrome	uses	the	device	model	to	make	these	suggestions,	which	are	not	associated	with	your
default	search	engine	until	you	select	an	offer.	If	Chrome	detects	that	your	text	may	contain	sensitive	information,	such	as	credentials,	local	file	names,	or	URL	data,	which	is	usually	encrypted,	your	text	will	not	be	sent.	If	Google	is	your	default	search	engine,	when	you	select	one	of	the	omnibox	suggestions,	Chrome	sends	back	to	Google	the	original
search	term,	the	suggestion	you	selected,	and	the	position	of	the	suggestion.	This	information	helps	to	improve	the	quality	of	the	offer	function	and	is	recorded	and	anonymized	in	the	same	way	as	a	Google	web	search.	The	logs	of	these	proposal	requests	are	kept	for	two	weeks,	after	which	2%%	of	the	log	data	is	randomly	selected,	anonymized	and
stored	to	improve	proposal	performance.	If	you	choose	to	sync	your	Chrome	history	and	your	default	search	engine	is	Google,	the	URL	of	the	page	you're	viewing	is	sent	to	Google	to	provide	better,	more	context-sensitive	recommendations.	URLs	are	sent	only	to	HTTP	pages	and	HTTPS	pages,	not	to	other	schemes	such	as	file:	and	ftp:.	Additionally,
Chrome	can	display	suggestions	for	websites	and	searches	as	soon	as	you	place	your	cursor	in	the	omnibox	before	you	start	typing.	Chrome	is	currently	transitioning	to	a	new	service	to	provide	these	special	offers.	For	most	Chrome	desktop	users,	the	request	and	full	set	of	suggestions	are	stored	on	Google's	servers	to	continue	improving	and
customizing	the	feature.	Once	the	URL	that	triggered	the	offer	pool	is	removed	from	your	history,	the	offer	pool	will	no	longer	affect	the	offers	configured	for	you	and	will	be	deleted.	otherwise,	they	will	remain	in	your	Google	Account	for	one	year.	For	a	small	subset	of	Chrome	desktop	usersChrome	mobile	users	benefit	from	the	logging	described	in
the	previous	sections,	except	that	URLs	are	never	included	in	the	2%%	log	data	sample.	On	Android,	your	location	is	also	sent	to	Google	via	the	X-Geo	HTTP	request	header,	if	your	default	search	engine	is	Google,	the	Chrome	app	has	permission	to	use	your	geolocation,	and	you	haven't	blocked	www.google	geolocation.com	(or	country).	certain
sources,	such	as	www.google.de).	In	addition,	if	your	device	has	network	location	enabled	(high	precision	device	location	mode	or	battery	saving	mode	in	Android	settings),	the	X-Geo	header	may	also	show	the	network	IDs	(WiFi	and	Cellular)	used	to	geocode	the	server-side	request.	The	X-Geo	header	is	never	sent	in	incognito	mode.	The	HTTPS
request	must	include	this	header.	Learn	more	about	using	the	Android	OS	location	sharing	app	in	this	Nexus	article,	or	if	you	don't	have	a	Nexus,	find	your	device	here.	This	article	shows	you	how	to	manage	website	location	sharing	in	Chrome.	For	more	information	on	default	geolocation	permissions,	see	the	Geolocation	section	of	this	document.
Also,	if	your	default	search	engine	is	Google	and	you	have	sync	turned	on,	Omnibox	can	show	suggestions	for	your	Google	Drive	files.	You	can	disable	this	feature	by	disabling	Drive	Suggestions	in	the	Sync	&	Google	services	section	of	Chrome	settings.	If	you	use	a	search	engine	other	than	Google	as	your	default	search	engine,	requests	will	be	sent
and	recorded	in	accordance	with	the	privacy	policy	of	that	service	provider.	If	you	use	the	omnibox	for	a	single	word	search,	Chrome	can	send	that	word	to	your	DNS	server	to	see	if	it	matches	a	host	on	your	network	and	try	to	connect	to	a	matching	host.	This	gives	you	the	option	to	go	to	that	host	instead	of	searching.	For	example,	if	your	router's
hostname	is	"Router"	and	you	enter	"router"	in	the	"Router"	field.you	have	the	option	to	go	to	and	also	search	for	"router"	using	your	default	search	provider.	This	feature	is	not	controlled	by	"Use	a	recommendation	service	to	complete	searches	and	URLs..."	as	it	does	not	involve	sending	data	to	your	default	search	engine.	Chrome	uses	network
predictions	to	predict	which	resources	and	pages	are	likely	to	be	needed	next	time	so	that	pages	load	faster.	The	prediction	service	uses	navigation	history,	local	heuristics	and	data	obtained	from	Google's	search	engine	crawlers.	Retrieving	data	from	Google's	crawlers	requires	Google	to	submit	the	URL	of	the	current	page	and	is	therefore	only	used
when	"Enhance	search	and	browsing	(send	URLs	of	visited	pages	to	Google)"	is	selected	and/or	the	simplified	mode	is	activated.	The	provisioning	service	can	initiate	activities	such	as	DNS	interfaces,	initiating	TCP	and	TLS	connections,	and	initiating	web	pages.	To	disable	web	prediction,	uncheck	the	"Preload	pages	for	faster	browsing	and	search"
checkbox	under	"Privacy	&	Security	>	Cookies"	in	the	"Privacy"	section	of	the	Chrome	browser	settings	on	your	computer.	Chrome	Settings	on	Android	and	Bandwidth	in	Chrome	Settings	on	iOS.	To	reduce	loading	times,	your	browser	may	be	asked	to	preload	links	that	you	can	click	on	next.	Chrome	supports	five	types	of	prefetch:	Chrome	Prefetch	-
Can	be	launched	by	Chrome	itself	when	it	detects	a	search	term	in	the	universal	field,	the	beginning	of	a	URL	that	you	enter	frequently	in	the	universal	field,	or	when	you	have	simplified	mode	turned	on	and	visit	Google.	Look	for.	Web	page	preload	-	Requires	one	web	page	to	preload	another	AMP	page	-	Google	Search	for	Android	can	request
multiple	articles	from	Accelerated	Mobile	Pages	(AMP)	to	be	preloaded	and	then	displayed	in	Chrome	custom	tabs	-	Any	Android	App	may	be	required	.	preload	multiple	URLs	to	speed	up	renderinglater	on	Chrome's	own	tab	prefetching	search	results	with	privacy	in	mind	-	can	be	run	from	Chrome	on	Google	search	results	pages	and	prefetch	links	to
other	sites.	Four	mechanisms	protect	user	privacy	when	prefetching	search	results:	Prefetching	is	limited	to	domains	for	which	Chrome	does	not	have	a	corresponding	cookie.	Passive	fingerprint	interfaces	such	as	user	agents	are	increased	or	set	to	fixed	values.	Prefetchers	are	limited	to	HTTPS	links	and	are	tunneled	through	Google's	CONNECT
proxy.	As	a	result,	a	TLS	connection	is	established	between	Chrome	and	the	resource,	so	the	proxy	cannot	inspect	the	traffic	and	requests	for	the	resource	come	from	Google's	IP	address,	not	the	user's	IP	address.	Google	only	knows	about	the	pre-selected	target	domain	and	the	sub-resource	domains	that	Google	already	knows	because	it	generated
the	search	results	page	and	crawled	the	page	accordingly.	The	default	resources	and	cookies	set	by	the	pre-selected	domain	are	only	saved	when	you	click	on	a	search	result	and	visit	the	pre-selected	domain.	function	control.	All	types	of	prefetching,	except	web	page	prefetching,	are	controlled	by	the	Chrome	Prediction	Service	settings.	Web	page
prefetching	is	enabled	regardless	of	whether	the	Chrome	Network	Prediction	Service	is	enabled.	Processing	of	cookies.	Except	in	the	case	of	privacy	when	prefetching	search	results,	a	prefetched	website	may	set	and	read	its	own	cookies	even	when	you	are	not	visiting	a	prefetched	page,	and	prefetching	is	disabled	if	you	choose	to	block	third-party
providers.	party	cookies.	In	the	case	of	prefetching	search	results	for	privacy	protection,	if	you	have	a	website	cookie,	prefetching	is	disabled	and	the	website	can	only	set	the	cookie	if	you	click	on	a	prefetched	link.	Executing	Javascript.	When	AMP	pages	are	preloaded,	the	page	is	fully	rendered	and	JavaScript	is	also	executed.	Javascript	is	not
suitable	for	other	types	of	preloading.Google	search	locale	If	Google	is	selected	as	the	default	search	engine,	Chrome	will	attempt	to	determine	the	most	appropriate	locale	for	Google	searches	entered	from	the	omnibox	to	provide	relevant	search	results	based	on	your	location.	For	example,	if	you	were	in	Germany,	your	omnibox	search	might	go
through	google.de	instead	of	google.com.	To	do	this,	Chrome	sends	a	request	to	google.com	each	time	the	browser	is	launched.	If	you	already	have	any	cookies	from	google.com,	this	request	will	also	contain	those	cookies	and	will	be	logged	like	any	normal	HTTPS	request	to	google.com	(See	the	"Server	logs"	section	in	the	privacy	key	terms	for
details.	).	If	you	do	not	have	cookies	from	google.com,	this	request	will	not	create	them.	New	Tab	Chrome's	New	Tab	page	may	show	suggestions	for	sites	you	might	want	to	visit.	To	help	you	get	started,	Chrome	may	suggest	content	that	is	popular	in	your	country	or	region.	Chrome	uses	your	IP	address	to	identify	your	country	or	region.	Chrome	tries
to	show	you	personalized	offers	that	are	helpful	to	you.	To	do	this,	Chrome	uses	the	pages	you	have	visited	from	your	local	browsing	history.	For	Android,	the	most	popular	languages	​​of	the	pages	you	visit	may	also	be	sent	to	Google	to	provide	suggestions	in	the	languages	​​you	prefer	to	read,	and	your	device's	display	DPI	may	be	sent	to	format	the
content	for	your	device.	Also,	to	save	data,	Chrome	can	send	you	a	hash	of	the	content	Google	gave	you	last	time,	so	you	only	download	content	when	there's	something	new.	If	you're	signed	into	Chrome,	the	suggestions	are	also	based	on	the	data	stored	in	your	Google	account.	You	can	manage	data	collection	for	your	Google	Account	in	the	Manage
Activity	section,	and	you	can	manage	your	account	activity	on	the	My	Activity	page.	For	example,	if	you	sync	your	browsing	history	and	allow	it	to	be	used	in	your	web	and	app	activities,	Google	may	suggest	sites	that	are	related	to	your	sites.in	the	past.	Chrome	measures	the	quality	of	your	designs	by	sending	Google	information	about	the	design	sets
you've	viewed	and	selected.	In	the	desktop	version	of	Chrome,	you	can	also	manually	add	shortcuts	to	websites	you	visit	regularly	or	edit	existing	Chrome	website	designs.	When	you	add,	modify,	or	remove	a	website	shortcut,	Chrome's	new	tab	page	won't	suggest	new	websites.	Recommendations	generated	from	your	browsing	history	will	be	deleted
when	you	clear	your	browsing	history.	However,	if	you	customize	your	designs,	they	will	not	be	removed.	In	Chrome	for	Android,	in	some	countries	Chrome	can	download	content	from	Google's	new	tab	page	design	for	offline	use.	To	render	content,	Chrome	sends	a	cookie-less	request	to	Google	with	the	URL	of	each	project	and	the	Chrome	user	agent
string.	You	can	delete	downloaded	content	by	clearing	Chrome's	cache	or	by	opening	the	Downloads	menu	and	selecting	individual	pages	to	delete.	You	can	disable	this	feature	by	disabling	the	"Download	articles	for	yourself	over	Wi-Fi"	option	in	Chrome's	download	settings.	On	mobile	versions	of	Chrome,	if	you're	signed	in	to	Chrome	and	your
account	has	Web	and	app	activities	turned	on,	you	can	edit	or	remove	suggested	article	preferences	using	the	three-dot	Manage	Interests	option.	menu.	Your	preferences	will	be	sent	to	Google	so	that	we	can	provide	you	with	better	recommendations	in	the	future.	For	example,	if	you	indicate	that	you	are	not	interested	in	a	particular	topic	or
publisher,	recommendations	for	that	topic	or	publisher	will	no	longer	be	displayed.	Similarly,	you	can	use	the	"Hide	History"	option	in	the	three-dot	menu	next	to	an	article	to	indicate	that	you	are	not	interested	in	the	article.	Recommendations	are	also	personalized	based	on	your	interaction	with	the	recommended	articles	(such	as	clicking	on	or
ignoring	an	article).you	can	manage	this	interaction	data	stored	in	the	Discover	section	of	your	Google	Account	under	My	Activities.	Google	may	use	your	anonymized	and	aggregated	interest	and	interaction	data	to	improve	the	quality	of	articles	suggested	to	other	users.	For	example,	if	you	review	or	open	a	suggestion,	it	may	be	suggested	more
often,	and	if	you	mark	its	content	as	inappropriate,	it	may	stop	being	suggested.	In	the	desktop	and	Android	versions	of	Chrome,	when	you	open	a	new	tab,	Chrome	loads	a	new	tab	page	customized	from	your	default	search	engine	(e.g.	google.com)	if	available.	This	page	is	preloaded	in	the	background	and	updated	regularly	to	open	quickly.	Your	IP
address	and	cookies,	as	well	as	your	current	browser	theme,	are	sent	to	your	browser	on	every	refresh	request	so	that	the	New	Tab	page	can	be	displayed	correctly.	See	the	embedded	search	API	for	more	information.	Your	browser	may	also	record	your	interactions	with	the	New	Tab	page.	The	contents	of	the	New	Tab	page	can	be	designed	by	your
default	search	provider.	Chrome	embeds	suggested	sites	in	the	New	Tab	page	in	a	way	that	your	default	search	provider	doesn't.	If	your	default	search	provider	is	Google,	the	New	Tab	page	also	includes	a	web	address	and	a	search	box	that	works	like	an	omnibox.	This	information	about	the	New	Tab	page	may	not	apply	if	you	have	installed	an
extension	that	replaces	the	New	Tab	page.	Touch	Search	If	you	have	touch	search	enabled	in	Chrome	Mobile,	you	can	search	for	terms	by	selecting	them.	When	you	select	a	word,	the	word,	the	surrounding	text,	the	languages	​​you	speak	(in	Chrome's	language	settings)	and	the	home	country	of	your	device's	SIM	card	are	sent	to	Google	to	identify
recommended	queries	(e.g.	about	blue	whale)	on	the	page,	the	selection	will	expand	to	"	blue	whale").	The	selected	word	will	be	recorded	according	to	Google's	standard	logging	policies	andText	and	country	of	residence	are	only	registered	if	the	page	is	already	in	the	Google	search	index.	If	you	have	enabled	"Improve	search	and	browsing",	the	URL
of	the	page	will	be	submitted,	registered	and	used	to	improve	search	suggestions.	When	Google	returns	a	search	suggestion,	a	card	appears	that	can	display	an	action	or	additional	information	about	the	search.	Opening	this	map	is	considered	normal	Google	search	and	navigation,	so	standard	logging	rules	apply.	The	selection	setting	causes	the	exact
selection	to	be	searched.	For	example,	if	the	user	selects	"Climate"	and	the	selection	automatically	expands	to	"Climate	Change",	the	user	can	change	the	selection	back	to	"Climate"	and	when	the	panel	opens,	the	full	search	results	for	"Climate"	will	be	displayed	instead.	"Climate".	Change".	When	you	say	"Hey	Google"	after	selecting	a	word,	that
word	and	surrounding	text	are	provided	as	context	for	the	Google	Assistant.	By	default,	Search	by	Touch	is	enabled	in	a	limited	mode:	potentially	sensitive	data	such	as	URLs	and	surrounding	text.	are	used	for	HTTPS	pages,	for	which	you	can	fully	enable	or	disable	search	by	clicking	on	the	map	or	in	Chrome's	privacy	settings.	Search	with	Google
Lens	if	Google	is	selected	as	the	default	search	engine	in	Android	Chrome	and	you	have	a	newer	version	of	the	Google	app	installed	on	your	device.	on	your	device,	by	long-pressing	the	image	,	you	can	start	searching	with	Google	le	Shown	Lens.	Clicking	on	this	menu	item	will	open	the	Lens	interface	in	the	Google	app	and	send	the	image	bytes	of	the
selected	image	to	Google	Lens.	Application.	For	non-incognito	users,	the	account	name	can	also	be	sent	to	the	Google	app	currently	applying	(if	applicable)	image	tag	attributes	and	Chrome	experiments.	This	information	is	used	to	improve	the	user	experience	in	the	Lens	app.	Activating	Lens	Search	is	considered	normal	Google	search	and	navigation,
so	standard	logging	rules	apply.	Secure	browsingGoogle	Chrome	includes	an	advanced	Safe	Browsing	feature	that	helps	protect	you	from	phishing,	social	engineering,	malware,	unwanted	software,	malicious	and	intrusive	ads,	and	abusive	websites	or	extensions.	For	more	information	about	how	Safe	Browsing	protects	you	in	Chrome	and	other	Google
products,	visit	safebrows.google.com.	Safe	Browsing	is	specially	designed	to	protect	your	privacy	and	is	used	by	other	popular	browsers.	You	can	find	Safe	Browsing	settings	in	Chrome	settings	under	"Privacy	&	Security	>	Security".	When	Safe	Browsing	is	enabled	in	standard	protection	mode	(image	below),	Chrome	periodically	contacts	Google
servers	to	retrieve	the	most	recent	list	of	Safe	Browsing	sites,	including	phishing,	social	engineering,	malware,	unwanted	software,	and	malware	sites.	ads,	intrusive	ads	and	offensive	websites	or	Chrome	extensions.	An	up-to-date	copy	of	this	list	is	stored	locally	on	your	system.	Chrome	checks	the	URL	of	every	website	you	visit	or	file	you	download
against	this	local	list.	If	you	navigate	to	a	listed	URL,	Chrome	sends	a	partial	hash	of	the	URL	(the	first	32	bits	of	the	URL's	SHA-256	hash)	to	confirm	that	the	URL	is	indeed	insecure.	Chrome	also	sends	a	partial	URL	fingerprint	when	a	site	requests	a	potentially	harmful	permission	so	Google	can	protect	you	if	the	site	is	malicious.	Google	cannot
determine	the	actual	URL	based	on	this	information.	In	addition	to	the	URL	validation	described	above,	Chrome	also	performs	client-side	validation.	If	a	site	looks	suspicious,	Chrome	sends	a	subset	of	the	phishing	and	social	engineering	terms	found	on	that	page	to	Google's	servers	to	determine	whether	the	site	should	be	considered	malicious.	These
client-side	tests	also	include	comparing	the	appearance	of	the	page	against	a	list	of	login	page	images.	If	the	site	is	similar	to	a	page	in	this	list,	Chrome	will	sendand	Google's	list	of	matches	to	determine	if	the	page	is	a	potential	phishing	scam.	Chrome	can	also	protect	you	from	phishing	if	you	enter	one	of	your	previously	saved	passwords	on	an
unusual	website.	In	this	case,	Chrome	will	send	the	page's	URL	and	links	to	Google	to	see	if	the	page	is	trying	to	steal	your	password.	If	you	see	a	website	listed	in	Chrome's	Safe	Browsing	list,	you	may	see	an	alert	similar	to	the	following.	Visit	our	malware	alerts	test	page	or	social	engineering	alerts	test	page	to	see	the	example	above	in	action.	For
more	information	about	warning	pages,	see	Manage	dangerous	website	warnings.	If	you	select	"Improve	search	and	browsing	(sends	the	URLs	of	the	pages	you	visit	to	the	Google	servers)",	Chrome	will	also	send	a	Safe	Browsing	request	when	you	visit	a	non-included	page.	A	local	list	of	Chrome	Safe	websites	to	collect	the	latest	reputation	for	that
website	(we	call	this	"real-time	checks").	If	you	sync	your	browsing	history	without	a	sync	password,	this	request	also	includes	a	temporary	authentication	token	associated	with	your	Google	account	to	better	protect	certain	users	whose	accounts	could	be	compromised.	If	Safe	Browsing	considers	a	website	unsafe,	you	may	see	a	warning	similar	to	the
one	above.	This	mechanism	is	intended	to	intercept	insecure	websites	that	change	domains	very	quickly	or	hide	from	Google	crawlers.	Pages	loaded	in	incognito	mode	are	not	checked	using	this	mechanism.	You	can	also	report	additional	security	data	to	improve	your	browsing	and	online	safety.	You	can	sign	in	by	turning	on	the	"Help	make	the	web
safer	for	everyone"	setting	in	the	"Privacy	&	security	>	Security"	section	of	Chrome	settings.	You	can	also	use	the	warning	page	shown	above.	If	you	select	this,	Chrome	will	send	an	incident	report	to	Google	every	time	you	receive	an	alert	about	visiting	a	suspicious	websiteand	on	a	very	small	proportion	of	sites	where	Chrome	suspects	threats,	so
Safe	Browsing	can	learn	more	about	new	threats	you	may	encounter.	Additionally,	some	downloads	that	are	suspicious	and	display	warnings	may	be	sent	to	Google	for	investigation	each	time	they	are	found.	All	reports	are	sent	to	Google	via	an	encrypted	channel	and	may	include	URLs,	headers,	and	snippets	of	page	content,	and	never	include	data
from	incognito	browsing.	If	Chrome	detects	unwanted	or	malicious	software	on	your	computer,	reports	can	also	include	details	about	malicious	files	and	registry	entries.	This	data	is	only	used	to	improve	Safe	Browsing	and	make	you	safer	online.	For	example,	Chrome	reports	some	SSL	certificate	chains	to	Google	to	improve	the	accuracy	of	Chrome's
SSL	alerts.	As	part	of	certificate	transparency,	Chrome	also	reports	sample	SSL	certificate	information	and	any	observed	timestamps	for	signed	certificates	(SCT).	These	messages	help	Google	verify	that	third-party	protocols	behave	honestly	under	the	Certificate	Transparency	system,	which	ensures	the	trustworthiness	of	HTTPS	connections.	Chrome
does	not	report	connections	authenticated	with	certificates	associated	with	locally	installed	roots.	Note	that	if	you	turn	off	Safe	Browsing,	Chrome	can	no	longer	protect	you	from	sites	that	try	to	steal	your	information	or	install	malware.	We	do	not	recommend	disabling.	If	you	are	a	webmaster,	developer	or	network	administrator,	this	page	provides
more	relevant	information	on	Safe	Browsing.	Safe	Browsing	also	protects	you	from	exploitable	extensions	and	malware.	When	you	start	Chrome	and	each	time	the	Safe	Browsing	list	is	updated,	Chrome	searches	for	browser	extensions	installed	in	the	Safe	Browsing	list.	If	an	extension	is	found	in	the	list,	Chrome	will	disable	it	and	offer	the	appropriate
extensionand	may	give	you	the	option	to	remove	or	re-enable	the	extension.	Chrome	also	sends	the	specified	extension	ID	to	Safe	Browsing.	Chrome	can	also	disable	extensions	if	they	are	found	to	be	harmful	during	an	update.	If	you	try	to	download	a	file	from	Chrome's	Safe	Browsing	list,	you'll	see	a	warning	similar	to	this:	To	warn	you	about
potentially	dangerous	files	like	the	image	above,	Chrome	checks	URLs	for	potentially	dangerous	download	types	against	a	list	of	URLs	that	have	been	checked.	Potentially	dangerous	file	types	range	from	executable	files	to	commonly	used	document	types.	This	list	is	stored	locally	on	your	computer	and	updated	regularly.	Chrome	does	not	send
information	to	Google	about	files	downloaded	from	URLs	on	this	list,	or	whether	the	file	is	signed	by	a	verified	publisher.	For	all	other	unverified	potentially	unsafe	file	downloads,	Chrome	sends	information	to	Google	to	determine	if	the	download	is	malicious,	including	some	or	all	of	the	following:	information	about	the	full	URL	of	the	site	or	file	being
downloaded,	any	associated	links	and	redirects,	code	signing	certificates	,	file	hashes,	and	file	header	information.	Chrome	may	then	display	a	warning	similar	to	the	one	shown	in	the	image	above.	If	you're	enrolled	in	Google's	Advanced	Protection	program,	Chrome	will	show	you	additional	warnings	when	you	download	files,	but	only	if	Safe	Browsing
can't	determine	if	they're	safe.	Chrome	helps	protect	you	from	password	phishing	by	checking	with	Google	when	you	enter	your	password	on	an	unusual	site.	Chrome	keeps	a	local	list	of	popular	sites	that	Safe	Browsing	has	determined	to	be	safe.	If	Chrome	detects	that	you've	entered	your	Google	Account	password	or	one	of	the	passwords	stored	in
Chrome's	password	manager	on	a	site	that	isn't	listed,	it	will	send	a	site	reputation	check	to	Safe	Browsing.	.	The	verdict	received	from	Safe	Browsing	is	usually	stored	in	the	device	cache	for	1	week.	Way	downFor	users	who	have	the	"Help	make	the	web	safer	for	everyone"	setting	enabled,	Chrome	ignores	the	list	of	favorite	sites	on	a	small	portion	of
visits	to	check	the	list's	accuracy.	If	the	reused	password	is	your	Google	Account	password	and	the	site	has	been	identified	as	a	phishing	site,	Chrome	will	suggest	that	you	change	your	Google	Account	password	so	you	don't	lose	access	to	your	account.	If	you	sync	your	browsing	history	without	a	sync	password	or	accept	the	Protect	Account	option	in
the	dialog	box	below,	Chrome	will	ask	Google	to	protect	your	account.	This	request	includes	the	URL	where	the	phishing	attempt	occurred	and	the	verdict	received	from	Safe	Browsing.	Additionally,	if	you've	enabled	Safer	Site	Help	for	Everyone,	Chrome	will	send	a	request	to	Safe	Browsing	whenever	you	start	entering	your	password	on	a	site	that's
not	listed	in	Chrome.	Additionally,	the	request	that	Chrome	sends	to	Safe	Browsing	to	determine	the	reputation	of	the	site	you're	reusing	a	password	on	includes	a	list	of	sites	where	that	password	has	been	stored	in	Chrome's	password	manager	(but	not	the	password	itself).	If	Chrome	detects	that	your	settings	have	been	compromised,	it	will	provide
Safe	Browsing	with	the	URL	of	the	most	recently	downloaded	potentially	dangerous	file	and	information	about	possible	tampering.	Chrome	will	ask	for	permission	before	using	certain	web	functions	(APIs)	that	may	pose	a	threat.	Some	websites	trigger	these	permission	requests	or	use	the	relevant	APIs	in	a	way	that	is	offensive	or	that	users	find
objectionable	or	disruptive.	On	these	sites,	Chrome	may	send	a	partial	URL	fingerprint	to	Google	to	determine	whether	a	less	invasive	user	interface	should	be	used	to	display	the	request.	If	you	have	selected	"Advanced	Protection"	(see	image	above),	Chrome	uses	a	real-time	scanning	mechanism	in	addition	to	all	the	protections	described	above	for
"Standard	Protection"	mode.above	to	check	the	reputation	of	Safe	Browsing	top-level	URLs	and	iframe	URLs.	If	you're	signed	in	to	Chrome,	real-time	checks	and	requests	to	check	for	potentially	dangerous	file	downloads	include	a	temporary	authentication	token	associated	with	your	Google	Account	that	protects	you	across	all	Google	apps.	Advanced
Protection	also	allows	you	to	report	additional	security	data	to	improve	safe	browsing	and	overall	web	security,	as	well	as	detect	Chrome	password	breaches.	When	browsing	in	incognito	mode	or	guest	mode,	these	additional	checks	are	not	performed,	and	Advanced	Protection	Mode	works	just	like	standard	protection.	For	all	Safe	Browsing	requests
and	reports,	Google	records	the	submitted	data	in	raw	form	and	keeps	it	for	a	maximum	of	30	days.	Google	collects	standard	protocol	information	for	Safe	Browsing	requests,	including	your	IP	address	and	one	or	more	cookies.	After	no	more	than	30	days,	Safe	Browsing	removes	raw	logs	and	stores	only	aggregated	data	in	an	anonymous	form	that
does	not	include	IP	addresses	or	cookies.	Additionally,	Safe	Browsing	requests	will	not	be	associated	with	your	Google	Account	unless	they	include	a	temporary	verification	token	as	described	above.	However,	they	are	linked	to	other	Safe	Browsing	requests	from	the	same	device.	In	Chrome	on	iOS	13	and	later,	Apple	allows	you	to	connect	to	several
Safe	Browsing	services.	This	means	that	Chrome	can	connect	to	a	third-party	Safe	Browsing	service	instead	of	Google.	Apple	determines	which	Safe	Browsing	service	to	connect	to	based	on	factors	such	as	your	device's	location.	Security	Check	Google	Chrome	has	a	security	check	feature	in	its	settings.	The	security	check	checks	that	your	browser	is
up-to-date,	that	safe	browsing	is	turned	on,	that	your	passwords	have	been	exposed	in	a	data	breach,	that	there	are	potentially	harmful	extensions	installed	on	your	computer,	and	that	Windows	is	checked	for	unwanted	ones.was	found	on	your	device.	Protection	from	unwanted	software	The	Windows	version	of	Chrome	can	detect	and	remove	certain
types	of	software	that	violate	Google's	unwanted	software	policy.	If	this	software	remains	on	your	system,	it	can	perform	unwanted	activities	such	as	B.	changing	Chrome	settings	without	your	consent.	Chrome	regularly	scans	your	device	for	potentially	unwanted	software.	Additionally,	if	you	have	chosen	to	automatically	report	information	about
potential	security	incidents	to	Google,	Chrome	will	report	unwanted	software,	including	metadata	of	relevant	files	and	system	settings	associated	with	unwanted	software	detected	on	your	computer.	When	you	scan	your	computer	for	unwanted	software	on	the	Settings	page,	Chrome	reports	unwanted	software	and	your	system.	System	information
includes	metadata	about	programs	installed	or	running	on	your	system	that	may	be	associated	with	malware,	such	as	.	and	software	modules	loaded	into	the	Chrome	browser	or	webstack.	You	can	opt-out	of	sharing	this	information	by	unchecking	the	box	next	to	"Report	information	to	Google"	before	beginning	the	scan.	If	unwanted	software	is
detected,	Chrome	gives	you	the	option	to	clean	it	up	with	Chrome	Cleanup.	This	will	quarantine	detected	malicious	files,	remove	malicious	extensions	and	registry	keys,	and	reset	settings.	The	Chrome	Cleaner	also	sends	information	about	unwanted	software	and	your	system	to	Google.	You	can	also	opt-out	of	sharing	this	information	by	unchecking
the	box	next	to	"Send	information	to	Google"	before	beginning	the	cleanup.	This	data	is	used	to	improve	Google's	ability	to	detect	unwanted	software	and	better	protect	Chrome	users.	It	is	used	in	accordance	with	Google's	privacy	policy	and	isfor	up	to	14	days,	after	which	only	aggregate	statistics	are	saved.	Offline	browsing	In	versions	of	Android
Lollipop	and	earlier,	when	Chrome	detects	a	network	change,	it	sends	a	cookieless	request	to	or	to	determine	,	offline	and	display	the	offline	icon.	The	desktop	versions	of	Chrome	and	Google	Chrome	Apps	Launcher	use	Google	Update	to	keep	you	updated	on	the	latest	and	most	secure	software	versions.	To	provide	greater	transparency	and	make	the
technology	available	to	other	applications,	the	Google	Update	technology	is	open	source.	Google	update	requests	contain	information	needed	for	the	update	process,	e.g.	B.	Chrome	version,	release	channel,	basic	hardware	information,	and	update	errors	found.	Update	requests	also	send	information	to	Google	that	helps	us	understand	how	many
people	are	using	Google	Chrome	and	the	Chrome	app	launcher,	such	as	whether	the	software	was	last	used,	how	many	days	have	passed	since	the	last	use,	total	number	of	days	installed,	and	number	of	active	profiles.	Google	Update	also	regularly	sends	a	non-unique	four-letter	tag	containing	information	about	how	you	have	Google	Chrome.	This	tag
does	not	identify	a	person,	does	not	encode	information	about	when	you	received	Google	Chrome	and	is	the	same	as	for	anyone	who	received	Google	Chrome	in	the	same	way.	As	ChromeOS	updates	the	entire	operating	system	stack,	Google	Update	in	Chrome	OS	also	sends	the	latest	version	of	Chrome	OS	and	hardware	model	information	to	Google
to	ensure	correct	software	updates	and	hardware	manufacturer	settings	such	as	apps,	wallpapers,	and	help	articles	are	delivered	to	Google	.	This	information	is	non-personally	identifiable	and	applies	to	all	Chrome	OS	users	with	the	same	device	version.	Unlike	desktop	versions	of	Chrome,and	updates	for	mobile	versions	of	Chrome	are	managed	by
Android	and	iOS	app	stores.	Mobile	versions	of	Chrome	use	the	servers	described	above	to	count	active	installs	and	run	user-initiated	testing	for	updates.	Chrome	extensions	and	apps	you	install	are	updated	using	the	same	system	that	is	used	to	update	desktop	versions	of	Chrome.	These	update	requests	contain	similar	information	(such	as	the	app
ID,	the	date	the	app	was	last	used,	and	the	time	it	was	installed).	We	use	these	queries	to	determine	the	overall	popularity	and	usage	of	apps	and	extensions.	If	you're	using	an	extension	or	an	app	that	targets	a	specific	audience,	your	credentials	are	sent	with	requests	to	update	those	extensions.	For	security	reasons,	Chrome	occasionally	sends	a	no-
cookie	request	to	the	Chrome	Web	Store	to	ensure	that	installed	extensions	and	apps	that	claim	to	be	from	the	store	are	genuine.	To	keep	updates	as	small	as	possible,	Google	Chrome	is	internally	divided	into	different	components,	each	of	which	can	be	updated	separately.	Each	component	is	uniquely	identified	by	an	identifier	common	to	all
installations	of	Google	Chrome	(for	example,	"fmeadaodfnidclnjhlkdgjkolmhmfofk").	A	component	update	request	includes	this	ID,	a	hash	of	the	previous	download	(called	a	"fingerprint"),	and	the	component	version.	Since	each	installation	has	the	same	ID	and	the	download	of	the	same	component	uses	the	same	fingerprint,	none	of	this	information
can	be	personally	identified.	When	you	install	web	apps	on	an	Android	device,	the	Google	server	is	responsible	for	creating	a	native	Android	package	that	can	be	checked	in	Chrome.	When	Chrome	updates	or	notices	that	the	web	app's	manifest	has	changed,	Chrome	asks	the	server	for	a	new	version	of	the	Android	package	in	a	cookieless	request.	If
the	information	is	needed	to	create	a	localIf	the	server	can't	retrieve	the	package	(for	example,	because	the	information	is	behind	a	corporate	firewall),	Chrome	will	send	it	to	Google	and	create	a	unique	Android	package	for	you.	It	contains	a	unique	and	random	identifier	that	is	not	linked	to	your	identity.	Chrome	can	also	download	and	run	an
executable	binary	(for	example,	as	part	of	a	software	update	or	to	improve	Safe	Browsing	protection).	These	executables	are	cryptographically	signed	and	verified	before	execution.	On	demand,	Chrome	can	download	additional	static	resources	such	as	dictionaries	to	reduce	the	size	of	the	installer.	In	the	Windows	and	macOS	versions	of	Chrome,	the
recovery	component	tries	to	fix	a	Google	update	when	it's	broken.	After	running	the	appropriate	binary,	Google	Update	uploads	statistics	about	the	actions	taken.	These	statistics	do	not	contain	any	personal	data.	Network	Time	On	desktop	platforms,	Chrome	uses	network	time	to	verify	SSL	certificates	that	are	only	valid	for	a	certain	period	of	time.	At
random	intervals,	or	when	Chrome	detects	an	expired	SSL	certificate,	Chrome	may	send	requests	to	Google	to	obtain	the	time	from	a	trusted	source.	These	requests	are	more	common	when	Chrome	thinks	the	system	clock	is	inaccurate.	These	requests	do	not	contain	cookies	and	are	not	logged	on	the	server.	Installation	Counting	To	measure	the
success	of	the	Google	Chrome	download	and	installation	of	the	Windows	version	of	Google	Chrome,	the	Google	Chrome	installer	includes	a	randomly	generated	token.	This	token	is	sent	to	Google	during	the	installation	process	to	confirm	the	success	of	the	particular	installation.	A	new	token	is	generated	for	each	installation.	It	is	not	associated	with
personally	identifiable	information	and	is	deleted	when	Google	Chrome	first	starts	and	checks	for	updates.	To	let	Chrome	know	how	many	active	installs	it	has,	the	mobile	version	of	Chrome	continuously	sends	a	salted	device	identifier	hash	to	Google.	WorkplaceChrome	does	not	send	a	stable	ID	to	count	active	installs.	Instead,	an	anonymous	message
to	Google	with	the	timestamp	of	the	last	echo	test	is	used	to	determine	the	number	of	active	installations.	To	understand	how	effective	an	ad	campaign	was,	Chrome	uses	two	metrics:	how	many	Chrome	installs	the	ad	campaign	achieved	and	how	much	traffic	from	Chrome	and	traffic	to	Google	the	campaign	generated.	To	determine	the	number	of
times	a	Chrome	campaign	is	installed	or	reactivated,	Chrome	sends	your	device	token	or	unique	identifier	to	Google	the	first	time	you	launch	Chrome	and	the	first	time	you	search	on	Google.	For	desktop	versions	of	Chrome,	a	token	unique	to	your	device	is	generated.	The	same	token	is	sent	if	Chrome	is	later	reinstalled	on	first	launch	and	the
omnibox	is	used	for	the	first	time	after	reinstallation	or	reactivation.	Instead	of	storing	the	token	on	the	computer,	it	is	generated	on	demand	using	embedded	system	information	that	is	permanently	encrypted.	On	iOS,	Chrome	uses	IDFA	to	count	campaign	installs	and	can	be	reset	in	iOS	settings.	To	measure	search	queries	and	Chrome	usage	related
to	a	particular	campaign,	Chrome	inserts	an	advertising	tag	in	Google	searches	that	is	not	unique	to	you	or	your	device.	This	non-unique	tag	contains	information	about	how	Chrome	was	acquired,	what	week	Chrome	was	installed,	and	what	week	the	first	search	was	performed.	For	the	desktop	version	of	Chrome,	Chrome	generates	a	promotion	tag	if
the	promotion	install	token	described	in	the	previous	paragraph	indicates	that	Chrome	has	been	installed	or	reactivated	as	part	of	a	campaign	on	a	device	that	is	not	yet	associated	with	the	campaign.	With	Chrome	for	mobile,	an	ad	tag	is	always	sent	regardless	of	the	installation	source.	The	ad	label	is	generated	using	a	software	library	called	"RLZ"
and	looks	similar	to	"1T4ADBR_enUS236US239".	RLZit	was	fully	opened	in	June	2010.	For	more	information,	see	the	Chromium	In	the	Open	blog	post	about	RLZ	and	How	to	read	an	RLZ	string.	On	Android,	this	ad	tag	can	also	be	a	readable	string	like	"android-hms-tmobile-us"	instead	of	an	RLZ	string,	and	is	not	unique	to	you	or	your	device.	This
non-unique	advertising	tag	is	included	in	Google	searches	(the	tag	appears	as	a	parameter	starting	with	"rlz="	when	executed	from	a	universal	box,	or	as	an	HTTP	header	"x-rlz-string").	We	use	this	information	to	measure	search	queries	and	Chrome	usage	in	relation	to	a	particular	ad.	If	usage	statistics	and	crash	reports	are	enabled,	an	RLZ	string	is
sent	with	the	message.	This	allows	us	to	improve	Chrome	based	on	variants	that	are	limited	to	certain	geographic	regions.	In	the	desktop	version	of	Chrome,	you	can	opt	out	of	sending	this	data	to	Google	by	uninstalling	Chrome	and	installing	a	version	downloaded	directly	from	www.google.com/chrome.	To	opt	out	of	sending	the	RLZ	string	to	Chrome
OS,	press	Ctrl+Alt+T	to	open	a	crosh	shell,	type	rlz	disable,	then	press	Enter,	then	restart	your	device.	Usage	Statistics	and	Crash	Reports	Chrome	has	a	feature	that	automatically	sends	usage	statistics	and	crash	reports	to	Google	to	help	improve	Chrome's	feature	set	and	stability.	Usage	statistics	include	information	such	as	system	information,
settings,	user	interface	feature	usage,	responsiveness,	performance,	and	memory	usage.	Crash	reports	contain	system	information	collected	during	the	crash	and	may	include	website	URLs,	user	activity	prior	to	the	crash,	and/or	personal	information,	depending	on	what	happened	during	the	crash.	This	feature	is	enabled	by	default	in	Chrome	54	or
later.	You	can	manage	this	feature	in	Chrome	settings	under	Sync	&	Google	Services.	When	this	feature	is	enabled,	Google	Chrome	saves	the	filegenerates	a	unique	token	on	your	device	that	is	sent	to	Google	along	with	your	usage	statistics	and	crash	reports.	The	token	does	not	contain	any	personal	information	and	is	used	to	remove	duplicate
messages	and	maintain	correct	statistics.	This	token	is	removed	when	the	feature	is	disabled	and	a	new	token	is	generated	when	the	feature	is	re-enabled.	By	default,	usage	statistics	do	not	contain	any	personal	data.	However,	if	you're	signed	in	to	Chrome	and	Chrome	Sync	is	turned	on,	Chrome	may	combine	the	age	and	gender	in	your	Google
Account	with	our	statistics	to	help	us	create	products	that	better	match	your	demographics.	These	demographics	are	not	included	in	crash	reports.	In	addition	to	usage	statistics	and	crash	reports,	Chrome	also	reports	anonymous,	random	data	generated	in	a	way	that	is	not	tied	to	a	unique	token,	ensuring	that	no	information	about	a	specific	user's
activities	can	be	obtained.	This	data	collection	mechanism	is	documented	on	the	Google	Research	Blog,	and	all	technical	details	were	published	in	a	technical	report	and	presented	at	the	2014	ACM	Computer	and	Communications	Security	Conference.	Chrome	also	anonymously	reports	to	Google	when	requests	to	Google-powered	websites	fail	or
succeed	so	that	problems	can	be	quickly	identified	and	fixed.	In	addition,	if	you	have	turned	on	the	option	"Enhance	search	and	browsing	(sending	URLs	of	Google	pages	visited)"	in	the	"Synchronization	and	Google	services"	section	of	Chrome	settings,	Chrome	usage	statistics	include	information	about	the	websites	visited	and	their	use.	.	The
information	also	includes	URLs	and	statistics	of	downloaded	files.	If	you	sync	extensions,	these	statistics	also	include	information	about	extensions	installed	from	the	Chrome	Web	Store.	URLs	and	statistics	are	sent	with	a	unique	device	identifier	that	can	be	reset	by	disabling	the	"Enhance	Search	and	Browsing"	option.and	Google	services	in	Chrome
settings	or	by	turning	off	usage	statistics	and	crash	reporting.	Usage	statistics	are	not	associated	with	your	Google	account.	Google	only	stores	usage	statistics	related	to	published	extensions	and	URLs	known	to	Google	crawlers.	We	use	this	information	to	improve	our	products	and	services,	for	example	by	identifying	slow	loading	websites;	This	gives
us	an	idea	of	​​how	best	to	improve	the	overall	performance	of	Chrome.	Some	statistics	are	also	externally	available	through	metrics	such	as	the	Chrome	Experience	Report.	Externally	published	reports	are	highly	aggregated	so	as	not	to	reveal	the	identity	of	any	individual	user.	On	iOS,	if	you	sync	your	browsing	history	without	a	sync	passphrase,
Chrome	will	report	using	certain	URLs	that	can	be	opened	by	other	Google	apps.	For	example,	if	you	click	on	an	email	address,	Chrome	will	show	a	dialog	where	you	can	choose	whether	to	open	it	with	Google	Gmail	or	other	email	apps	installed	on	your	device.	Usage	information	also	includes	information	about	which	apps	have	been	shown	to	you,
which	one	has	been	selected,	and	whether	the	Google	app	has	been	installed.	Chrome	doesn't	log	the	actual	URL	you	click.	If	you	are	logged	in,	this	usage	will	be	associated	with	your	Google	account.	If	you're	signed	out,	the	information	will	be	sent	to	Google	with	a	unique	device	ID,	which	can	be	recovered	by	resetting	your	Google	user	ID	in	your
Chrome	settings.	Raw	reports	are	deleted	after	60	days,	after	which	only	aggregated	statistics	remain.	Google	Surveys	in	Chrome	If	usage	statistics	are	enabled	on	Chrome	for	Android	and	desktop,	you	may	be	randomly	selected	to	participate	in	surveys	to	measure	consumer	satisfaction	with	Chrome	features.	If	you	are	selected,	Chrome	will	request
a	Google	survey	for	you.	If	a	poll	is	available,	Chrome	will	prompt	you	to	answer	it	and	submit	the	answers	to	Google.	The	survey	also	records	key	indicators	of	your	activity,	such	as:	B.	time	spentin	the	survey	and	the	items	the	user	clicked	on.	This	data	is	sent	to	Google	even	if	you	do	not	complete	the	survey	in	its	entirety.	Google	employs	strategies
to	ensure	that	surveys	are	distributed	evenly	among	users	and	are	not	delivered	multiple	times	to	a	single	user.	On	Android,	Chrome	stores	a	randomly	generated	unique	token	on	the	device.	On	your	computer,	Chrome	uses	a	cookie	to	connect	to	the	server.	This	token	or	cookie	is	only	used	for	survey	requests	and	does	not	contain	any	personal
information.	If	you	disable	the	sending	of	usage	statistics,	the	token	or	cookie	will	be	deleted.	Spelling	Suggestions	Desktop	versions	of	Chrome	can	offer	smarter	spell	checking	by	sending	your	typed	text	to	Google's	servers,	allowing	you	to	use	the	same	spell	checking	technology	as	Google	products	such	as	Docs.	When	this	feature	is	enabled,
Chrome	sends	the	entire	contents	of	the	text	boxes	to	Google	as	you	type	them	along	with	the	browser's	default	language.	Google	returns	a	list	of	suggested	spellings	that	appear	in	the	context	menu.	No	cookies	are	sent	with	these	requests.	Requests	are	logged	temporarily	and	anonymously	for	debugging	and	quality	improvement	purposes.	This
feature	is	disabled	by	default;	To	enable	it,	click	"Ask	Google	for	suggestions"	in	the	context	menu	that	appears	when	you	right-click	on	a	misspelled	word.	You	can	also	turn	this	feature	on	or	off	using	the	Enhanced	Spell	Check	checkbox	in	the	Sync	&	Google	services	section	of	Chrome	settings.	When	this	feature	is	turned	off,	spelling	suggestions	are
generated	locally	without	sending	any	data	to	Google's	servers.	The	mobile	versions	of	Chrome	rely	on	the	operating	system	to	provide	spell	checking.	Translate	Google	Chrome's	integrated	translation	feature	helps	you	read	more	on	the	web,	regardless	of	the	language	of	the	website.	This	feature	is	enabled	by	default.	Translation	can	be	turned	off	at
any	time	in	Chrome	settings.	Speech	recognition	is	completeClient	library	and	does	not	use	Google	servers.	Website	content	is	only	sent	to	Google	for	translation	when	you	choose	to	translate	it.	You	can	do	this	individually	for	each	page	that	shows	the	translation	option,	or	for	all	pages	in	a	specific	language	by	selecting	Always	translate	in	the
translator	interface.	You	can	also	do	this	by	clicking	on	a	translated	search	result	on	the	Google	search	results	page.	When	you	have	a	website	translated,	the	text	on	that	page	is	sent	to	Google	Translate	for	translation.	Your	cookies	will	not	be	sent	with	this	request,	but	the	request	will	be	sent	over	SSL.	This	communication	with	the	Google
translation	service	is	governed	by	Google's	privacy	policy.	If	you	choose	to	sync	your	Chrome	history,	statistics	about	the	languages	​​of	the	pages	you	visit	and	your	interactions	with	the	translation	feature	will	be	sent	to	Google	to	help	Chrome	better	understand	which	languages	​​you	speak	and	when	Chrome	uses	Translate.	Suggest	texts	for	you.	Image
descriptions	for	screen	reader	users	Chrome	can	provide	automatic	descriptions	for	visually	impaired	users	by	sending	graphical	content	from	the	pages	you	visit	to	Google	servers.	This	feature	is	only	enabled	when	Chrome	detects	that	the	user	is	using	a	screen	reader	and	the	user	explicitly	enables	the	feature	in	the	context	menu	of	the	page.	No
cookies	are	sent	with	these	requests.	Chrome	retrieves	a	list	of	supported	languages	​​from	Google's	servers,	then	requests	descriptions	in	the	most	appropriate	language	based	on	the	current	web	page	and	the	user's	language	preferences.	Requests	are	not	logged.	Sign	in	to	Chrome	and	sync	You	can	use	Chrome	Browser	by	signing	in	to	your	Google
Account,	with	or	without	syncing.	When	you	sign	in	or	out	of	a	Google	web	service	like	google.com	on	desktop	versions	of	Chrome,	sign	in	or	out	of	Chrome.	In	Chrome	for	Android,	when	signing	in	to	any	Google	web	servicemay	prompt	you	to	sign	in	to	accounts	that	are	already	registered	on	your	device.	Signing	in	to	Chrome	using	this	dialog	does
not	enable	sync.	If	you	just	want	to	sign	in	to	a	Google	web	service	instead	of	Chrome,	you	can	close	the	dialog	and	manually	enter	your	credentials	into	the	web	form	in	the	background.	If	you're	signed	in	to	Chrome,	Chrome	may	offer	to	save	your	passwords,	payment	cards,	and	related	billing	information	to	your	Google	Account.	Chrome	may	also
offer	the	ability	to	fill	out	web	forms	with	passwords	or	credit	cards	from	your	Google	account.	If	you	want	to	sign	in	to	Google	web	services	like	google.com	without	asking	Chrome	if	you	want	to	store	your	information	in	your	Google	account,	you	can	disable	signing	in	to	Chrome.	Once	you've	signed	in	and	turned	on	sync	with	your	Google	account,
your	personal	browsing	data	is	stored	in	your	Google	account	so	you	can	access	it	by	signing	in	and	syncing	it	to	Chrome	on	other	computers	and	devices.	Synced	data	can	include	bookmarks,	saved	passwords,	open	tabs,	browsing	history,	extensions,	addresses,	phone	numbers,	payment	methods,	and	more.	In	advanced	sync	settings,	you	can	select
the	types	of	data	to	sync	with	this	device.	By	default,	all	data	types	that	can	be	synchronized	are	enabled.	You	can	turn	sync	on	or	off	in	Chrome's	You	and	Google	settings.	If	you	turn	on	sync	and	sign	out	of	the	account	you're	syncing	with,	sync	will	stop	sending	all	synced	data	to	Google	until	you	sign	in	to	the	same	account	again.	Some	types	of	sync
data	(such	as	bookmarks	and	passwords)	that	are	stored	locally	while	sync	is	paused	is	automatically	synced	to	your	account	when	you	sign	in	to	the	same	account	again.	On	mobile	versions	of	Chrome,	you	can	turn	sync	on	or	off	in	your	Chrome	settings.	This	can	be	done	for	any	account	already	connected	to	the	mobile	device	without	re-
authentication.	On	both	desktop	and	mobile,	signing	in	to	Chrome	won't	let	you	sign	in	to	Google.Services	until	you	sign	out	of	Chrome.	When	you	sign	in	to	Chrome	on	your	mobile	device,	you	stay	signed	in	to	all	Google	Accounts	linked	to	that	device.	On	your	computer,	you'll	stay	signed	in	to	any	Google	accounts	added	through	a	Google	web	service,
unless	you	set	your	cookie	preferences	to	"Clear	cookies	and	site	data	when	Chrome	is	closed."	On	Android	devices	and	desktops,	Chrome	signals	to	Google	web	services	that	you're	signed	in	to	Chrome	by	adding	an	X-Chrome-Connected	header	to	all	HTTPS	requests	to	Google-owned	domains.	iOS	uses	the	CHROME_CONNECTED	cookie	instead.	On
Android,	Chrome	sends	an	X-Chrome-Connected	header	to	account.google.com	to	indicate	that	this	is	OK	for	account	consistency	(i.e.	this	allows	these	Google	web	services	to	update	their	UI	accordingly.	When	setting	"	Allow	Chrome	to	sign	in"	is	enabled,	Chrome	sends	the	X-Chrome-ID-Consistency-Request-Header	with	all	HTTPS	requests	to
account.google.com.	If	you're	using	a	managed	device,	your	system	administrator	may	disable	the	sign-in	feature	or	request	a	wipe	when	you	disconnect	account.	Users	can	share	phone	numbers	and	text	messages	between	their	devices	(mobile	or	desktop)	by	signing	in	to	Chrome.	Transmitted	data	is	encrypted	during	transmission	and	Google	cannot
read	or	store	the	content.	To	allow	users	to	choose	which	device	to	share,	Chrome	collects	the	following	information	about	the	devices	you	are	logged	in	to	and	stores	it	in	your	Google	account	user	e-mail:	device	manufacturer,	model	number,	Chrome	version,	operating	system	and	device	type.	Google	uses	your	personal	syncing	data	to	provide	a
consistent	browsing	experience	and	customize	Chrome	features	across	all	your	devices.	You	can	manage	your	synced	history	by	opening	chrome://history	in	Chrome.	If	"Include	history	of	Chrome	and	other	apps	in	yourActivity	and	in-app	activity	are	flagged	on	the	Manage	web	and	app	activity	page.	Google	also	uses	your	synchronized	browsing	data
to	provide	you	with	personalized	Google	products	and	services.	You	can	change	your	settings	and	manage	certain	activities	associated	with	your	Google	Account	at	any	time.	The	previous	paragraph	describes	the	use	of	your	personal	browsing	history.	Google	also	uses	aggregated	and	anonymous	synchronized	browsing	data	to	improve	other	Google
products	and	services.	For	example,	we	use	this	information	to	improve	Google	search	by	helping	to	detect	mobile-optimized	sites,	broken	sites,	and	malware	downloads.	For	sync	users,	Google	may	collect	additional	information	from	Chrome's	history	for	the	Federated	Learning	of	Cohorts	(FLoC)	experiment.	FLoC	is	one	of	the	open	standards
proposed	by	the	Privacy	Sandbox	initiative	to	make	the	Internet	more	private	and	secure	for	users	and	to	support	publishers.	Chrome's	implementation	of	FLoC	assigns	each	user	to	an	interest	group,	a	cluster	representing	a	large	group	of	users	with	similar	browsing	habits,	and	periodically	updates	this	assignment	using	the	similarity	hash	value	of
recently	visited	URLs	from	the	browsing	history.	As	a	first	step	in	FLoC	experiments,	Google	registers	groups	of	users	using	sync	if	you	sync	history	without	a	custom	passphrase	and	if	you	"enable	Chrome	history	and	activity	from	sites,	apps,	and	devices	that	use	Google	services"	in	Google's	activity	controls.	as	well	as	Google's	ad	settings,	they	"may
also	use	your	activities	and	information	from	Google	services	to	personalize	ads	on	websites	and	apps	that	partner	with	Google	to	serve	ads."	Google	will	use	registered	interest	groups	for	internal	privacy	analysis	before	making	them	available	to	the	web	ecosystem	for	wider	review.	If	you	want	to	use	Google	Cloud	to	store	and	sync	your	Chrome	data
without	allowing	Google	to	customize	and	aggregate	it	asin	the	previous	paragraphs,	you	can	choose	to	encrypt	all	synced	data	with	a	sync	password.	If	you	choose	this	option,	please	note	that	Google	will	not	have	access	to	the	sync	code	you	set;	we	cannot	help	you	recover	your	data	if	you	forget	your	password.	Regardless	of	which	data	encryption
method	you	choose,	all	data	is	always	sent	to	Google	servers	over	a	secure	SSL	connection.	Google	will	store	metadata	about	the	days	of	syncing	to	help	improve	other	Google	products	and	services.	Chrome	can	help	you	sign	in	using	the	credentials	stored	in	Android	apps	on	websites	related	to	those	apps.	Similarly,	credentials	saved	on	websites	can
be	used	to	sign	in	to	their	respective	Android	apps.	You	can	view	login	information	saved	in	Chrome	and	Android	at	passwords.google.com	in	any	browser.	If	you	have	saved	your	Android	app	credentials,	Chrome	periodically	sends	a	cookieless	request	to	Google	for	an	updated	list	of	websites	related	to	those	apps.	If	you	want	to	prevent	websites	and
Android	apps	from	automatically	logging	in	with	previously	saved	credentials,	you	can	turn	off	auto-login	at	passwords.google.com	or	in	Chrome	settings	under	AutoFill	>	Passwords.	See	this	article	for	details.	To	make	the	history	page	easier	to	use,	Chrome	displays	icons	for	the	URLs	you	visit.	For	your	Chrome	browsing	history	on	your	other
devices,	these	icons	are	fetched	from	Google	servers	using	cookie-less	requests	that	contain	only	the	provided	URL	and	device	screen	resolution.	Favorite	icons	are	not	loaded	for	users	with	a	sync	password.	If	you	sync	your	browsing	history	in	Chrome	for	iOS	without	a	sync	password	and	enable	the	usage	statistics	and	crash	reporting	settings	in
your	browser,	the	usage	statistics	and	crash	reports	will	include	statistics	about	the	pages	you've	visited.	For	more	information,	see	Usage	Statistics	and	Crash	Reporting	in	this	document.	All	datesuse	of	Google	servers	is	subject	to	Google's	privacy	policy.	For	an	overview	of	the	Chrome	data	stored	in	your	Google	Account,	go	to	the	Chrome	section	in



the	Google	Dashboard.	This	page	also	allows	you	to	stop	syncing	completely	and	delete	all	sync	data	from	Google	servers.	AutoFill	and	Manage	Passwords	Google	Chrome	has	a	form	autofill	feature	that	helps	you	fill	out	online	forms	faster.	Autofill	is	on	by	default,	but	you	can	turn	it	off	at	any	time	in	Chrome	settings.	When	autofill	is	turned	on	and	a
webpage	with	a	form	is	opened,	Chrome	sends	the	form	information	to	Google.	This	information	includes	the	basic	structure	of	the	form,	the	abbreviation	of	the	website	hostname,	and	form	identifiers	(such	as	field	names);	random	submission	of	form	IDs	and,	if	"Enhance	Search	and	Browsing	(Sends	URLs	of	visited	pages	to	Google)"	option	is
enabled,	random	submission	of	website	URL.	In	response,	Chrome	receives	the	predicted	data	type	for	each	field	(for	example,	"field	X	is	a	phone	number	and	field	Y	is	a	country."	This	information	helps	Chrome	match	locally	stored	autofill	data	to	form	fields.	If	autofill	is	enabled	when	you	submit	a	form,	Chrome	sends	information	to	Google	about	the
form	as	well	as	the	types	of	data	submitted.	This	information	includes	the	hash	of	the	website	hostname,	as	well	as	form	identifiers	(such	as	field	names),	the	basic	structure	of	the	form,	and	observable	data	types	in	fields	(t	(e.g.	field	X	is	the	phone	number,	field	Y	is	the	country.	Values	​​entered	in	the	form	are	not	sent	to	Google.	This	information	helps
Chrome	improve	the	quality	of	filling	out	forms	within	You	can	manage	autofill	entries	in	Chrome	settings	and	edit	or	delete	saved	information	at	any	time.	Chrome	never	does	not	store	full	credit	card	information	(card	number,	cardholder	name	y,expiration	date)	without	express	consent.	To	avoid	being	prompted	to	save	cards	you	don't	want,	Chrome
stores	the	last	four	digits	of	credit	cards	it	detects	locally	on	your	device.	If	you	scan	a	credit	card	with	your	phone's	camera,	recognition	is	done	locally.	Chrome	can	help	you	sign	in	to	websites	using	credentials	stored	in	Chrome's	password	manager	or	your	Google	Account	by	automatically	filling	out	sign-in	forms,	providing	account	selection,	or
automatic	sign-in.	You	can	manage	and	delete	saved	data.	credentials	under	Forms	and	passwords	in	Chrome	settings.	If	you	enable	password	management,	the	same	form	data	described	above	will	be	sent	to	Google	to	correctly	interpret	password	forms.	In	order	for	Chrome	to	offer	password	generation	that	meets	the	requirements	of	a	particular
site,	after	saving	a	user-generated	password,	Chrome	would	randomly	select	a	vote	for	that	password	when	uploading	to	the	server.	If	the	stored	credentials	are	used	for	the	first	time	in	a	username	field	that	has	already	been	populated	by	another	site,	Chrome	will	also	transmit	a	short	one-byte	hash	of	the	pre-populated	value.	This	allows	Google	to
classify	whether	a	website	uses	a	static	placeholder	in	the	username	field	that	can	be	safely	overwritten	without	removing	valuable	user	data.	Google	cannot	recover	a	value	from	this	hash.	When	you	sign	in	to	Chrome	with	a	Google	Account	on	your	desktop	computer,	Chrome	may	ask	you	to	use	the	credentials	stored	in	your	account	to	create	a
strong	password	or	to	save	the	credentials	to	your	Google	Account.	Chrome	may	ask	you	to	re-authenticate	with	your	Google	Account	to	access	your	Google	Account	credentials.	Your	Google	Account	credentials	will	be	available	on	your	device	as	long	as	you're	signed	in,	even	when	you're	offline.	If	sync	is	not	enabled,	signing	out	of	Chrome	will
remove	all	credentials	stored	in	your	Google	Account	from	ChromeAfter	signing	into	Chrome,	you	can	save	your	credentials	when	you	sign	in	to	your	Google	account	online	or	locally	on	your	device.	When	you	sign	out	of	Chrome,	your	locally	saved	login	information	is	not	deleted.	When	you	use	locally	stored	credentials	to	sign	in	to	a	website,	Chrome
may	also	offer	to	migrate	your	locally	stored	credentials	to	your	account.	When	you	sign	in	to	a	website,	Chrome	may	display	a	warning	if	your	username/password	has	been	compromised	as	a	result	of	a	website	or	app	data	breach.	This	feature	is	available	on	all	platforms,	but	only	for	users	signed	in	with	a	Google	account.	On	Android,	this	feature	is
only	available	when	sync	is	enabled	due	to	how	accounts	are	managed	by	the	operating	system.	Signing	into	a	Google	account	is	a	technical	requirement	to	prevent	API	abuse.	When	you	sign	in	to	a	website,	Chrome	sends	an	encrypted	copy	of	your	username	and	password	to	Google,	encrypted	with	a	secret	key	known	only	to	Chrome.	No	one,
including	Google,	can	get	your	username	or	password	from	this	encrypted	copy.	Based	on	the	response,	Chrome	can	determine	if	the	username	and	password	you	entered	are	present	in	the	database	of	leaked	credentials.	The	final	decision	is	made	locally;	Google	doesn't	know	if	the	credentials	are	present	in	the	database.	The	feature	can	be	turned
off	in	the	settings	under	"Synchronization	and	Google	services".	For	PC	and	Android	versions	of	Chrome,	this	feature	is	not	available	if	Safe	Browsing	is	disabled.	Using	the	same	secure	method	above,	you	can	check	all	saved	passwords	for	public	data	leaks	in	the	"Passwords"	section	of	Chrome's	settings.	When	you	run	a	password	checker,	Chrome
will	show	you	a	list	of	compromised	passwords.	If	the	password	in	this	list	is	out	of	date,	you	can	edit	it	manually	and	keep	the	current	version.	If	you	choose	to	edit,	the	new	username/password	pair	will	be	checked	automatically,	but	only	if	the	feature	described	above	is	not	disabled.	Also	if	youYou	can	transfer	AutoFill	data	to	all	your	Chrome-
enabled	devices	by	syncing	it	as	part	of	your	browser	settings	(see	the	Sign	in	to	Chrome	section	of	this	document).	If	you	choose	to	sync	your	AutoFill	data,	the	field	values	​​will	be	sent	as	described	in	Signing	in	to	Chrome;	otherwise	field	values	​​are	not	sent.	If	you	enable	the	Chrome	Credential	Provider	extension	in	the	iOS	settings	for	password
autofill,	Chrome	can	automatically	use	the	passwords	currently	stored	in	Chrome	for	other	apps	on	your	device,	e.g.	e.g.	Safari.	The	extension	does	not	save	Chrome	passwords.	If	Device	Keychain	or	iCloud	Keychain	is	enabled	as	a	credential	provider,	the	extension	will	prompt	you	to	save	your	last	used	password	in	the	keychain.	If	you	sign	in	to
Chrome	with	your	Google	Account,	Chrome	may	offer	to	store	your	payment	cards	and	their	corresponding	billing	addresses	in	the	same	Google	Account's	payment	information,	and	to	include	cards	from	your	account	in	autofill	online	payment	form	suggestions.	If	you're	not	signed	in,	Chrome	will	prompt	you	to	save	your	credit	cards	locally.	If	the
card	is	not	stored	locally,	you	will	be	asked	to	enter	your	CVV	code	or	device	authentication	such	as	Touch	ID,	Windows	Hello	or	Android	screen	lock	every	time	you	use	the	card.	Some	versions	of	Chrome	allow	you	to	save	your	card	in	Google	Payments	and	locally	in	Chrome	at	the	same	time.	In	this	case,	Chrome	will	not	prompt	you	to	confirm	CVV
or	device	authentication.	If	you	saved	maps	in	this	way,	your	local	copies	will	remain	until	you	sign	out	of	your	Google	Account,	at	which	time	the	local	copy	will	be	deleted	from	your	device.	If	you	choose	not	to	store	your	card	locally,	you	will	be	prompted	to	enter	your	CVV	code	or	device	authentication	each	time	you	use	your	card.	You	can	turn	off
device	authentication	in	the	Payment	Methods	section	of	Chrome	settings.	If	you	use	a	Google	Payments	card,	Chrome	collects	information	about	your	computer.share	them	with	Google	Payments	to	prevent	fraudulent	use	of	your	card.	When	you	use	device	authentication	to	verify	cards	in	Google	Payments,	the	ID	associated	with	the	device	and	the
login	session	are	used	to	ensure	that	the	device	and	autofill	account	must	have	access	to	the	card.	To	remove	credit	card	information	stored	in	Chrome,	follow	the	instructions	in	the	"Adding	and	editing	credit	cards"	section	of	the	"AutoFill"	article.	When	you	delete	a	credit	card	that's	also	stored	in	your	Google	Payments	account,	you'll	be	redirected
to	Google	Payments	to	complete	the	deletion.	When	a	card	is	removed	from	your	Google	Payments	account,	Chrome	automatically	removes	it	from	autofill	suggestions.	If	you	only	want	to	store	your	card	locally	on	your	device	while	still	using	your	Google	Account	in	Chrome,	you	can	add	a	card	using	the	Add	button	in	the	Payment	Methods	section	of
Chrome	Settings.	If	you	want	to	sign	in	to	Google	web	services,	such	as	google.com,	without	asking	Chrome	if	you	want	to	save	information	to	your	Google	Account,	you	can	disable	sign-in	in	Chrome.	If	you	have	synchronization	turned	on,	you	can	turn	off	the	synchronization	of	payment	methods	and	addresses	with	Google	Pay	in	the	Synchronization
section	of	Chrome	settings.	You	can	also	disable	the	autofill	feature	entirely	in	your	settings.	Chrome	also	supports	the	PaymentRequest	API,	so	you	can	pay	with	credit	cards	from	AutoFill,	Google	Payments,	and	other	payment	apps	already	installed	on	your	device.	Google	Payments	and	other	payment	apps	are	only	available	on	Android	devices.
PaymentRequest	allows	the	merchant	to	request	the	following	information:	name,	shipping	address,	billing	address,	phone	number,	email	address,	credit	card	number,	credit	card	expiration	date,	CVV	code,	and	Google	Payments	credentials.	The	information	is	not	shared	with	the	seller	unless	you	give	your	consent.	Geolocation	Google	Chrome
supports	the	Geolocation	API,	which	provides	access	to	detailed	user	location	information	with	your	consent.By	default,	Chrome	will	ask	for	permission	when	a	website	asks	you	for	your	location	information,	and	it	won't	send	location	information	to	the	website	unless	you	give	explicit	consent.	Whenever	you're	on	a	website	that	uses	your	location
information,	Chrome	will	display	a	location	icon	to	the	right	of	the	omnibox.	Click	this	icon	to	view	more	information	or	manage	your	location	settings.	In	Chrome	settings,	you	can	allow	all	websites	to	receive	your	location	information	by	clicking	on	"Site	Settings"	and	scrolling	down	to	"Location".	)	or	block	all	websites	from	receiving	your	location
information.	You	can	also	set	exceptions	for	specific	sites.	In	Chrome	for	Android,	your	default	search	engine	will	automatically	get	your	location	when	you	search.	In	Chrome	for	iOS,	your	location	is	sent	to	Google	by	default	when	you	search	from	the	omnibox.	For	more	information	on	how	the	search	engine	handles	geolocation	by	default	and	how	to
manage	settings,	see	the	Omnibox	document.	If	you	choose	to	share	your	location	with	the	website,	Chrome	will	send	local	network	information	(also	used	by	other	browsers	such	as	Mozilla	Firefox)	to	Google	to	estimate	your	location.	This	LAN	information	may	include	information	about	nearby	Wi-Fi	access	points	or	cell	towers/hotspots	(even	if	you
are	not	using	them)	and	your	computer's	IP	address.	Requests	are	logged,	aggregated,	and	anonymized	before	they	are	used	to	operate,	maintain,	and	improve	the	overall	Google	Chrome	experience	and	Google	Location	Services.	For	more	information	on	the	privacy	and	user	experience	implications	of	the	Geolocation	API	(as	well	as	other	HTML5
APIs),	see	Practical	Privacy	in	the	Real	Browser	by	two	members	of	the	Google	Chrome	team.	Speech	to	Text	Chrome	supports	the	Web	Speech	API.Speech	to	text	conversion	on	the	website.	It	uses	Google	servers	to	do	the	conversion.	Using	this	feature	will	send	an	audio	recording	to	Google	(audio	data	is	not	sent	directly	to	the	website	itself),	the
domain	of	the	website	using	the	API,	your	browser's	default	language	and	the	language	settings	of	the	website.	No	cookies	are	sent	with	these	requests.	The	Google	Assistant	on	Chrome	OS	devices	The	Google	Assistant	is	built	into	some	models	of	Chrome	OS	devices.	When	you	select	this	feature,	ChromeOS	will	listen	for	your	words	"Ok	Google"	and
send	the	sound	of	your	next	word	to	Google	as	well	as	a	few	seconds	before.	"Ok	Google"	detection	is	done	locally	on	your	computer	and	the	audio	is	only	sent	to	Google	when	"Ok	Google"	is	detected.	You	can	turn	this	feature	on	or	off	in	your	Google	Assistant	settings.	If	you	enable	this	feature	in	Chrome	settings,	Chrome	will	listen	every	time	you
unlock	the	screen.	On	Chrome	OS	devices	with	a	local	sound	processor,	the	device	will	also	listen	when	it's	in	sleep	mode.	The	Google	Assistant	will	only	work	on	these	devices	if	you	have	activated	voice	and	audio	activity	in	your	Google	account.	Chrome	will	prompt	you	to	turn	on	voice	and	audio	activity	for	the	linked	Google	Account	if	it's	turned	off.
After	the	audio	is	converted	to	text,	a	query	is	sent	to	Google	with	that	text.	If	you	previously	searched	for	"Hey	Google"	on	your	device	but	later	turned	off	voice	and	audio	activity,	your	device	can	still	process	your	voice	and	send	the	audio	to	Google,	but	the	voice	will	soon	be	removed.	You	can	determine	the	behavior	of	your	Chrome	OS	device	by
reviewing	the	text	in	the	"Search	and	assistant	settings"	section.	Google	Assistant	on	Android	devices	On	some	Android	devices,	you	can	use	the	Google	Assistant	in	Chrome	to	quickly	perform	web	tasks.	If	you	agree	to	this	feature,	you	can	talk	to	the	Google	Assistant	and	ask	it	to	search	the	web.	It	can	also	fillCreate	forms	for	you	or	speed	up	the
checkout	process.	For	example,	if	you	give	Google	Assistant	a	command	like	"Search	Wikipedia	for	Henry	VIII,"	Google	Assistant	in	Chrome	responds	by	opening	Chrome	to	Wikipedia,	asking	Google	Assistant	in	Chrome	as	a	text	string,	and	searching	for	"Henry	VIII"	on	Wikipedia	Page:	As	Another	example:	If	you	ask	your	Google	Assistant	to	help	you
buy	tickets	to	an	upcoming	movie,	the	websites	you	visit,	your	credit	card	information,	and	your	email	address	will	be	shared	with	Google	to	complete	the	transaction	and	provide	you	with	the	purchase,	the	receipt	and	the	cinema	ticket.	If	you	agree	to	this	feature,	the	Google	Assistant	in	Chrome	will	send	data	to	Google	to	carry	out	the	command	you
enter.	When	you	type	the	command,	the	Google	Assistant	in	Chrome	gives	Google	the	URL	of	the	website	to	check	if	the	website	can	be	automated	by	the	Google	Assistant	in	Chrome	and	gets	instructions	on	how	to	perform	a	task	(e.g.	fill	out	a	form	).	Additional	information	can	be	made	available	when	the	command	is	executed.	Depending	on	the
instructions	provided,	the	information	shared	with	Google	may	include	the	address	of	the	website	you	are	viewing,	email	address,	name,	shipping	and	billing	addresses,	credit	card	information	and	possibly	the	username	you	use	to	log	in	to	the	website.	This	information	is	not	stored	by	Google,	but	this	information	is	transferred	to	a	third-party	website
to	fulfill	instructions	to	the	Google	Assistant.	In	addition,	information	about	your	system	is	collected	for	product	improvement	and	troubleshooting.	To	customize	future	actions,	Google	Assistant	stores	configuration	information	about	your	commands	in	Chrome	to	improve	them	in	the	future	(e.g.	seat	selection,	number	and	types	of	movie	tickets,	etc.).
Thissaved	in	your	Google	account.	Some	Google	Assistant	features	are	not	available	on	incognito	tabs.	You	can	disable	the	use	of	Google	Assistant	in	Chrome	on	your	Android	device	by	toggling	the	"Google	Assistant	for	Chrome"	option	in	your	Chrome	settings.	Google	Cloud	Print	The	Google	Cloud	Print	feature	allows	you	to	print	documents	from
your	browser	over	the	Internet.	You	don't	need	a	direct	connection	between	the	Chrome	device	and	the	printer.	If	you	choose	to	print	a	web	page	using	cloud	printing,	Chrome	will	create	a	PDF	of	that	website	and	upload	it	to	Google's	servers	over	an	encrypted	network	connection.	If	you	choose	to	print	other	types	of	documents,	they	may	be
uploaded	as	raw	documents	to	Google's	servers.	The	print	job	will	be	downloaded	via	Chrome	("Link")	or	to	the	cloud	printer	you	selected	when	printing	the	web	page.	In	some	cases,	the	print	job	must	be	submitted	to	a	third-party	service	(such	as	HP	ePrint)	for	printing.	A	print	job	is	deleted	from	Google's	servers	if	one	of	three	conditions	is	met:	You
delete	the	print	job.	The	job	prints	and	is	marked	as	printed	by	the	printer/connector.	The	job	is	queued	on	Google	servers	for	30	days.	You	can	manage	your	printers	and	print	jobs	on	the	Google	Cloud	Print	website.	SSL	Certificate	Reporting	Chrome	locally	maintains	a	list	of	expected	SSL	certificate	information	for	various	important	websites	to
prevent	man-in-the-middle	attacks.	On	Google	and	other	allowed	sites,	Chrome	will	report	a	possible	attack	or	misconfiguration.	If	the	certificate	provided	by	the	web	server	does	not	match	the	expected	signature,	Chrome	forwards	the	SSL	certificate	chain	information	to	Google	or	to	the	site's	chosen	reporting	endpoint.	Chrome	only	sends	these
reports	to	certificate	chains	that	use	a	public	root	of	trust.	You	can	enable	this	feature	by	selecting	itsecurity-related	data,	as	described	in	the	Safe	Browsing	section.	When	you	agree,	the	Google	security	team	can	send	two	types	of	reports.	Each	time	you	see	an	SSL	error	page,	a	message	will	be	sent	that	will	include	the	SSL	certificate	chain,	server
hostname,	local	time	and	related	validation	error	information,	and	the	SSL	error	page	type.	In	addition,	if	a	discrepancy	is	found	between	different	certificate	verifiers,	a	message	will	be	sent	with	the	certificate	chain	and	the	result	of	the	verification.	Because	Chrome	sends	these	reports	for	all	certificate	chains,	even	those	associated	with	a	private
trust	authority,	these	chains	may	contain	personal	information.	You	can	opt	out	at	any	time	by	unchecking	Help	make	Chrome	more	secure	under	Privacy	&	Security	>	Security.	SSL	certificate	reporting	is	not	available	in	Chrome	for	iOS.	Installed	apps	and	extensions	Users	can	install	third-party	apps	and	extensions	for	desktop	versions	of	Chrome	to
add	new	features	or	customize	Chrome	browsers.	Installing	an	app	or	extension	directly	from	the	Chrome	Web	Store	or	using	a	built-in	installer	from	a	third-party	site	requires	app	information	from	the	Chrome	Web	Store.	This	request	contains	cookies,	and	if	you	are	signed	in	to	Google	when	you	install	the	application,	this	installation	is	registered	as
part	of	your	Google	account.	The	Store	uses	this	information	to	recommend	apps	to	you	in	the	future	and	to	collect	app	popularity	and	usage	data.	As	mentioned	above,	apps	and	extensions	are	updated	through	Google	Update.	Because	they're	more	integrated	into	Chrome,	the	apps	and	extensions	you	choose	to	install	may	request	access	to	additional
features,	including	features	that	don't	make	sense	on	the	web,	like	background	notifications	or	access	to	raw	sockets.	These	additional	permissions	may	change	the	wayare	collected	and	shared	because	extensions	and	applications	may	have	access	to	data	about	the	websites	visited	and	may	monitor	or	modify	your	interactions	with	the	website.	When
you	install	an	app	or	extension,	Chrome	may	alert	you	to	certain	features	first.	Please	take	the	time	to	read	this	warning	before	proceeding	with	the	installation.	Please	also	note	that	your	interactions	with	these	third-party	apps	and	extensions	and	the	data	they	collect	are	governed	by	their	privacy	policies,	not	Google's	privacy	policies.	Push
Notifications	Your	device	can	receive	push	notifications	from	backend	servers	of	apps	and	extensions	installed	in	Chrome,	websites	you	grant	"Notifications"	permission	to,	and	your	default	search	engine.	Disabling	push	notifications	from	your	default	search	engine	is	the	same	as	disabling	push	notifications	from	any	website	by	going	to	the
Notifications	section	of	your	website	settings.	Push	message	data	is	sent	by	the	developer	over	a	secure	channel	using	Google	infrastructure	to	the	Chrome	browser	on	your	device,	which	can	allow	apps,	extensions,	and	websites	(including	your	default	search	engine)	to	deliver	the	message.	The	developer	can	encrypt	the	message	data	end-to-end	or
send	it	in	a	form	that	Google	servers	will	process	as	plain	text.	Google	servers	store	messages	for	up	to	four	weeks	to	ensure	they	are	delivered	to	users,	even	if	their	devices	are	offline	at	the	time	of	initial	transmission.	If	the	notification	permission	for	any	website	(including	the	default	search	engine)	is	set	to	"granted"	or	you	have	an	app	or
extension	installed	that	uses	push	notifications,	Chrome	will	provide	the	extension	to	the	app's	or	website's	server	with	one	or	more	registrations.	tokens	,	which	can	be	used	to	send	messages	to	an	entity	(app,	extension,	or	website).	Sites	you	visit	in	incognito	mode	cannot	send	you	push	messages	and	therefore	cannot	receive	permission	to	register.
if	youapp	or	extension,	revoke	the	notification	permission	for	a	website	or	clear	the	cookies	of	an	allowed	website,	its	registration	permission	will	be	revoked	and	will	not	be	reused,	even	if	the	same	app	or	extension	is	reinstalled	or	the	same	website	is	reinstalled.	attended	Registration	tokens	used	by	Chrome	components	such	as	sync	are	revoked
when	they	are	no	longer	in	use	(for	example,	if	the	user	disables	sync).	When	the	registration	token	is	revoked,	the	associated	object	on	your	device	stops	receiving	messages	sent	from	the	developer	server.	Registration	tokens	passed	to	objects	contain	an	encrypted	device	ID	used	for	message	routing.	Google	can	decrypt	the	device	ID,	but	other
entities	cannot,	and	the	encryption	is	designed	so	that	two	registration	tokens	for	the	same	device	ID	cannot	be	matched.	In	desktop	versions	of	Chrome,	the	device	ID	is	reset	when	the	Chrome	profile	is	deleted	or	when	it	is	no	longer	needed	by	Chrome	Sync	or	other	entities	to	send	push	notifications.	On	Android,	the	device	ID	lifetime	is	determined
by	the	operating	system	and	is	independent	of	Chrome.	Messages	directed	to	registration	tokens	with	a	revoked	device	ID	will	not	be	delivered.	Chrome	Custom	Tabs	On	Android,	an	app	developer	can	use	a	custom	tab	to	display	web	content	after	clicking	a	URL	in	the	app.	A	custom	tab	may	look	different	than	a	regular	Chrome	tab,	for	example,	it
may	have	an	application-defined	visual	style	and	no	editable	URL	bar.	Despite	the	different	visual	style	a	custom	tab	may	have,	data	sent	and	received	from	a	custom	tab,	such	as	cookies,	saved	passwords,	and	browsing	history,	behaves	just	like	a	regular	Chrome	tab.	A	custom	tab	is	a	customizable	view	for	an	application	that	uses	the	same	basic	user
profile.	Using	Chrome	custom	tabs,	an	Android	app	developer	can	also	specify	custom	actions	specific	to	their	app,	such	as	"share",	"save	page",	"copy	URL"	on	the	Chrome	toolbar	and	secondary	menu.	.after	clicking	such	a	button,	the	address	of	the	current	website	is	sent	to	the	application.	The	app	may	ask	Chrome	to	pre-render	a	given	URL	in	the
background.	This	allows	Chrome	to	instantly	display	a	pre-installed	website	when	you	open	it	from	an	app.	At	the	same	time,	it	allows	the	application	to	set	cookies	in	your	browser	in	the	background.	To	disable	pre-rendering,	uncheck	"Preload	pages	for	faster	browsing	and	searching"	under	"Privacy	&	Security	>	Cookies"	in	Chrome	settings.	Trusted
Web	Actions	is	a	form	of	Chrome's	own	tab	that	omits	the	top	bar,	allowing	you	to	browse	the	web	without	the	browser	UI	but	with	access	to	the	cookie	bank.	They	may	only	be	used	to	display	web	content	from	a	source	whose	ownership	can	be	proven	by	the	client	application	through	links	to	digital	assets.	If	the	user	logs	out	of	this	resource,	the	top
bar	will	reappear.	When	a	client	app	is	uninstalled	or	its	data	is	cleared	in	Android	settings,	Chrome	will	allow	the	user	to	clear	the	associated	source	data.	Continue	from	where	you	left	off.	If	you	select	"Continue	from	where	you	left	off"	in	Chrome's	desktop	settings,	Chrome	will	attempt	to	return	you	to	the	state	you	were	in	when	the	browser	was
closed	when	you	open	it.	Chrome	reloads	open	tabs	and	saves	session	information	to	get	you	up	and	running	as	soon	as	possible.	This	feature	effectively	extends	your	browsing	session	to	a	restart.	In	this	mode,	session	cookies	are	no	longer	deleted	when	the	browser	is	closed;	instead,	they	remain	available	after	reboot,	so	you	can	stay	on	your	favorite
sites.	On	desktop	versions	of	Chrome,	this	feature	can	be	turned	on	or	off	in	Chrome	settings.	It	is	enabled	by	default	on	Chrome	OS.	On	macOS,	after	restarting	the	device,	a	checkbox	appears	in	the	operating	system	confirmation	dialog	asking	if	you	want	to	reopen	apps	and	windows	after	reboot.	If	you	check	this	box,	Chrome	will	refresh	tabs	and
windows	as	well	as	your	sessioneven	if	you	have	disabled	"Continue	where	you	left	off"	in	Chrome.	On	mobile	versions	of	Chrome,	this	feature	is	always	enabled	without	settings.	Chrome	Options	Chrome	is	constantly	evolving	to	better	meet	the	needs	of	users	and	the	web.	For	new	features	to	provide	the	best	experience	and	work	properly,	they	may
be	enabled	for	some	users	before	they	are	fully	launched.	For	example,	if	we	improve	page	load	in	Chrome,	we	can	test	it	with	1%%	of	users	to	make	sure	it	doesn't	freeze	or	slow	down	before	going	live.	This	is	done	using	a	system	called	"Chrome	Variations",	also	known	as	"field	testing".	A	given	Chrome	installation	can	participate	in	several	different
flavors	(for	different	features)	at	the	same	time.	They	fall	into	two	categories:	low-entropy	variants	that	are	randomly	distributed	based	on	a	number	between	0	and	7999	(13	bits)	that	is	randomly	generated	by	every	Chrome	installation	on	first	run.	High	entropy	variants	randomized	using	usage	stats	token	for	Chrome	installs	with	usage	stats
reporting	enabled.	Other	factors	may	further	affect	the	options	assigned	to	your	Chrome	installation,	such	as	country	(determined	by	your	IP	address),	operating	system,	Chrome	version,	and	other	settings.	Usage	statistics	and	crash	reports	are	tagged	for	all	variants	the	client	is	involved	in,	including	low	and	high	entropy	variants.	These	reports,
which	also	include	a	pseudonymous	client	ID,	can	be	disabled	in	Chrome	settings.	In	addition,	network	requests	sent	to	Google	include	a	subset	of	low-entropy	options.	The	combined	state	of	these	variations	is	not	identifying	as	it	is	based	on	a	13-bit	low	entropy	value	(see	above).	They	are	sent	using	the	"X-Client-Data"	HTTP	header,	which	contains	a
list	of	active	options.	On	Android,	this	header	may	contain	a	limited	set	of	external	server-side	experiments	that	may	affect	it.Install	Chrome.	This	header	is	used	to	assess	the	impact	on	Google's	servers	-	for	example,	a	network	change	may	affect	the	loading	speed	of	YouTube	videos,	or	an	update	to	the	Omnibox	assessment	may	result	in	more	useful
Google	search	results.	In	Chrome	for	Android,	these	low-entropy	changes	can	also	be	sent	to	Google	apps	in	some	cases	when	communicating	between	apps	to	support	Chrome	features.	for	example	when	searching	with	Google	Lens.	This	information	is	used	to	better	understand	how	Chrome	experimentation	affects	this	Google	feature:	For	example,	a
change	in	Chrome's	memory	usage	may	affect	the	time	it	takes	to	perform	an	action	in	a	Google	app.	You	can	reset	the	variations	used	in	your	Chrome	installation	by	running	it	with	the	"--reset-variation-state"	command	line	flag.	Do	Not	Track	If	you	enable	the	Do	Not	Track	setting	in	Chrome	settings,	Chrome	sends	the	HTTP-DNT:1	header	along
with	HTTP,	HTTPS,	and	SPDY	browsing	(but	Chrome	cannot	guarantee	that	NPAPI	plugins	send	the	header	as	well.)	The	header	is	not	sent	with	system	traffic	such	as	geolocation,	metrics,	or	device	management	services.	The	effect	of	Do	Not	Track	depends	on	whether	the	website	responds	to	the	request	and	how	the	request	is	interpreted.	Some
websites	may	respond	to	this	request	by,	for	example,	displaying	advertisements	that	are	not	based	on	other	websites	you	visit.	Many	websites	will	continue	to	collect	and	use	browsing	data	-	for	example,	to	improve	security;	Providing	content,	services,	advertisements	and	recommendations	on	its	website;	and	create	report	statistics.	Chrome	for	iOS
now	uses	WKWebView	to	provide	a	more	stable	and	faster	browser.	As	a	result	of	this	move,	the	Do	Not	Track	preference	is	no	longer	available	due	to	iOS	restrictions.	If	Apple	makes	changes	to	enable	this	feature,	Chrome	will	make	Do	Not	Track	available	again	for	iOS.	Chrome	plugins	come	with	an	Adobe	Flash	Player	implementation	based	on	the
Pepper	API.	flashing	and	morePlugins	can	request	"computer	access".	Granting	this	permission	gives	the	plugin	access	to	the	sandbox.	This	allows	content	providers	to	offer	you	access	to	DRM-protected	content	such	as	videos	or	music,	but	this	can	compromise	security	and	privacy,	so	consider	carefully	before	trusting	a	plugin	or	website	with	this
privilege.	Media	Licensing	Some	websites	encrypt	media	to	protect	it	from	unauthorized	access	and	copying.	Typically,	when	users	play	media	from	these	sites,	they	log	in	to	the	site,	which	authenticates	the	user,	and	then	DRM	negotiates	a	key	exchange	to	decrypt	and	play	the	media.	For	HTML5	sites,	this	key	exchange	is	done	using	the	Encrypted
Media	Extensions	API.	The	implementation	of	this	API	is	tightly	coupled	with	the	browser	to	protect	user	privacy	and	security	through	Content	Decryption	Modules	(CDMs)	provided	by	Digital	Rights	Management	solutions	such	as	Google	Widevine	or	Microsoft	PlayReady.	When	a	user	requests	Chrome	to	play	encrypted	HTML5	media	(e.g.	watch	a
movie	on	Google	Play	Movies),	Chrome	generates	a	license	request	to	decrypt	that	media.	This	license	request	includes	an	auto-generated	request	ID	generated	by	the	content	decryption	engine	and	proof	that	the	CDM	is	legitimate.	Once	generated,	the	license	request	is	typically	sent	to	a	license	server	managed	by	the	content	site	or	Google.	The
license	application,	the	document	or	the	application	ID	do	not	contain	any	personal	data.	Once	submitted,	the	license	request	is	not	stored	locally	on	the	user's	device.	As	part	of	the	license	request,	Chrome	also	generates	a	unique	session	ID	that	does	not	contain	any	personally	identifiable	information.	This	session	ID	is	sent	to	the	license	server	and
when	the	server	returns	the	license,	the	session	ID	is	used	to	decrypt	the	media.	The	session	ID	can	also	be	saved	locally	after	closing	the	website.	Thatthey	can	also	be	saved	locally	for	offline	use	of	protected	content.	The	session	ID	and	license	can	be	deleted	by	the	user	in	the	Chrome	browser	using	the	"Clear	browsing	data"	option	with	the
"Cookies	and	other	site	data"	option	selected.	Once	the	license	is	entered,	the	site's	license	server	may	contain	the	client	ID	generated	by	the	site.	This	client	ID	is	unique	to	you	and	the	site	and	is	not	shared	with	other	sites.	If	a	client	ID	is	provided,	it	is	stored	locally	and	Chrome	will	include	it	in	subsequent	license	requests	to	that	site.	Client	IDs
can	be	deleted	by	the	user	in	the	Chrome	browser	using	the	"Clear	browsing	data"	option	with	the	"Cookies	and	other	site	data"	option	selected.	Also,	on	some	platforms,	the	website	may	require	you	to	confirm	that	your	device	can	play	certain	types	of	protected	content.	In	Chrome	OS,	this	is	called	authenticated	access.	In	this	case,	Google	will
generate	a	certificate	based	on	the	device's	unique	hardware	ID.	This	hardware	ID	identifies	the	device	but	does	not	identify	the	user.	If	the	user	agrees,	Google	will	obtain	the	hardware	ID	and	generate	a	device	certificate	of	authenticity	for	the	requested	site.	The	certificate	does	not	contain	a	hardware	ID	or	any	other	information	that	could
permanently	identify	the	device.	Certificates	are	stored	locally,	like	other	cached	browser	data,	and	can	be	cleared	by	the	user	in	Chrome	using	the	"Clear	Browsing	Data"	option	with	"Cookies	and	other	site	data"	selected.	In	Android,	this	is	called	sharing.	See	"Initializing	MediaDrm"	for	more	information.	Some	sites	use	Flash	instead	of	HTML5.	If
the	website	you	visit	uses	Adobe	Flash	Access	DRM	protection,	Chrome	for	Windows	and	Chrome	OS	will	give	Adobe	Flash	access	to	your	device	ID.	You	can	prevent	this	access	in	the	settings	under	"Content	Settings",	"Protected	Content"	and	reset	your	ID	using	the	"Clear	Browsing	Data"	option	with	"Cookies	and	other	site	data"	selected.	To	provide
you	with	access	to	licensed	music,	Google	Play	Music	may	obtain	the	device	ID	obtainedhard	drive	partitions	or	in	the	case	of	ChromeOS	or	Linux	from	a	unique	disk	file.	This	identifier	can	be	reset	by	reinstalling	the	operating	system.	Chrome	uses	Android	MediaDrm	to	play	protected	content	for	Android	devices.	As	with	Chrome	OS,	the	site	may	ask
you	to	verify	that	your	device	is	eligible.	This	is	achieved	by	providing	MediaDrm.	The	sharing	request	is	sent	to	Google,	which	generates	a	certificate	that	will	be	stored	on	your	device	and	sent	to	the	site	whenever	you	play	protected	content.	The	information	in	the	share	request	and	certificate	varies	by	Android	version.	In	all	cases,	the	information
can	be	used	to	identify	the	device,	but	not	the	user.	In	Android	K	and	L,	the	device	is	provisioned	once	and	the	certificate	is	used	by	all	applications	running	on	the	device.	The	request	includes	the	hardware	ID,	and	the	certificate	contains	a	stable	device	ID	that	can	be	used	to	permanently	identify	the	device.	On	Android	M	or	later,	MediaDrm
supports	per-source	sharing.	Chrome	randomly	generates	an	origin	ID	for	each	website	it	serves.	Although	the	hardware	ID	is	still	included	in	the	request,	the	certificate	is	different	for	each	site,	so	different	sites	cannot	refer	to	the	same	device.	On	Android	O	and	later,	provisioning	may	be	limited	to	one	app	on	some	devices.	The	request	will	include
the	hardware	ID,	but	the	certificate	will	be	different	for	each	app	and	site,	so	different	apps	can't	reference	the	same	device.	Provisioning	can	be	controlled	using	the	Secure	Media	permission	in	the	Site	Settings	menu.	On	Android	K	and	L,	Chrome	always	asks	for	this	permission	before	initialization.	In	newer	versions	of	Android,	this	permission	is
granted	by	default.	Shared	certificates	can	be	cleared	at	any	time	using	the	"Cookies	and	other	website	data"	option.Data	browsing	dialog	box.	Chrome	also	pre-stages	MediaDrm	to	support	playback	of	protected	content	when	the	production	server	is	unavailable,	e.g.	B.	Inflight	entertainment.	Chrome	will	randomly	generate	a	list	of	Origin	IDs	and
provide	them	for	future	reference.	For	per-device	deployment	versions	of	Android	that	require	permissions	to	deploy,	Chrome	doesn't	support	pre-staging.	Playback	may	still	work	as	the	device	may	already	have	been	set	up	by	other	apps.	On	Android	versions	with	source	security,	Chrome	creates	itself	when	the	user	tries	to	play	protected	content.
Since	the	first-play	provisioning	already	included	sending	a	stable	hardware	ID	to	Google,	there	is	no	new	privacy	impact	from	further	pre-provisioning	additional	Origin	IDs.	If	provisioning	fails	and	no	Origin	ID	was	previously	provided,	Chrome	may	request	permission	to	continue	provisioning	on	a	per-device	basis.	On	devices	with	per-app
provisioning,	Chrome	automatically	provisions	itself	on	startup.	Cloud	Policy	If	you	sign	in	to	a	Chrome	OS	device,	Chrome	on	Android,	or	Chrome	desktop	profile	with	an	account	linked	to	a	Google	Apps	domain,	or	if	your	computer	browser	is	registered	with	Chrome	Cloud	Management,	checks	Chrome	whether	it	is	a	domain	configured	for	business
operations.	In	this	case,	the	ChromeOS	user	session,	Chrome	profile,	or	registered	Chrome	browser	is	assigned	a	unique	ID	and	registered	as	part	of	that	Google	Apps	domain.	All	configured	policies	are	applied.	To	unenroll,	remove	the	ChromeOS	user,	sign	out	of	Chrome	on	Android,	delete	the	profile	on	your	computer,	or	remove	the	enrollment
token	and	Chrome	cloud	management	device	token.	A	domain	administrator	can	also	register	a	ChromeOS	device	with	a	Google	Apps	domain.	It	will	enforce	company-wide	policies	such	as	deploying	shared	network	configurations	andaccess	to	developer	mode.	When	a	Chrome	OS	device	is	registered	to	a	domain,	a	unique	ID	is	registered	to	the
device.	To	cancel	registration,	the	administrator	must	delete	all	data	on	the	Chrome	OS	device.	Registered	profiles	and	devices	periodically	check	for	policy	changes	(every	3	hours	by	default).	In	some	cases,	the	server	notifies	the	client	of	policy	changes	without	waiting	for	Chrome	to	periodically	check.	Unregistered	profiles	check	that	their	domain
policies	are	enabled	every	time	Chrome	is	launched.	The	policy	list	contains	information	about	the	types	of	configurations	available	in	a	cloud	policy.	Light	Mode	If	you	enable	Light	Mode	(formerly	known	as	Data	Saver),	Chrome	can	route	your	traffic	through	Google's	optimization	servers	to	reduce	the	amount	of	data	you	download	and	speed	up	page
loading.	Chrome	will	share	with	Google	the	URLs	you	visit,	as	well	as	usage	and	performance	statistics	for	those	sites,	so	that	Chrome	can	better	optimize	them.	Google	does	not	send	cookies	to	the	pages	you	visit.	Journals	are	not	linked	to	your	Google	Account	and	all	journal	entries	are	deleted	within	14	days.	Pages	loaded	in	incognito	mode	will	not
use	optimization	servers	and	will	not	display	usage	and	performance	statistics.	Image	Compression	To	save	user	data	in	light	mode,	image	requests	can	be	sent	to	Google's	image	optimization	server,	which	extracts	the	image	from	the	source	and	returns	a	compressed	version	to	Chrome.	To	avoid	personal	image	optimization,	Chrome	first	asks	Google
for	a	list	of	image	URLs	that	are	known	to	be	on	the	page	according	to	site	indexing	from	Google's	data	center.	Only	images	from	this	list	will	be	sent	to	the	optimization	server.	Page	image	URLs	that	were	not	visible	to	Google	will	not	be	optimized	and	no	information	about	those	URLs	will	be	sent	to	Google.	Using	Chrome	with	a	child's	account
Google	Chrome	for	Android	has	features	that	can	be	used	when	you	sign	in	to	your	child's	Google	Account	andwill	sign	in	to	your	child's	account	if	they're	signed	in	on	an	Android	device.	Chrome	uses	the	sync	feature	to	sync	parent-configured	settings	with	your	child's	account.	You	can	read	about	how	sync	data	is	used	in	the	Login	section	of	this
document.	Chrome's	collection	and	use	of	data	in	connection	with	a	child's	Google	Account	is	governed	by	the	Google	Family	Link	Children's	Privacy	Policy.	In	order	for	the	configured	settings	to	apply	to	a	child	account,	Chrome	does	not	support	the	following	features	of	a	child's	Google	account:	sign	out	of	Chrome,	incognito	mode,	and	delete
browsing	history	from	Chrome.	You	can	still	delete	your	browsing	history	in	the	Chrome	section	of	the	Google	Dashboard.	By	default,	blocking	first-party	cookies	is	disabled	when	Chrome	is	signed	in	to	a	child	account.	Parents	can	visit	chrome.google.com/manage/family	to	allow	their	children	to	block	their	own	cookies.	However,	by	blocking	cookies,
children	opt	out	of	Google's	online	products,	such	as	Google	Search	or	YouTube,	and	therefore	do	not	provide	any	features	intended	for	children's	Google	Accounts	in	these	products.	If	Chrome	is	used	with	a	child's	Google	Account,	information	about	the	child's	requests	to	access	blocked	content	is	sent	to	Google	and	is	visible	to	the	child's	parents	at
chrome.google.com/manage.	/family	and	in	the	Google	Family	Link	app.	If	your	child's	browsing	mode	is	set	to	"Try	to	block	adult	sites",	Chrome	sends	a	request	to	Google	Safe	Search	to	block	access	to	sites	classified	as	adult	content	each	time	they	navigate.	.	Incognito	Mode	and	Guest	Mode	Incognito	mode	in	Chrome	is	a	temporary	browsing
mode.	This	ensures	that	you	do	not	leave	your	browsing	history	and	cookies	on	your	computer.	Browsing	history	and	cookies	are	only	deleted	when	the	last	incognito	window	is	closed.	Incognito	mode	cannot	make	you	invisible	online.	The	websites	you	visit	may	record	your	visits.	Go	to	incognito	modeHide	your	browsing	from	your	employer,	ISP	or
websites	you	visit.	When	you	browse	Chrome	as	a	guest,	you	can	use	someone	else's	computer	without	changing	their	profile.	For	example,	bookmarks	or	passwords	are	not	stored	on	their	computer.	Keep	in	mind	that	guest	mode	will	not	protect	you,	for	example,	if	the	computer	you	are	using	is	infected	with	a	keylogger	that	records	what	you	type.
iOS	and	macOS	redirection	support	When	browsing	in	a	standard	session	(i.e.	without	incognito	mode),	Chrome	redirects	the	current	iOS	URL	to	support	macOS	redirection.	This	information	is	only	sent	to	Apple	devices	that	are	paired	with	your	iOS	device	and	the	data	is	encrypted	in	transit.	For	more	information,	see	Apple	Support,	Apple
Developers,	and	the	Apple	iOS	Safety	Guide.	Chrome	support	for	this	feature	can	be	disabled	in	Chrome	settings.	The	FIDO	U2F	security	key	provides	phishing-resistant	credentials	that	can	be	used	to	authenticate	the	user.	This	reduces	the	risk	of	various	man-in-the-middle	attacks	where	websites	try	to	steal	your	password	and	use	it	later.	To	prevent
abuse,	the	website	must	be	served	over	a	secure	connection	(HTTPS)	and	a	security	key	registered	before	it	can	be	used	for	identification.	Once	a	website	is	registered	with	a	specific	security	key,	that	security	key	provides	a	persistent	identifier	no	matter	what	computer	it	is	connected	to,	be	it	in	incognito	or	guest	mode,	but	you	must	physically
interact	with	the	security	key	in	order	to	allow	access	to	the	website	identifier	(e.g.	by	touching	or	connecting).	Physical	Network	The	physical	network	allows	you	to	view	the	list	of	URLs	broadcast	by	objects	in	your	environment.	Google	Chrome	looks	for	physical	internet	devices	with	Bluetooth	Low	Energy	beacons	that	broadcast	URLs	using	the
Eddystone	protocol.	Bluetooth	signals	can	be	received	from	30	feet	or	more	depending	on	signal	strength	and	moreuser	environment	(although	the	range	is	often	much	shorter	due	to	obstacles	and	signal	noise).	When	the	physical	site	feature	is	enabled,	Chrome	sends	detected	URLs	to	the	Google	Physical	Site	Service	(PWS)	using	a	cookie-free
HTTPS	request.	For	each	URL,	PWS	retrieves	the	site	name,	filters	out	dangerous	results,	and	returns	a	score	based	on	non-personalized	signals	about	the	site's	quality	and	relevance.	The	Physical	Web	feature	is	available	in	Chrome	for	iOS	and	Android.	Users	need	to	turn	on	Bluetooth	to	use	this	feature.	If	Android	users	have	location	enabled	on
both	their	device	and	Chrome,	they	will	receive	a	notification	the	first	time	they	approach	a	beacon,	giving	them	the	option	to	turn	on	the	physical	network	feature.	This	beacon	URL	is	not	sent	to	Google	PWS	unless	the	physical	network	feature	is	enabled.	Users	can	also	enable	(or	disable)	this	feature	in	their	privacy	settings.	When	the	user	enables
this	feature,	Chrome	scans	nearby	devices	for	a	few	seconds	every	time	the	user	unlocks	the	mobile	device	they	are	using	and	sends	it	to	PWS	to	get	more	information	about	the	beacon.	When	Chrome	finds	a	nearby	URL,	the	user	receives	a	silent	notification.	On	iOS	devices,	users	can	enable	(or	disable)	this	feature	in	their	privacy	settings	or	by
adding	a	Chrome	widget	to	the	Today	view	in	the	Notification	Center.	Additionally,	this	feature	is	automatically	enabled	for	users	who	have	location	enabled	on	their	device,	who	have	been	granted	Chrome	location	permission,	and	who	have	been	granted	geolocation	permission	from	Google.	Chrome	scans	nearby	devices	when	it's	open	in	the
foreground.	When	Chrome	finds	nearby	URLs,	users	will	see	them	as	suggestions	in	the	omnibox.	When	the	Today	widget	appears	in	the	notification	center,	Chrome	scans	nearby	devices	for	a	few	extra	seconds.	Bluetooth	Google	Chrome	supports	the	Web	Bluetooth	API,	which	allows	websites	to	access	nearby	Bluetooth	Low	Energy	devices.Approval.
Chrome	does	not	allow	any	website	to	communicate	with	your	device	unless	you	specifically	consent.	When	a	website	asks	you	to	connect	a	device,	Chrome	prompts	you	to	choose	which	device	(if	any)	you	want	the	website	to	access.	Selecting	a	device	for	a	site	does	not	grant	other	sites	access	to	the	selected	device	and	prevents	that	site	from
accessing	other	devices.	Currently,	the	page's	permission	to	communicate	with	the	device	is	revoked,	usually	after	a	page	refresh	and	always	after	Chrome	restarts.	Chrome	data	sent	to	Google	from	Android.	The	collection	and	use	of	data	described	in	this	section	is	carried	out	by	Android	and	is	subject	to	the	data	protection	declaration	of	Google.
When	Android	Backup	is	enabled	on	your	device,	some	Chrome	settings	are	saved	and	stored	on	Google's	servers.	For	Nexus	and	Android	One	devices,	this	is	covered	in	the	Back	up	data	and	settings	with	Android	Backup	section	of	this	article.	For	other	Android	devices,	you	can	find	help	by	searching	for	your	device	on	this	page.	When	setting	up	a
new	Android	device,	you	can	request	that	your	settings	be	copied	from	a	previously	set	up	device.	Doing	this	allows	Android	to	restore	your	Chrome	settings	from	a	backup	when	you	first	install	Chrome.	The	new	device	copies	your	settings	only	if	automatic	restore	is	turned	on	(see	"Restore	data	and	settings"	in	the	same	article),	Chrome	was	signed
into	the	account	during	the	backup,	and	is	signed	into	the	same	account	on	the	new	Android	device.	Chrome	backup	data	for	a	specific	device	can	also	be	restored	by	uninstalling	and	then	reinstalling	Chrome	on	that	device.	This	only	happens	if	auto-recovery	is	enabled	and	the	device	is	signed	in	with	the	account	Chrome	was	signed	in	with	when
backing	up.	Integration	with	Digital	Wellbeing	If	you	choose	to	view	the	websites	you	visit	and	set	timers	in	the	Digital	Wellbeing	app	for	Android,	Chrome	reports	which	websites	you	visit.and	the	time	spent	in	the	app	in	each	of	them.	Websites	visited	in	incognito	mode	will	not	be	reported	to	the	Digital	Balance	application.	In	order	to	constantly
improve	your	digital	well-being,	the	app	will	share	with	Google	the	websites	you've	set	a	timer	for	and	the	times	you	visit	them.	You	can	opt	out	of	this	feature	at	any	time	in	the	Digital	Balance	app	or	in	the	Chrome	privacy	settings.	whenever.
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