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LearnCisco.net	offers	free	Cisco	CCNA	and	CCNP	practice	tests	to	prepare	you	for	your	Cisco	CCNA	certification	exam	and	CCNP	certification	exams.	CCNA	Certification	200-301	CCNA	–	Cisco	Certified	Network	Associate	CCNP	Enterprise	Certification	350-401	ENCOR	–	Implementing	and	Operating	Cisco	Enterprise	Network	Core	Technologies	300-
410	ENARSI	–	Implementing	Cisco	Enterprise	Advanced	Routing	and	Services	(Coming	Soon!)	CCNP	Security	Certification	300-206	SENSS	–	Implementing	Cisco	Edge	Network	Security	Solutions	300-207	SITCS	–	Implementing	Cisco	Threat	Control	Solutions	300-208	SISAS	–	Implementing	Cisco	Secure	Access	Solutions	300-209	SIMOS	–
Implementing	Cisco	Secure	Mobility	Solutions	(Latest	exam	versions	coming	soon)	Retired	Exams	Our	Recommended	Premium	CCNA	Training	Resources	These	are	the	best	CCNA	training	resources	online:	Click	Here	to	get	the	Cisco	CCNA	Gold	Bootcamp,	the	most	comprehensive	and	highest	rated	CCNA	course	online	with	a	4.8	star	rating	from
over	30,000	public	reviews.	I	recommend	this	as	your	primary	study	source	to	learn	all	the	topics	on	the	exam.	Want	to	take	your	practice	tests	to	the	next	level?	AlphaPrep’s	purpose-built	Cisco	test	engine	has	the	largest	question	bank,	adaptive	questions,	and	advanced	reporting	which	tells	you	exactly	when	you’re	ready	to	pass	the	real	exam.	Click
here	for	your	free	trial.	Two	types	of	people	will	try	our	tests	–	those	who	really	care	how	well	they	are	prepared	for	their	exam	and	those	searching	for	braindumps	with	the	exact	exam	questions.	You	won’t	achieve	much	if	you	try	to	cheat	with	braindumps,	and	if	you’re	relying	on	them,	you	will	most	likely	fail	our	tests.	Our	questions	are	unique	and
check	that	you	really	understand	the	theory	you	will	be	tested	on	in	the	real	exam.	If	you’re	going	about	it	the	right	way	by	studying	the	exam	topics	–	don’t	worry	if	you	fail	here	on	your	first	attempt!	It’s	all	part	of	the	learning	process.	The	following	testimonials	were	given	by	some	of	our	visitors	who	have	already	tried	our	tests:	“Very	good
questions!”	“Great	for	learning.”	“The	questions	are	realistic.”	“It	is	a	great	place	to	challenge	what	you	think	you	already	know.”	“Good,	free	practice	tests.”	“It	is	really	good,	and	the	questions	seem	fair.”	For	those	guys	who	are	here	to	test	their	level	of	knowledge	before	taking	the	real	exam,	we	can	assure	you	that	if	you	succeed	here,	you	will
probably	succeed	in	the	exam	room	as	well.	Because	our	courses	cover	all	the	topics	needed	for	your	certification,	we	will	not	ask	you	for	something	out	of	the	scope.	All	answers	can	be	found	in	the	Courses	section.	Each	test	is	unique	and	contains	55	questions	with	a	duration	of	90	minutes.	You	can	do	the	practice	test	yourself	as	often	as	you	want.
You	will	get	different	questions	every	time.	Be	careful	with	the	time	limit.	The	free	CCNA	practice	test	prepares	you	for	the	Cisco	Certified	Network	Associate	(CCNA)	exam.	It	contains	CCNA	practice	questions	on	Cisco	network	fundamentals,	network	access,	IP	connectivity	such	as	routing	concepts	and	routing	protocols,	IP	services,	security
fundamentals,	and	network	automation	and	programmability,	which	are	the	CCNA	test	topics.	The	Cisco	Certified	Network	Professional	(CCNP)	free	practice	questions	are	classified	according	to	the	different	Cisco	CCNP	tracks.	There	are	seven	CCNP	tracks	for	network	administrators	and	IT	professionals;	Enterprise,	Data	Center,	Security,	Service
Provider,	Collaboration,	CyberOps,	and	DevNet.	Currently,	we	offer	CCNP	Enterprise	and	CCNP	Security	practice	tests.	Other	free	practice	tests	will	be	added	in	the	near	future.	Good	luck!	Dec	20,	2019	Last	Updated:	Dec	13,	2022	CCNA	v7	Course	#1	CCNAv7	ITN	Skills	Assessment	Part	1:	Develop	an	IP	Addressing	Scheme	(20	points,	25	minutes)
Part	2:	Initialize	and	Reload	Devices	(10	points,	20	minutes)	Part	3:	Configure	Device	IP	address	and	Security	Settings	(45	points,	35	minutes)	Part	4:	Test	and	Verify	IPv4	and	IPv6	End-to-End	Connectivity	(15	points,	20	minutes)	Part	5:	Use	the	IOS	CLI	to	Gather	Device	Information	(10	points,	10	minutes)	In	this	Skills	Assessment	(SA)	you	will
configure	the	devices	in	a	small	network.	You	must	configure	a	router,	switch	and	PCs	to	support	both	IPv4	and	IPv6	connectivity.	You	will	configure	security,	including	SSH,	on	the	router.	In	addition,	you	will	test	and	document	the	network	using	common	CLI	commands.	1	Router	(Cisco	4221	with	Cisco	IOS	XE	Release	16.9.4	universal	image	or
comparable)	1	Switch	(Cisco	2960	with	Cisco	IOS	Release	15.2(2)	lanbasek9	image	or	comparable)	2	PCs	(Windows	with	a	terminal	emulation	program,	such	as	Tera	Term)	Console	cables	to	configure	the	Cisco	IOS	devices	via	the	console	ports	Ethernet	cables	as	shown	in	the	topology	Total	points:	20	Time:	25	minutes	a.	Your	instructor	will	assign
one	of	the	IPv4	networks	from	the	table	below.	You	will	subnet	it	to	provide	IP	addresses	to	two	subnets	that	will	support	the	required	number	of	hosts.	No	subnet	calculators	may	be	used.	All	work	must	be	shown	using	the	IP	Addressing	worksheet	below.	Network	Number	of	Hosts	in	Subnet	A	Number	of	Hosts	in	Subnet	B	192.168.10.0/24	100	50
172.16.1.0/25	60	20	209.165.201.0/27	12	5	IP	Addressing	Worksheet	Specification	Subnet	A	Subnet	B	Number	of	bits	in	the	subnet	25	26	IP	mask	(binary)	11111111.11111111.11111111.10000000	11111111.11111111.11111111.11000000	New	IP	mask	(decimal)	255.255.255.128	255.255.255.192	Maximum	number	of	usable	subnets	(including	the
0th	subnet)	2	4	Number	of	usable	hosts	per	subnet	126	62	IP	Subnet	192.168.10.0	192.168.10.128	First	IP	Host	address	192.168.10.1	192.168.10.129	Last	IP	Host	address	192.168.10.126	192.168.10.190	Specification	Subnet	A	Subnet	B	Number	of	bits	in	the	subnet	26	27	IP	mask	(binary)	11111111.11111111.11111111.11000000
11111111.11111111.11111111.11100000	New	IP	mask	(decimal)	255.255.255.192	255.255.255.224	Maximum	number	of	usable	subnets	(including	the	0th	subnet)	2	4	Number	of	usable	hosts	per	subnet	62	30	IP	Subnet	172.16.1.0	172.16.1.64	First	IP	Host	address	172.16.1.1	172.16.1.65	Last	IP	Host	address	172.16.1.62	172.16.1.94	Specification
Subnet	A	Subnet	B	Number	of	bits	in	the	subnet	28	29	IP	mask	(binary)	11111111.11111111.11111111.11110000	11111111.11111111.11111111.11111000	New	IP	mask	(decimal)	255.255.255.240	255.255.255.248	Maximum	number	of	usable	subnets	(including	the	0th	subnet)	2	4	Number	of	usable	hosts	per	subnet	14	6	IP	Subnet	209.165.201.0
209.165.201.16	First	IP	Host	address	209.165.201.1	209.165.201.17	Last	IP	Host	address	209.165.201.14	209.165.201.22	b.	Record	your	subnet	assignment	in	the	table	below.	1)	Assign	the	first	IPv4	address	of	each	subnet	to	a	router	interface	(i)	subnet	A	is	hosted	on	R1	G0/0/1	(ii)	subnet	B	is	hosted	on	R1	G0/0/0	2)	Assign	the	last	IPv4	address	of
each	subnet	to	the	PC	NIC	3)	Assign	the	second	IPv4	address	of	subnet	A	to	S1	4)	List	the	maximum	number	of	useable	hosts	per	subnet	Description	Subnet	A	Subnet	B	First	IP	address	192.168.10.1	192.168.10.129	Last	IP	address	192.168.10.126	192.168.10.190	Maximum	number	of	hosts	126	62	c.	Record	the	IP	address	information	for	each	device:
Device	IP	address	Subnet	Mask	Gateway	Points	PC-A	192.168.10.126	255.255.255.128	192.168.10.1	2	points	R1-G0/0/0	192.168.10.129	255.255.255.192	N/A	2	points	R1-G0/0/1	192.168.10.1	255.255.255.128	N/A	2	points	S1	192.168.10.2	192.168.10.1	255.255.255.128	2	points	PC-B	192.168.10.190	255.255.255.192	192.168.10.129	2	points	d.	Use
the	IPv6	address	2001:db8:acad::/48	and	create	two	subnets	for	use	in	this	network.	Record	the	IPv6	addresses	in	the	table.	Assigned	to	Interface	IPv6	Subnet	Address	Prefix	Length	G0/0/1	2001:db8:acad:a::/64	64	G0/0/0	2001:db8:acad:b::/64	64	e.	Record	the	IPv6	address	information	for	each	device.	Note:	Use	FE80::1	as	the	link-local	address	on
both	router	interfaces.	Device	IPv6	address	Prefix	Length	Gateway	Points	R1-G0/0/0	2001:db8:acad:b::1	64	N/A	3	pts	R1-G0/0/1	2001:db8:acad:a::1	64	N/A	3	pts	S1	2001:db8:acad:a::2	64	2001:db8:acad:a::1	4	pts	Before	proceeding,	verify	your	IP	addressing	scheme	with	the	instructor.	Instructor	Sign-off	Part	1:	Instructor	Sign-off	Total	Points	for	Part
1	(20	points):	Enter	score	here.	Total	points:	10	Time:	20	minutes	Erase	the	startup	configurations	and	VLANs	from	the	router	and	switch	and	reload	the	devices.	On	Switch	Switch>enable	Switch#erase	startup-config	Erasing	the	nvram	filesystem	will	remove	all	configuration	files!	Continue?	[confirm]	[OK]	Erase	of	nvram:	complete	%SYS-7-
NV_BLOCK_INIT:	Initialized	the	geometry	of	nvram	Switch#delete	vlan.dat	Switch#reload	Proceed	with	reload?	[confirm]	On	Router	Router>enable	Router#erase	startup-config	Erasing	the	nvram	filesystem	will	remove	all	configuration	files!	Continue?	[confirm]	[OK]	Erase	of	nvram:	complete	%SYS-7-NV_BLOCK_INIT:	Initialized	the	geometry	of
nvram	Router#reload	Proceed	with	reload?	[confirm]	Initializing	Hardware	...	Would	you	like	to	enter	the	initial	configuration	dialog?	[yes/no]:	no	After	the	switch	is	reloaded,	change	the	SDM	template	to	one	that	supports	IPv6	as	necessary,	and	reload	the	switch	again.	On	Switch:	Switch>	Switch>enable	Switch#configure	terminal
Switch(config)#sdm	prefer	dual-ipv4-and-ipv6	default	Changes	to	the	running	SDM	preferences	have	been	stored,	but	cannot	take	effect	until	the	next	reload.	Use	'show	sdm	prefer'	to	see	what	SDM	preference	is	currently	active.	Switch(config)#exit	Switch#reload	Before	proceeding,	ask	your	instructor	verify	device	initializations.	Instructor	Sign-off
Part	2:	Instructor	Sign-off	Total	points	(10	points):	Enter	score	here.	Total	points:	45	Time:	35	minutes	Configuration	tasks	for	R1	include	the	following:	Task	Specification	Points	Disable	DNS	lookup					Router	name	R1	1	point	Domain	name	ccna-lab.com	1	point	Encrypted	privileged	EXEC	password	ciscoenpass	1	point	Console	access	password
ciscoconpass	1	point	Set	the	minimum	length	for	passwords	10	characters	2	points	Create	an	administrative	user	in	the	localdatabase	Username:	adminPassword:	admin1pass	2	points	Set	login	on	vty	lines	to	use	local	database			1	point	Set	vty	lines	to	accept	SSH	connectionsonly			1	point	Encrypt	the	clear	text	passwords			1	point	Configure	an	MOTD
Banner			1	point	Enable	IPv6	Routing			1	point	Configure	Interface	G0/0/0	Set	the	descriptionSet	the	Layer	3	IPv4	addressSet	the	IPv6	Link	Local	Address	as	FE80::1Set	the	Layer	3	IPv6	addressActivate	Interface	6	points	Configure	Interface	G0/0/1	Set	the	descriptionSet	the	Layer	3	IPv4	addressSet	the	IPv6	Link	Local	Address	as	FE80::1Set	the
Layer	3	IPv6	addressActivate	Interface	6	points	Generate	an	RSA	crypto	key	1024	bits	modulus	2	points	On	Router	Router>enable	Router#configure	terminal	Router(config)#no	ip	domain	lookup	Router(config)#hostname	R1	R1(config)#ip	domain-name	ccna-lab.com	R1(config)#enable	secret	ciscoenpass	R1(config)#line	console	0	R1(config-
line)#password	ciscoconpass	R1(config-line)#login	R1(config-line)#exit	R1(config)#security	passwords	min-length	10	R1(config)#username	admin	secret	admin1pass	R1(config)#line	vty	0	15	R1(config-line)#login	local	R1(config-line)#transport	input	ssh	R1(config-line)#exit	R1(config)#service	password-encryption	R1(config)#banner	motd
#Unauthorized	Access	is	Prohibited!#	R1(config)#	ipv6	unicast-routing	R1(config)#interface	g0/0/0	R1(config-if)#description	Connect	to	Subnet	B	R1(config-if)#ip	address	192.168.10.129	255.255.255.192	R1(config-if)#ipv6	address	FE80::1	link-local	R1(config-if)#ipv6	address	2001:db8:acad:b::1/64	R1(config-if)#no	shutdown	R1(config-if)#exit
R1(config)#interface	g0/0/1	R1(config-if)#description	Connect	to	Subnet	A	R1(config-if)#ip	address	192.168.10.1	255.255.255.128	R1(config-if)#ipv6	address	FE80::1	link-local	R1(config-if)#ipv6	address	2001:db8:acad:a::1/64	R1(config-if)#no	shutdown	R1(config-if)#exit	R1(config)#crypto	key	generate	rsa	The	name	for	the	keys	will	be:	R1.ccna-
lab.com	Choose	the	size	of	the	key	modulus	in	the	range	of	360	to	2048	for	your	General	Purpose	Keys.	Choosing	a	key	modulus	greater	than	512	may	take	a	few	minutes.	How	many	bits	in	the	modulus	[512]:	1024	%	Generating	1024	bit	RSA	keys,	keys	will	be	non-exportable...[OK]	Configuration	tasks	for	S1	include	the	following:	Task	Specification
Points	Disable	DNS	lookup				1	point	Switch	name	S1	1	point	Domain	name	ccna-lab.com	1	point	Encrypted	privileged	EXEC	password	ciscoenpass	1	point	Console	access	password	ciscoconpass	1	point	Shutdown	all	unused	interfaces	F0/1-4,	F0/7-24,	G0/1-2	1	point	Create	an	administrative	user	in	the	localdatabase	Username:	adminPassword:
admin1pass	1	point	Set	login	on	vty	lines	to	use	local	database				1	point	Set	vty	lines	to	accept	SSH	connections	only				1	point	Encrypt	the	clear	text	passwords				1	point	Configure	an	MOTD	Banner				1	point	Generate	an	RSA	crypto	key	1024	bits	modulus	2	points	Configure	Management	Interface	(SVI)	onVLAN1	Set	the	descriptionSet	the	Layer	3
IPv4	addressSet	the	IPv6	Link	Local	Address	as	FE80::2Set	the	Layer	3	IPv6	address	2	points	Switch>enable	Switch#configure	terminal	Switch(config)#no	ip	domain	lookup	Switch(config)#hostname	S1	S1(config)#ip	domain-name	ccna-lab.com	S1(config)#enable	secret	ciscoenpass	S1(config)#line	console	0	S1(config-line)#password	ciscoconpass
S1(config-line)#login	S1(config-line)#exit	S1(config)#interface	range	f0/1-4,	f0/7-24,	g0/1-2	S1(config-if-range)#shutdown	S1(config)#username	admin	secret	admin1pass	S1(config)#line	vty	0	15	S1(config-line)#login	local	S1(config-line)#transport	input	ssh	S1(config-line)#exit	S1(config)#service	password-encryption	S1(config)#banner	motd
#Unauthorized	Access	is	Prohibited!#	S1(config)#crypto	key	generate	rsa	The	name	for	the	keys	will	be:	S1.ccna-lab.com	Choose	the	size	of	the	key	modulus	in	the	range	of	360	to	2048	for	your	General	Purpose	Keys.	Choosing	a	key	modulus	greater	than	512	may	take	a	few	minutes.	How	many	bits	in	the	modulus	[512]:	1024	%	Generating	1024	bit
RSA	keys,	keys	will	be	non-exportable...[OK]	S1(config)#interface	vlan	1	S1(config-if)#description	Switch	Subnet	A	S1(config-if)#ip	address	192.168.10.2	255.255.255.128	S1(config-if)#ipv6	address	FE80::2	link-local	S1(config-if)#ipv6	address	2001:db8:acad:a::2/64	S1(config-if)#no	shutdown	S1(config-if)#exit	S1(config)#ip	default-gateway
192.168.10.1	After	configuring	each	host	computer,	record	the	host	network	settings	with	the	ipconfig	/all	command.	(2	points)	PC-A	Network	Configuration	(1	point)	Description	Physical	Address	00E0.F9BB.3B05	IPv4	Address	192.168.10.126	Subnet	Mask	255.255.255.128	IPv4	Default	Gateway	192.168.10.1	IPv6	Address	2001:DB8:ACAD:A::A	IPv6
Default	Gateway	FE80::1	PC-A	C:\>ipconfig	/all	FastEthernet0	Connection:(default	port)	Connection-specific	DNS	Suffix..:	Physical	Address................:	00E0.F9BB.3B05	Link-local	IPv6	Address.........:	FE80::2E0:F9FF:FEBB:3B05	IPv6	Address....................:	2001:DB8:ACAD:A::A	IPv4	Address....................:	192.168.10.126	Subnet	Mask.....................:
255.255.255.128	Default	Gateway.................:	FE80::1	192.168.10.1	DHCP	Servers....................:	0.0.0.0	DHCPv6	IAID.....................:	DHCPv6	Client	DUID..............:	00-01-00-01-32-43-85-90-00-E0-F9-BB-3B-05	DNS	Servers.....................:	::	0.0.0.0	PC-B	Network	Configuration	(1	point)	Description	Physical	Address	00E0.B026.E358	IPv4	Address
192.168.10.190	Subnet	Mask	255.255.255.192	IPv4	Default	Gateway	192.168.10.129	IPv6	Address	2001:DB8:ACAD:B::B	IPv6	Default	Gateway	FE80::1	PC-B	C:\>ipconfig	/all	FastEthernet0	Connection:(default	port)	Connection-specific	DNS	Suffix..:	Physical	Address................:	00E0.B026.E358	Link-local	IPv6	Address.........:
FE80::2E0:B0FF:FE26:E358	IPv6	Address....................:	2001:DB8:ACAD:B::B	IPv4	Address....................:	192.168.10.190	Subnet	Mask.....................:	255.255.255.192	Default	Gateway.................:	FE80::1	192.168.10.129	DHCP	Servers....................:	0.0.0.0	DHCPv6	IAID.....................:	DHCPv6	Client	DUID..............:	00-01-00-01-A3-07-96-75-00-E0-B0-26-
E3-58	DNS	Servers.....................:	::	0.0.0.0	Points	for	Step	1	(28	points):	Enter	score	here.	Points	for	Step	2	(15	points):	Enter	score	here.	Points	for	Step	3	(2	points):	Enter	score	here.	Instructor	Sign-off	Part	4:	Instructor	Sign-off	Total	Points	for	Part	3	(45	points)	Enter	score	here.	Total	points:	15	Time:	10	minutes	Use	the	ping	command	to	test	IPv4
and	IPv6	connectivity	between	all	network	devices.	Note:	If	pings	to	host	computers	fail,	temporarily	disable	the	computer	firewall	and	retest.	Use	the	following	table	to	methodically	verify	connectivity	with	each	network	device.	Take	corrective	action	to	establish	connectivity	if	a	test	fails:	From	To	Protocol	IP	Address	Ping	Results	Points	PC-A	R1
G0/0/0	IPv4	192.168.10.129	success	1	point	IPv6	2001:DB8:ACAD:B::1	success	1	point	R1	G0/0/1	IPv4	192.168.10.1	success	1	point	IPv6	2001:DB8:ACAD:A::1	success	1	point	S1	VLAN	1	IPv4	192.168.10.2	success	1	point	IPv6	2001:db8:acad:a::2	success	1	point	PC-B	IPv4	192.168.10.190	success	1	point	IPv6	2001:DB8:ACAD:B::B	success	1	point	PC-
B	R1	G0/0/0	IPv4	192.168.10.129	success	1	point	IPv6	2001:DB8:ACAD:B::1	success	1	point	R1	G0/0/1	IPv4	192.168.10.1	success	1	point	IPv6	2001:DB8:ACAD:A::1	success	1	point	S1	VLAN	1	IPv4	192.168.10.2	success	1	point	IPv6	2001:db8:acad:a::2	success	1	point	In	addition	to	the	ping	command,	what	other	command	is	useful	in	displaying
network	delay	and	breaks	in	the	path	to	the	destination?	(1	point)	tracert	or	traceroute	Instructor	Sign-off	Part	4:	Instructor	Sign-off	Total	points	for	Part	4	(15	points):	Enter	score	here.	Total	points:	10	Time:	10	minutes	Description	Command	Points	Router	Model	blank	1/3	point	IOS	Image	File	blank	1/3	point	Total	RAM	blank	1/3	point	Total	Flash
Memory	blank	1/3	point	Configuration	Register	blank	1/3	point	CLI	Command	Used	blank	1/3	point	Command	Description	Command	Points	Display	a	summary	of	important	informationabout	the	IPv4	interfaces	on	R1.	blank	1	point	Display	the	IPv4	routing	table.	blank	1	point	Display	the	Layer	2	to	Layer	3	mapping	ofaddresses	on	R1.	blank	1	point
Display	detailed	IPv4	information	aboutinterface	G0/0/0	on	R1.	blank	1	point	Display	the	IPv6	routing	table.	blank	1	point	Display	a	summary	of	IPv6	interfaceaddresses	and	status.	blank	1	point	Display	information	about	the	devicesconnected	to	R1.	Information	should	includeDevice	ID,	Local	Interface,	Hold	time,Capability,	Platform,	and	Port	ID.
blank	1	point	Save	the	current	configuration	so	it	will	beused	the	next	time	the	router	is	started.	blank	1	point	Instructor	Sign-off	Part	5:	Instructor	Sign-off	Total	points	for	Part	5	(10	points):	Enter	score	here.	NOTE:	DO	NOT	PROCEED	WITH	CLEANUP	UNTIL	YOUR	INSTRUCTOR	HAS	GRADED	YOUR	SKILLS	EXAM	AND	HAS	INFORMED	YOU
THAT	YOU	MAY	BEGIN	CLEANUP.	Unless	directed	otherwise	by	the	instructor,	restore	host	computer	network	connectivity,	and	then	turn	off	power	to	the	host	computers.	Before	turning	off	power	to	the	router	and	switch,	remove	the	NVRAM	configuration	files	(if	saved)	from	both	devices.	Disconnect	and	neatly	put	away	all	LAN	cables	that	were
used	in	the	Final.	Router	Model	Ethernet	Interface	#1	Ethernet	Interface	#2	Serial	Interface	#1	Serial	Interface	#2	1800	Fast	Ethernet	0/0(F0/0)	Fast	Ethernet	0/1(F0/1)	Serial	0/0/0	(S0/0/0)	Serial	0/0/1	(S0/0/1)	1900	Gigabit	Ethernet	0/0(G0/0)	Gigabit	Ethernet	0/1(G0/1)	Serial	0/0/0	(S0/0/0)	Serial	0/0/1	(S0/0/1)	2801	Fast	Ethernet	0/0(F0/0)	Fast
Ethernet	0/1(F0/1)	Serial	0/1/0	(S0/1/0)	Serial	0/1/1	(S0/1/1)	2811	Fast	Ethernet	0/0(F0/0)	Fast	Ethernet	0/1(F0/1)	Serial	0/0/0	(S0/0/0)	Serial	0/0/1	(S0/0/1)	2900	Gigabit	Ethernet	0/0(G0/0)	Gigabit	Ethernet	0/1(G0/1)	Serial	0/0/0	(S0/0/0)	Serial	0/0/1	(S0/0/1)	4221	Gigabit	Ethernet	0/0/0(G0/0/0)	Gigabit	Ethernet	0/0/1(G0/0/1)	Serial	0/1/0	(S0/1/0)
Serial	0/1/1	(S0/1/1)	4300	Gigabit	Ethernet	0/0/0(G0/0/0)	Gigabit	Ethernet	0/0/1(G0/0/1)	Serial	0/1/0	(S0/1/0)	Serial	0/1/1	(S0/1/1)	Note:	To	find	out	how	the	router	is	configured,	look	at	the	interfaces	to	identify	the	type	of	router	and	how	many	interfaces	the	router	has.	There	is	no	way	to	effectively	list	all	the	combinations	of	configurations	for	each
router	class.	This	table	includes	identifiers	for	the	possible	combinations	of	Ethernet	and	Serial	interfaces	in	the	device.	The	table	does	not	include	any	other	type	of	interface,	even	though	a	specific	router	may	contain	one.	An	example	of	this	might	be	an	ISDN	BRI	interface.	The	string	in	parenthesis	is	the	legal	abbreviation	that	can	be	used	in	Cisco
IOS	commands	to	represent	the	interface.	×Sorry	to	interruptCSS	Error	Before	you	write	the	Cisco	CCNA	(200-301)	certification	exam,	you	may	have	certain	doubts	in	your	mind	regarding	the	pattern	of	the	test,	the	types	of	questions	asked	in	it,	the	difficulty	level	of	the	questions	and	time	required	to	complete	the	questions.	These	Cisco	Certified
Network	Associate	(CCNA)	sample	questions	and	demo	exam	help	you	in	removing	these	doubts	and	prepare	you	to	take	the	test.	The	best	approach	to	pass	your	Cisco	200-301	exam	is	to	challenge	and	improve	your	knowledge.	To	test	your	learning	and	identify	improvement	areas	with	actual	exam	format,	we	suggest	you	practice	with	Premium
Cisco	200-301	Certification	Practice	Exam.	The	practice	test	is	one	of	the	most	important	elements	of	your	Implementing	and	Administering	Cisco	Solutions	(CCNA)	exam	study	strategy	to	discover	your	strengths	and	weaknesses,	to	improve	your	time	management	skills	and	to	get	an	idea	of	the	score	you	can	expect.	Cisco	200-301	(CCNA)	Sample
Questions:	01.	A	junior-level	engineer	has	been	given	the	task	of	configuring	an	ACL	on	a	router;	he	was	told	that	the	port	that	should	be	blocked	is	TCP	20.	Which	access-list	command	keyword	could	be	used	in	place	of	this	port	number	when	configured?	a)	ftp	b)	smtp	c)	ftp-data	d)	tftp	02.	__________	means	that	the	QoS	tool	changes	one	or	more
header	fields,	setting	a	value	in	the	header.	a)	Qualifying	b)	Classifying	c)	Insertion	d)	Marking	03.	For	a	particular	NAT	implementation,	a	private	address	192.168.1.1	should	always	be	translated	with	a	1:1	mapping	to	IP	address	12.150.146.100.	Which	command	accomplishes	this?	a)	ip	nat	inside	source	int	s0	overload	b)	ip	nat	inside	source	static
192.168.1.1	12.150.146.100	c)	ip	nat	inside	source	list	1	pool	outside	d)	ip	nat	outside	source	static	192.168.1.1	12.150.146.100	04.	When	comparing	controller-based	networks	and	traditional	networks	what	are	some	perceived	benefits	from	a	controller-based	perspective?	a)	New	operational	models	that	allow	for	a	single	device	to	be	instantiated
with	the	entire	network	in	mind	b)	The	use	of	automation	through	APIs	that	enable	data-driven	models	c)	New	operational	models	that	allow	the	entire	network	to	be	instantiated	and	not	just	a	single	device	at	a	time	d)	The	use	of	legacy	approaches	in	the	network	to	increase	efficiency	and	productivity	05.	The	term	_________	refers	to	the	process	of
matching	the	fields	in	a	message	to	make	a	choice	to	take	some	QoS	action.	a)	marking	b)	analysis	c)	inspection	d)	classification	06.	Which	answers	encrypt	the	password	that	will	be	required	of	a	user	after	they	type	the	enable	EXEC	command?	a)	enable	password-value	b)	enable	secret	password-value	c)	enable	password	password-value	d)	password
password-value	07.	After	power	on,	a	frame	arrives	at	a	switch.	The	switch	had	not	yet	learned	the	source	MAC	address	of	that	frame.	Which	actions	must	the	switch	take	in	this	case?	a)	The	switch	adds	the	destination	MAC	address	to	the	MAC	address	table.	b)	The	switch	adds	the	source	and	destination	MAC	address	to	the	MAC		address	table.	c)
The	switch	adds	the	source	MAC	address	to	its	MAC	table.	d)	The	switch	checks	the	frame	for	loops.	08.	IP	functions	at	what	layer	of	the	OSI	Reference	Model?	a)	Network	b)	Transport	c)	Session	d)	Physical	09.	NAT	translates	a	private	address	192.168.1.1	to	a	public	IP	address	12.150.146.100.	How	would	192.168.1.1	be	described?	a)	Local	b)
Global	c)	Inside	d)	Outside	10.	Which	option	would	be	the	correct	wildcard	mask	to	match	a	subnet	with	the	255.255.248.0	subnet	mask?	a)	0.0.15.255	b)	0.0.3.255	c)	0.0.7.255	d)	0.0.31.255	Solutions:	Question:	01	Answer:	c	Question:	02	Answer:	d	Question:	03	Answer:	b	Question:	04	Answer:	b,	c	Question:	05	Answer:	d	Question:	06	Answer:	b
Question:	07	Answer:	c	Question:	08	Answer:	a	Question:	09	Answer:	a,	c	Question:	10	Answer:	c	Note:	If	you	find	any	error	in	these	Implementing	and	Administering	Cisco	Solutions	(CCNA)	sample	questions,	you	can	update	us	by	write	an	email	on	feedback@nwexam.com.	Dec	20,	2019	Last	Updated:	Jan	13,	2025	CCNA	v7	Course	#1	How	to	find:
Press	“Ctrl	+	F”	in	the	browser	and	fill	in	whatever	wording	is	in	the	question	to	find	that	question/answer.	If	the	question	is	not	here,	find	it	in	Questions	Bank.NOTE:	If	you	have	the	new	question	on	this	test,	please	comment	Question	and	Multiple-Choice	list	in	form	below	this	article.	We	will	update	answers	for	you	in	the	shortest	time.	Thank	you!
We	truly	value	your	contribution	to	the	website.	The	exam	consists	of	60	questions,	requiring	70%	to	pass,	and	you	have	1	hour	15	minutes	per	attempt.	CCNA	1	–	Introduction	to	Networks	(Version	7.00)	–	ITNv7	Course	Final	Exam	Answers	Full	CCNA:	Introduction	to	Networks	Course	Final	Exam	1.	Which	two	traffic	types	use	the	Real-Time
Transport	Protocol	(RTP)?	(Choose	two.)	video	web	file	transfer	voice	peer	to	peer	2.	Which	wireless	technology	has	low-power	and	data	rate	requirements	making	it	popular	in	home	automation	applications?	Explanation:	ZigBee	is	an	IEEE	802.15.4	wireless	standard	designed	for	creating	personal-area	networks.	Low	energy,	power,	and	data	rate
requirements	make	Zigbee	a	popular	protocol	for	connecting	home	automation	devices.	3.	Which	layer	of	the	TCP/IP	model	provides	a	route	to	forward	messages	through	an	internetwork?	application	network	access	internet	transport	Explain:	The	OSI	model	network	layer	corresponds	directly	to	the	internet	layer	of	the	TCP/IP	model	and	is	used	to
describe	protocols	that	address	and	route	messages	through	an	internetwork.	4.	Which	type	of	server	relies	on	record	types	such	as	A,	NS,	AAAA,	and	MX	in	order	to	provide	services?	Explain:	A	DNS	server	stores	records	that	are	used	to	resolve	IP	addresses	to	host	names.	Some	DNS	record	types	include	the	following:	A	–	an	end	device	IPv4	address
NS	–	an	authoritative	name	server	AAAA	–	an	end	device	IPv6	address	MX	–	a	mail	exchange	record	5.	What	are	proprietary	protocols?	protocols	developed	by	private	organizations	to	operate	on	any	vendor	hardware	protocols	that	can	be	freely	used	by	any	organization	or	vendor	protocols	developed	by	organizations	who	have	control	over	their
definition	and	operation	a	collection	of	protocols	known	as	the	TCP/IP	protocol	suite	Explain:	Proprietary	protocols	have	their	definition	and	operation	controlled	by	one	company	or	vendor.	Some	of	them	can	be	used	by	different	organizations	with	permission	from	the	owner.	The	TCP/IP	protocol	suite	is	an	open	standard,	not	a	proprietary	protocol.	6.
What	service	is	provided	by	DNS?	Resolves	domain	names,	such	as	cisco.com,	into	IP	addresses.	A	basic	set	of	rules	for	exchanging	text,	graphic	images,	sound,	video,	and	other	multimedia	files	on	the	web.	Allows	for	data	transfers	between	a	client	and	a	file	server.	Uses	encryption	to	secure	the	exchange	of	text,	graphic	images,	sound,	and	video	on
the	web.	7.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	110.	What	service	is	the	client	requesting?	8.	What	command	can	be	used	on	a	Windows	PC	to	see	the	IP	configuration	of	that	computer?	show	ip	interface	brief	ping	show	interfaces	ipconfig	9.	A	wired	laser	printer	is	attached	to	a	home	computer.	That
printer	has	been	shared	so	that	other	computers	on	the	home	network	can	also	use	the	printer.	What	networking	model	is	in	use?	client-based	master-slave	point-to-point	peer-to-peer	(P2P)	Explanation:	Peer-to-peer	(P2P)	networks	have	two	or	more	network	devices	that	can	share	resources	such	as	printers	or	files	without	having	a	dedicated	server.
10.	What	characteristic	describes	a	virus?	a	network	device	that	filters	access	and	traffic	coming	into	a	network	the	use	of	stolen	credentials	to	access	private	data	an	attack	that	slows	or	crashes	a	device	or	network	service	malicious	software	or	code	running	on	an	end	device	11.	Three	bank	employees	are	using	the	corporate	network.	The	first
employee	uses	a	web	browser	to	view	a	company	web	page	in	order	to	read	some	announcements.	The	second	employee	accesses	the	corporate	database	to	perform	some	financial	transactions.	The	third	employee	participates	in	an	important	live	audio	conference	with	other	corporate	managers	in	branch	offices.	If	QoS	is	implemented	on	this
network,	what	will	be	the	priorities	from	highest	to	lowest	of	the	different	data	types?	financial	transactions,	web	page,	audio	conference	audio	conference,	financial	transactions,	web	page	financial	transactions,	audio	conference,	web	page	audio	conference,	web	page,	financial	transactions	Explanation:	QoS	mechanisms	enable	the	establishment	of
queue	management	strategies	that	enforce	priorities	for	different	categories	of	application	data.	Thus,	this	queuing	enables	voice	data	to	have	priority	over	transaction	data,	which	has	priority	over	web	data.	12.	Match	the	description	to	the	IPv6	addressing	component.	(Not	all	options	are	used.)	Place	the	options	in	the	following	order:	This	network
portion	of	the	address	is	assigned	by	the	provider.	global	routing	This	part	of	the	address	is	used	by	an	organization	to	identify	subnets.	subnet	ID	This	part	of	the	address	is	the	equivalent	to	the	host	portion	of	an	IPv4	address.	interface	ID	13.	Refer	to	the	exhibit.	If	Host1	were	to	transfer	a	file	to	the	server,	what	layers	of	the	TCP/IP	model	would	be
used?	only	application	and	Internet	layers	only	Internet	and	network	access	layers	only	application,	Internet,	and	network	access	layers	application,	transport,	Internet,	and	network	access	layers	only	application,	transport,	network,	data	link,	and	physical	layers	application,	session,	transport,	network,	data	link,	and	physical	layers	Explanation:	The
TCP/IP	model	contains	the	application,	transport,	internet,	and	network	access	layers.	A	file	transfer	uses	the	FTP	application	layer	protocol.	The	data	would	move	from	the	application	layer	through	all	of	the	layers	of	the	model	and	across	the	network	to	the	file	server.	14.	Match	the	characteristic	to	the	forwarding	method.	(Not	all	options	are	used.)
Cut-through	Store-and-forward	low	latency	always	stores	the	entire	frame	may	forward	runt	frames	checks	the	CRC	before	forwarding	begins	forwarding	when	the	destination	address	is	received	checks	the	frame	length	before	forwarding	Explanation:	A	store-and-forward	switch	always	stores	the	entire	frame	before	forwarding,	and	checks	its	CRC
and	frame	length.	A	cut-through	switch	can	forward	frames	before	receiving	the	destination	address	field,	thus	presenting	less	latency	than	a	store-and-forward	switch.	Because	the	frame	can	begin	to	be	forwarded	before	it	is	completely	received,	the	switch	may	transmit	a	corrupt	or	runt	frame.	All	forwarding	methods	require	a	Layer	2	switch	to
forward	broadcast	frames.	15.	Refer	to	the	exhibit.	The	IP	address	of	which	device	interface	should	be	used	as	the	default	gateway	setting	of	host	H1?	R1:	S0/0/0	R2:	S0/0/1	R1:	G0/0	R2:	S0/0/0	Explanation:	The	default	gateway	for	host	H1	is	the	router	interface	that	is	attached	to	the	LAN	that	H1	is	a	member	of.	In	this	case,	that	is	the	G0/0	interface
of	R1.	H1	should	be	configured	with	the	IP	address	of	that	interface	in	its	addressing	settings.	R1	will	provide	routing	services	to	packets	from	H1	that	need	to	be	forwarded	to	remote	networks.	16.	What	service	is	provided	by	Internet	Messenger?	An	application	that	allows	real-time	chatting	among	remote	users.	Allows	remote	access	to	network
devices	and	servers.	Resolves	domain	names,	such	as	cisco.com,	into	IP	addresses.	Uses	encryption	to	provide	secure	remote	access	to	network	devices	and	servers.	17.	Refer	to	the	exhibit.	Match	the	network	with	the	correct	IP	address	and	prefix	that	will	satisfy	the	usable	host	addressing	requirements	for	each	network.	Explanation:	Network	A
needs	to	use	192.168.0.128	/25,	which	yields	128	host	addresses.	Network	B	needs	to	use	192.168.0.0	/26,	which	yields	64	host	addresses.	Network	C	needs	to	use	192.168.0.96	/27,	which	yields	32	host	addresses.	Network	D	needs	to	use	192.168.0.80/30,	which	yields	4	host	addresses.	18.	Refer	to	the	exhibit.	Which	protocol	was	responsible	for
building	the	table	that	is	shown?	Explanation:	The	table	that	is	shown	corresponds	to	the	output	of	the	arp	-a	command,	a	command	that	is	used	on	a	Windows	PC	to	display	the	ARP	table.	19.	A	network	administrator	notices	that	some	newly	installed	Ethernet	cabling	is	carrying	corrupt	and	distorted	data	signals.	The	new	cabling	was	installed	in	the
ceiling	close	to	fluorescent	lights	and	electrical	equipment.	Which	two	factors	may	interfere	with	the	copper	cabling	and	result	in	signal	distortion	and	data	corruption?	(Choose	two.)	crosstalk	extended	length	of	cabling	RFI​	EMI	signal	attenuation	20.	A	host	is	trying	to	send	a	packet	to	a	device	on	a	remote	LAN	segment,	but	there	are	currently	no
mappings	in	its	ARP	cache.	How	will	the	device	obtain	a	destination	MAC	address?	(A	host	is	trying	to	send	a	packet	to	a	device	on	a	remote	LAN	segment,	but	there	are	currently	no	mappings	in	the	ARP	cache.	How	will	the	device	obtain	a	destination	MAC	address?)	It	will	send	the	frame	and	use	its	own	MAC	address	as	the	destination.	It	will	send
an	ARP	request	for	the	MAC	address	of	the	destination	device.	It	will	send	the	frame	with	a	broadcast	MAC	address.	It	will	send	a	request	to	the	DNS	server	for	the	destination	MAC	address.	It	will	send	an	ARP	request	for	the	MAC	address	of	the	default	gateway.	22.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of
53.	What	service	is	the	client	requesting?	DNS	NetBIOS	(NetBT)	POP3	IMAP	23.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	25	connected	devices.	What	is	the	smallest	network	mask	that	the	network	administrator	can	use	for	the	new	network?	255.255.255.128	255.255.255.192	255.255.255.224
255.255.255.240	24.	What	characteristic	describes	a	Trojan	horse?	malicious	software	or	code	running	on	an	end	device	an	attack	that	slows	or	crashes	a	device	or	network	service	the	use	of	stolen	credentials	to	access	private	data	a	network	device	that	filters	access	and	traffic	coming	into	a	network	25.	What	service	is	provided	by	HTTPS?	Uses
encryption	to	provide	secure	remote	access	to	network	devices	and	servers.	Resolves	domain	names,	such	as	cisco.com,	into	IP	addresses.	Uses	encryption	to	secure	the	exchange	of	text,	graphic	images,	sound,	and	video	on	the	web.	Allows	remote	access	to	network	devices	and	servers.	26.	A	technician	with	a	PC	is	using	multiple	applications	while
connected	to	the	Internet.	How	is	the	PC	able	to	keep	track	of	the	data	flow	between	multiple	application	sessions	and	have	each	application	receive	the	correct	packet	flows?	The	data	flow	is	being	tracked	based	on	the	destination	MAC	address	of	the	technician	PC.	The	data	flow	is	being	tracked	based	on	the	source	port	number	that	is	used	by	each
application.	The	data	flow	is	being	tracked	based	on	the	source	IP	address	that	is	used	by	the	PC	of	the	technician.	The	data	flow	is	being	tracked	based	on	the	destination	IP	address	that	is	used	by	the	PC	of	the	technician.	Explanation:	The	source	port	number	of	an	application	is	randomly	generated	and	used	to	individually	keep	track	of	each	session
connecting	out	to	the	Internet.	Each	application	will	use	a	unique	source	port	number	to	provide	simultaneous	communication	from	multiple	applications	through	the	Internet.	27.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	61	connected	devices.	What	is	the	smallest	network	mask	that	the	network
administrator	can	use	for	the	new	network?	255.255.255.240	255.255.255.224	255.255.255.192	255.255.255.128	28.	Refer	to	the	exhibit.	Match	the	network	with	the	correct	IP	address	and	prefix	that	will	satisfy	the	usable	host	addressing	requirements	for	each	network.	(Not	all	options	are	used.)	ITN	(Version	7.00)	–	ITNv7	Final	Exam	Explanation:
Network	A	needs	to	use	192.168.0.0	/25	which	yields	128	host	addresses.	Network	B	needs	to	use	192.168.0.128	/26	which	yields	64	host	addresses.	Network	C	needs	to	use	192.168.0.192	/27	which	yields	32	host	addresses.	Network	D	needs	to	use	192.168.0.224	/30	which	yields	4	host	addresses.	29.	What	characteristic	describes	a	DoS	attack?	the
use	of	stolen	credentials	to	access	private	data	a	network	device	that	filters	access	and	traffic	coming	into	a	network	software	that	is	installed	on	a	user	device	and	collects	information	about	the	user	an	attack	that	slows	or	crashes	a	device	or	network	service	30.	Match	the	application	protocols	to	the	correct	transport	protocols.	31.	What	service	is
provided	by	SMTP?	Allows	clients	to	send	email	to	a	mail	server	and	the	servers	to	send	email	to	other	servers.	Allows	remote	access	to	network	devices	and	servers.	Uses	encryption	to	provide	secure	remote	access	to	network	devices	and	servers.	An	application	that	allows	real-time	chatting	among	remote	users.	32.	Which	scenario	describes	a
function	provided	by	the	transport	layer?	A	student	is	using	a	classroom	VoIP	phone	to	call	home.	The	unique	identifier	burned	into	the	phone	is	a	transport	layer	address	used	to	contact	another	network	device	on	the	same	network.	A	student	is	playing	a	short	web-based	movie	with	sound.	The	movie	and	sound	are	encoded	within	the	transport	layer
header.	A	student	has	two	web	browser	windows	open	in	order	to	access	two	web	sites.	The	transport	layer	ensures	the	correct	web	page	is	delivered	to	the	correct	browser	window.	A	corporate	worker	is	accessing	a	web	server	located	on	a	corporate	network.	The	transport	layer	formats	the	screen	so	the	web	page	appears	properly	no	matter	what
device	is	being	used	to	view	the	web	site.	Explain:	The	source	and	destination	port	numbers	are	used	to	identify	the	correct	application	and	window	within	that	application.	33.Refer	to	the	exhibit.	Host	B	on	subnet	Teachers	transmits	a	packet	to	host	D	on	subnet	Students.	Which	Layer	2	and	Layer	3	addresses	are	contained	in	the	PDUs	that	are
transmitted	from	host	B	to	the	router?	Layer	2	destination	address	=	00-00-0c-94-36-ab	Layer	2	source	address	=	00-00-0c-94-36-bb	Layer	3	destination	address	=	172.16.20.200	Layer	3	source	address	=	172.16.10.200	Layer	2	destination	address	=	00-00-0c-94-36-dd	Layer	2	source	address	=	00-00-0c-94-36-bb	Layer	3	destination	address	=
172.16.20.200	Layer	3	source	address	=	172.16.10.200	Layer	2	destination	address	=	00-00-0c-94-36-cd	Layer	2	source	address	=	00-00-0c-94-36-bb	Layer	3	destination	address	=	172.16.20.99	Layer	3	source	address	=	172.16.10.200	Layer	2	destination	address	=	00-00-0c-94-36-ab	Layer	2	source	address	=	00-00-0c-94-36-bb	Layer	3	destination
address	=	172.16.20.200	Layer	3	source	address	=	172.16.100.200	34.	What	does	the	term	“attenuation”	mean	in	data	communication?	strengthening	of	a	signal	by	a	networking	device	leakage	of	signals	from	one	cable	pair	to	another	time	for	a	signal	to	reach	its	destination	loss	of	signal	strength	as	distance	increases	Explanation:	Data	is
transmitted	on	copper	cables	as	electrical	pulses.	A	detector	in	the	network	interface	of	a	destination	device	must	receive	a	signal	that	can	be	successfully	decoded	to	match	the	signal	sent.	However,	the	farther	the	signal	travels,	the	more	it	deteriorates.	This	is	referred	to	as	signal	attenuation.	35.	Refer	to	the	exhibit.	An	administrator	is	trying	to
configure	the	switch	but	receives	the	error	message	that	is	displayed	in	the	exhibit.	What	is	the	problem?	The	entire	command,	configure	terminal,	must	be	used.	The	administrator	is	already	in	global	configuration	mode.	The	administrator	must	first	enter	privileged	EXEC	mode	before	issuing	the	command.	The	administrator	must	connect	via	the
console	port	to	access	global	configuration	mode.	36.	Which	two	protocols	operate	at	the	top	layer	of	the	TCP/IP	protocol	suite?	(Choose	two.)	TCP	IP	UDP	POP	DNS	Ethernet	37.	A	company	has	a	file	server	that	shares	a	folder	named	Public.	The	network	security	policy	specifies	that	the	Public	folder	is	assigned	Read-Only	rights	to	anyone	who	can
log	into	the	server	while	the	Edit	rights	are	assigned	only	to	the	network	admin	group.	Which	component	is	addressed	in	the	AAA	network	service	framework?	automation	accounting	authentication	authorization	After	a	user	is	successfully	authenticated	(logged	into	the	server),	the	authorization	is	the	process	of	determining	what	network	resources
the	user	can	access	and	what	operations	(such	as	read	or	edit)	the	user	can	perform.	38.	What	three	requirements	are	defined	by	the	protocols	used	in	network	communcations	to	allow	message	transmission	across	a	network?	(Choose	three.)	message	size	message	encoding	connector	specifications	media	selection	delivery	options	end-device
installation	39.	What	are	two	characteristics	of	IP?	(Choose	two.)	does	not	require	a	dedicated	end-to-end	connection	operates	independently	of	the	network	media	retransmits	packets	if	errors	occur	re-assembles	out	of	order	packets	into	the	correct	order	at	the	receiver	end	guarantees	delivery	of	packets	Explain:	The	Internet	Protocol	(IP)	is	a
connectionless,	best	effort	protocol.	This	means	that	IP	requires	no	end-to-end	connection	nor	does	it	guarantee	delivery	of	packets.	IP	is	also	media	independent,	which	means	it	operates	independently	of	the	network	media	carrying	the	packets.	40.	An	employee	of	a	large	corporation	remotely	logs	into	the	company	using	the	appropriate	username
and	password.	The	employee	is	attending	an	important	video	conference	with	a	customer	concerning	a	large	sale.	It	is	important	for	the	video	quality	to	be	excellent	during	the	meeting.	The	employee	is	unaware	that	after	a	successful	login,	the	connection	to	the	company	ISP	failed.	The	secondary	connection,	however,	activated	within	seconds.	The
disruption	was	not	noticed	by	the	employee	or	other	employees.	What	three	network	characteristics	are	described	in	this	scenario?	(Choose	three.)	security	quality	of	service	scalability	powerline	networking	integrity	fault	tolerance	Explanation:	Usernames	and	passwords	relate	to	network	security.	Good	quality	video,	to	support	video	conferencing,
relates	to	prioritizing	the	video	traffic	with	quality	of	service	(QoS).	The	fact	that	a	connection	to	an	ISP	failed	and	was	then	restored	but	went	unnoticed	by	employees	relates	to	the	fault	tolerant	design	of	the	network.	41.	What	are	two	common	causes	of	signal	degradation	when	using	UTP	cabling?	(Choose	two.)	improper	termination	low-quality
shielding	in	cable	installing	cables	in	conduit	low-quality	cable	or	connectors	loss	of	light	over	long	distances	Explanation:	When	terminated	improperly,	each	cable	is	a	potential	source	of	physical	layer	performance	degradation.	42.	Which	subnet	would	include	the	address	192.168.1.96	as	a	usable	host	address?	192.168.1.64/26	192.168.1.32/27
192.168.1.32/28	192.168.1.64/29	Explanation:	For	the	subnet	of	192.168.1.64/26,	there	are	6	bits	for	host	addresses,	yielding	64	possible	addresses.	However,	the	first	and	last	subnets	are	the	network	and	broadcast	addresses	for	this	subnet.	Therefore,	the	range	of	host	addresses	for	this	subnet	is	192.168.1.65	to	192.168.1.126.	The	other	subnets
do	not	contain	the	address	192.168.1.96	as	a	valid	host	address.	43.	Refer	to	the	exhibit.	On	the	basis	of	the	output,	which	two	statements	about	network	connectivity	are	correct?	(Choose	two.)	This	host	does	not	have	a	default	gateway	configured.	There	are	4	hops	between	this	device	and	the	device	at	192.168.100.1.	There	is	connectivity	between
this	device	and	the	device	at	192.168.100.1.	The	connectivity	between	these	two	hosts	allows	for	videoconferencing	calls.	The	average	transmission	time	between	the	two	hosts	is	2	milliseconds.	Explain:	The	output	displays	a	successful	Layer	3	connection	between	a	host	computer	and	a	host	at	19.168.100.1.	It	can	be	determined	that	4	hops	exist
between	them	and	the	average	transmission	time	is	1	milliseconds.	Layer	3	connectivity	does	not	necessarily	mean	that	an	application	can	run	between	the	hosts.	44.	Which	two	statements	describe	how	to	assess	traffic	flow	patterns	and	network	traffic	types	using	a	protocol	analyzer?	(Choose	two.)	Capture	traffic	on	the	weekends	when	most
employees	are	off	work.	Capture	traffic	during	peak	utilization	times	to	get	a	good	representation	of	the	different	traffic	types.	Only	capture	traffic	in	the	areas	of	the	network	that	receive	most	of	the	traffic	such	as	the	data	center.	Perform	the	capture	on	different	network	segments.	Only	capture	WAN	traffic	because	traffic	to	the	web	is	responsible
for	the	largest	amount	of	traffic	on	a	network.	Explanation:	Traffic	flow	patterns	should	be	gathered	during	peak	utilization	times	to	get	a	good	representation	of	the	different	traffic	types.	The	capture	should	also	be	performed	on	different	network	segments	because	some	traffic	will	be	local	to	a	particular	segment.	45.	What	is	the	consequence	of
configuring	a	router	with	the	ipv6	unicast-routing	global	configuration	command?​	All	router	interfaces	will	be	automatically	activated.	The	IPv6	enabled	router	interfaces	begin	sending	ICMPv6	Router	Advertisement	messages.	Each	router	interface	will	generate	an	IPv6	link-local	address.​	It	statically	creates	a	global	unicast	address	on	this	router.​	46.
Which	three	layers	of	the	OSI	model	map	to	the	application	layer	of	the	TCP/IP	model?	(Choose	three.)	application	network	data	link	session	presentation	transport	Explanation:	The	TCP/IP	model	consists	of	four	layers:	application,	transport,	internet,	and	network	access.	The	OSI	model	consists	of	seven	layers:	application,	presentation,	session,
transport,	network,	data	link,	and	physical.	The	top	three	layers	of	the	OSI	model:	application,	presentation,	and	session	map	to	the	application	layer	of	the	TCP/IP	model.	47.	Refer	to	the	exhibit.	If	PC1	is	sending	a	packet	to	PC2	and	routing	has	been	configured	between	the	two	routers,	what	will	R1	do	with	the	Ethernet	frame	header	attached	by
PC1?	nothing,	because	the	router	has	a	route	to	the	destination	network	open	the	header	and	use	it	to	determine	whether	the	data	is	to	be	sent	out	S0/0/0	open	the	header	and	replace	the	destination	MAC	address	with	a	new	one	remove	the	Ethernet	header	and	configure	a	new	Layer	2	header	before	sending	it	out	S0/0/0	Explanation:	When	PC1
forms	the	various	headers	attached	to	the	data	one	of	those	headers	is	the	Layer	2	header.	Because	PC1	connects	to	an	Ethernet	network,	an	Ethernet	header	is	used.	The	source	MAC	address	will	be	the	MAC	address	of	PC1	and	the	destination	MAC	address	will	be	that	of	G0/0	on	R1.	When	R1	gets	that	information,	the	router	removes	the	Layer	2
header	and	creates	a	new	one	for	the	type	of	network	the	data	will	be	placed	onto	(the	serial	link).	48.	What	will	happen	if	the	default	gateway	address	is	incorrectly	configured	on	a	host?	The	host	cannot	communicate	with	other	hosts	in	the	local	network.	The	host	cannot	communicate	with	hosts	in	other	networks.	A	ping	from	the	host	to	127.0.0.1
would	not	be	successful.	The	host	will	have	to	use	ARP	to	determine	the	correct	address	of	the	default	gateway.	The	switch	will	not	forward	packets	initiated	by	the	host.	49.	What	are	two	features	of	ARP?	(Choose	two.)	When	a	host	is	encapsulating	a	packet	into	a	frame,	it	refers	to	the	MAC	address	table	to	determine	the	mapping	of	IP	addresses	to
MAC	addresses.	An	ARP	request	is	sent	to	all	devices	on	the	Ethernet	LAN	and	contains	the	IP	address	of	the	destination	host	and	its	multicast	MAC	address.	If	a	host	is	ready	to	send	a	packet	to	a	local	destination	device	and	it	has	the	IP	address	but	not	the	MAC	address	of	the	destination,	it	generates	an	ARP	broadcast.	If	no	device	responds	to	the
ARP	request,	then	the	originating	node	will	broadcast	the	data	packet	to	all	devices	on	the	network	segment.	If	a	device	receiving	an	ARP	request	has	the	destination	IPv4	address,	it	responds	with	an	ARP	reply.	50.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	90	connected	devices.	What	is	the	smallest
network	mask	that	the	network	administrator	can	use	for	the	new	network?	255.255.255.128	255.255.255.240	255.255.255.248	255.255.255.224	51.	What	are	two	ICMPv6	messages	that	are	not	present	in	ICMP	for	IPv4?	(Choose	two.)	Neighbor	Solicitation	Destination	Unreachable	Host	Confirmation	Time	Exceeded	Router	Advertisement	Route
Redirection	52.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	80.	What	service	is	the	client	requesting?	53.	What	is	an	advantage	for	small	organizations	of	adopting	IMAP	instead	of	POP?	POP	only	allows	the	client	to	store	messages	in	a	centralized	way,	while	IMAP	allows	distributed	storage.	Messages	are	kept
in	the	mail	servers	until	they	are	manually	deleted	from	the	email	client.	When	the	user	connects	to	a	POP	server,	copies	of	the	messages	are	kept	in	the	mail	server	for	a	short	time,	but	IMAP	keeps	them	for	a	long	time.	IMAP	sends	and	retrieves	email,	but	POP	only	retrieves	email.	Explanation:	IMAP	and	POP	are	protocols	that	are	used	to	retrieve
email	messages.	The	advantage	of	using	IMAP	instead	of	POP	is	that	when	the	user	connects	to	an	IMAP-capable	server,	copies	of	the	messages	are	downloaded	to	the	client	application.	IMAP	then	stores	the	email	messages	on	the	server	until	the	user	manually	deletes	those	messages.	54.	A	technician	can	ping	the	IP	address	of	the	web	server	of	a
remote	company	but	cannot	successfully	ping	the	URL	address	of	the	same	web	server.	Which	software	utility	can	the	technician	use	to	diagnose	the	problem?	tracert	ipconfig	netstat	nslookup	Explain:	Traceroute	(tracert)	is	a	utility	that	generates	a	list	of	hops	that	were	successfully	reached	along	the	path	from	source	to	destination.This	list	can
provide	important	verification	and	troubleshooting	information.	The	ipconfig	utility	is	used	to	display	the	IP	configuration	settings	on	a	Windows	PC.	The	Netstat	utility	is	used	to	identify	which	active	TCP	connections	are	open	and	running	on	a	networked	host.	Nslookup	is	a	utility	that	allows	the	user	to	manually	query	the	name	servers	to	resolve	a
given	host	name.	This	utility	can	also	be	used	to	troubleshoot	name	resolution	issues	and	to	verify	the	current	status	of	the	name	servers.	55.	Which	two	functions	are	performed	at	the	LLC	sublayer	of	the	OSI	Data	Link	Layer	to	facilitate	Ethernet	communication?	(Choose	two.)	implements	CSMA/CD	over	legacy	shared	half-duplex	media	enables	IPv4
and	IPv6	to	utilize	the	same	physical	medium	integrates	Layer	2	flows	between	10	Gigabit	Ethernet	over	fiber	and	1	Gigabit	Ethernet	over	copper	implements	a	process	to	delimit	fields	within	an	Ethernet	2	frame	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer	protocol	is	being	encapsulated	by	the	frame	Other	case:
responsible	for	internal	structure	of	Ethernet	frame	applies	source	and	destination	MAC	addresses	to	Ethernet	frame	handles	communication	between	upper	layer	networking	software	and	Ethernet	NIC	hardware	adds	Ethernet	control	information	to	network	protocol	data	implements	trailer	with	frame	check	sequence	for	error	detection	Other	case:
integrates	Layer	2	flows	between	10	Gigabit	Ethernet	over	fiber	and	1	Gigabit	Ethernet	over	copper	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer	protocol	is	being	encapsulated	by	the	frame	implements	CSMA/CD	over	legacy	shared	half-duplex	media	adds	Ethernet	control	information	to	network	protocol	data	applies
source	and	destination	MAC	addresses	to	Ethernet	frame	Other	case:	enables	IPv4	and	IPv6	to	utilize	the	same	physical	medium	adds	Ethernet	control	information	to	network	protocol	data	applies	source	and	destination	MAC	addresses	to	Ethernet	frame	responsible	for	the	internal	structure	of	Ethernet	frame	implements	trailer	with	frame	check
sequence	for	error	detection	Other	case:	enables	IPv4	and	IPv6	to	utilize	the	same	physical	medium	applies	source	and	destination	MAC	addresses	to	Ethernet	frame	integrates	Layer	2	flows	between	10	Gigabit	Ethernet	over	fiber	and	1	Gigabit	Ethernet	over	copper	handles	communication	between	upper	layer	networking	software	and	Ethernet	NIC
hardware	responsible	for	internal	structure	of	Ethernet	frame	Explanation:	The	data	link	layer	is	actually	divided	into	two	sublayers:	+	Logical	Link	Control	(LLC):	This	upper	sublayer	defines	the	software	processes	that	provide	services	to	the	network	layer	protocols.	It	places	information	in	the	frame	that	identifies	which	network	layer	protocol	is
being	used	for	the	frame.	This	information	allows	multiple	Layer	3	protocols,	such	as	IPv4	and	IPv6,	to	utilize	the	same	network	interface	and	media.	+	Media	Access	Control	(MAC):	This	lower	sublayer	defines	the	media	access	processes	performed	by	the	hardware.	It	provides	data	link	layer	addressing	and	delimiting	of	data	according	to	the	physical
signaling	requirements	of	the	medium	and	the	type	of	data	link	layer	protocol	in	use.	56.	The	global	configuration	command	ip	default-gateway	172.16.100.1	is	applied	to	a	switch.	What	is	the	effect	of	this	command?	The	switch	can	communicate	with	other	hosts	on	the	172.16.100.0	network.	The	switch	can	be	remotely	managed	from	a	host	on
another	network.	The	switch	is	limited	to	sending	and	receiving	frames	to	and	from	the	gateway	172.16.100.1.	The	switch	will	have	a	management	interface	with	the	address	172.16.100.1.	Explanation:	A	default	gateway	address	is	typically	configured	on	all	devices	to	allow	them	to	communicate	beyond	just	their	local	network.In	a	switch	this	is
achieved	using	the	command	ip	default-gateway	.	57.	What	happens	when	the	transport	input	ssh	command	is	entered	on	the	switch	vty	lines?	The	SSH	client	on	the	switch	is	enabled.	The	switch	requires	a	username/password	combination	for	remote	access.	Communication	between	the	switch	and	remote	users	is	encrypted.	The	switch	requires
remote	connections	via	a	proprietary	client	software.	Explanation:	The	transport	input	ssh	command	when	entered	on	the	switch	vty	(virtual	terminal	lines)	will	encrypt	all	inbound	controlled	telnet	connections.	58.	Match	the	type	of	threat	with	the	cause.	(Not	all	options	are	used.)	electrical	threats	voltage	spikes,	insufficient	supply	voltage
(brownouts),	unconditioned	power	(noise),	and	total	power	loss	hardware	threats	physical	damage	to	servers,	routers,	switches,	cabling	plant,	and	workstations	environmental	threats	temperature	extremes	(too	hot	or	too	cold)	or	humidity	extremes	(too	wet	or	too	dry)	maintenance	threats	poor	handling	of	key	electrical	components	(electrostatic
discharge),	lack	of	critical	spare	parts,	poor	cabling,	and	poor	labeling	59.	A	disgruntled	employee	is	using	some	free	wireless	networking	tools	to	determine	information	about	the	enterprise	wireless	networks.	This	person	is	planning	on	using	this	information	to	hack	the	wireless	network.	What	type	of	attack	is	this?	DoS	access	reconnaissance	Trojan
horse	Explanation:	A	reconnaissance	attack	is	the	unauthorized	discovery	and	documentation	of	various	computing	networks,	network	systems,	resources,	applications,	services,	or	vulnerabilities.	60.	What	service	is	provided	by	HTTP?	Uses	encryption	to	secure	the	exchange	of	text,	graphic	images,	sound,	and	video	on	the	web.	Allows	for	data
transfers	between	a	client	and	a	file	server.	An	application	that	allows	real-time	chatting	among	remote	users.	A	basic	set	of	rules	for	exchanging	text,	graphic	images,	sound,	video,	and	other	multimedia	files	on	the	web.	61.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	67.	What	service	is	the	client	requesting?
62.	What	are	two	problems	that	can	be	caused	by	a	large	number	of	ARP	request	and	reply	messages?	(Choose	two.)	Switches	become	overloaded	because	they	concentrate	all	the	traffic	from	the	attached	subnets.	The	ARP	request	is	sent	as	a	broadcast,	and	will	flood	the	entire	subnet.	The	network	may	become	overloaded	because	ARP	reply
messages	have	a	very	large	payload	due	to	the	48-bit	MAC	address	and	32-bit	IP	address	that	they	contain.	A	large	number	of	ARP	request	and	reply	messages	may	slow	down	the	switching	process,	leading	the	switch	to	make	many	changes	in	its	MAC	table.	All	ARP	request	messages	must	be	processed	by	all	nodes	on	the	local	network.	Explanation:
ARP	requests	are	sent	as	broadcasts:	(1)	All	nodes	will	receive	them,	and	they	will	be	processed	by	software,	interrupting	the	CPU.	(2)	The	switch	forwards	(floods)	Layer	2	broadcasts	to	all	ports.	A	switch	does	not	change	its	MAC	table	based	on	ARP	request	or	reply	messages.	The	switch	populates	the	MAC	table	using	the	source	MAC	address	of	all
frames.	The	ARP	payload	is	very	small	and	does	not	overload	the	switch.	63.	A	group	of	Windows	PCs	in	a	new	subnet	has	been	added	to	an	Ethernet	network.	When	testing	the	connectivity,	a	technician	finds	that	these	PCs	can	access	local	network	resources	but	not	the	Internet	resources.	To	troubleshoot	the	problem,	the	technician	wants	to	initially
confirm	the	IP	address	and	DNS	configurations	on	the	PCs,	and	also	verify	connectivity	to	the	local	router.	Which	three	Windows	CLI	commands	and	utilities	will	provide	the	necessary	information?	(Choose	three.)	netsh	interface	ipv6	show	neighbor	arp	-a	tracert	ping	ipconfig	nslookup	telnet	64.	During	the	process	of	forwarding	traffic,	what	will	the
router	do	immediately	after	matching	the	destination	IP	address	to	a	network	on	a	directly	connected	routing	table	entry?	analyze	the	destination	IP	address	switch	the	packet	to	the	directly	connected	interface	look	up	the	next-hop	address	for	the	packet	discard	the	traffic	after	consulting	the	route	table	Explanation:	A	router	receives	a	packet	on	an
interface	and	looks	at	the	destination	IP	address.	It	consults	its	routing	table	and	matches	the	destination	IP	address	to	a	routing	table	entry.	The	router	then	discovers	that	it	has	to	send	the	packet	to	the	next-hop	address	or	out	to	a	directly	connected	interface.	When	the	destination	address	is	on	a	directly	connected	interface,	the	packet	is	switched
over	to	that	interface.	65.	What	characteristic	describes	antispyware?	applications	that	protect	end	devices	from	becoming	infected	with	malicious	software	a	network	device	that	filters	access	and	traffic	coming	into	a	network	software	on	a	router	that	filters	traffic	based	on	IP	addresses	or	applications	a	tunneling	protocol	that	provides	remote	users
with	secure	access	into	the	network	of	an	organization	66.	A	network	administrator	needs	to	keep	the	user	ID,	password,	and	session	contents	private	when	establishing	remote	CLI	connectivity	with	a	switch	to	manage	it.	Which	access	method	should	be	chosen?	67.	What	are	the	two	most	effective	ways	to	defend	against	malware?	(Choose	two.)
Implement	a	VPN.	Implement	network	firewalls.	Implement	RAID.	Implement	strong	passwords.	Update	the	operating	system	and	other	application	software.	Install	and	update	antivirus	software.	Explanation:	A	cybersecurity	specialist	must	be	aware	of	the	technologies	and	measures	that	are	used	as	countermeasures	to	protect	the	organization	from
threats	and	vulnerabilities.	68.	Which	type	of	security	threat	would	be	responsible	if	a	spreadsheet	add-on	disables	the	local	software	firewall?	brute-force	attack	Trojan	horse	DoS	buffer	overflow	Explanation:	A	Trojan	horse	is	software	that	does	something	harmful,	but	is	hidden	in	legitimate	software	code.	A	denial	of	service	(DoS)	attack	results	in
interruption	of	network	services	to	users,	network	devices,	or	applications.	A	brute-force	attack	commonly	involves	trying	to	access	a	network	device.	A	buffer	overflow	occurs	when	a	program	attempts	to	store	more	data	in	a	memory	location	than	it	can	hold.	69.	Which	frame	field	is	created	by	a	source	node	and	used	by	a	destination	node	to	ensure
that	a	transmitted	data	signal	has	not	been	altered	by	interference,	distortion,	or	signal	loss?	User	Datagram	Protocol	field	transport	layer	error	check	field	flow	control	field	frame	check	sequence	field	error	correction	process	field	70.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	4	connected	devices.
What	is	the	smallest	network	mask	that	the	network	administrator	can	use	for	the	new	network?	255.255.255.248	255.255.255.0	255.255.255.128	255.255.255.192	71.	What	service	is	provided	by	POP3?	Retrieves	email	from	the	server	by	downloading	the	email	to	the	local	mail	application	of	the	client.	An	application	that	allows	real-time	chatting
among	remote	users.	Allows	remote	access	to	network	devices	and	servers.	Uses	encryption	to	provide	secure	remote	access	to	network	devices	and	servers.	72.	What	two	security	solutions	are	most	likely	to	be	used	only	in	a	corporate	environment?	(Choose	two.)	antispyware	virtual	private	networks	intrusion	prevention	systems	strong	passwords
antivirus	software	73.	What	characteristic	describes	antivirus	software?	applications	that	protect	end	devices	from	becoming	infected	with	malicious	software	a	network	device	that	filters	access	and	traffic	coming	into	a	network	a	tunneling	protocol	that	provides	remote	users	with	secure	access	into	the	network	of	an	organization	software	on	a
router	that	filters	traffic	based	on	IP	addresses	or	applications	74.	What	mechanism	is	used	by	a	router	to	prevent	a	received	IPv4	packet	from	traveling	endlessly	on	a	network?	It	checks	the	value	of	the	TTL	field	and	if	it	is	0,	it	discards	the	packet	and	sends	a	Destination	Unreachable	message	to	the	source	host.	It	checks	the	value	of	the	TTL	field
and	if	it	is	100,	it	discards	the	packet	and	sends	a	Destination	Unreachable	message	to	the	source	host.	It	decrements	the	value	of	the	TTL	field	by	1	and	if	the	result	is	0,	it	discards	the	packet	and	sends	a	Time	Exceeded	message	to	the	source	host.	It	increments	the	value	of	the	TTL	field	by	1	and	if	the	result	is	100,	it	discards	the	packet	and	sends	a
Parameter	Problem	message	to	the	source	host.	75.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	69.	What	service	is	the	client	requesting?	76.	An	administrator	defined	a	local	user	account	with	a	secret	password	on	router	R1	for	use	with	SSH.	Which	three	additional	steps	are	required	to	configure	R1	to	accept
only	encrypted	SSH	connections?	(Choose	three.)	Configure	DNS	on	the	router.	Generate	two-way	pre-shared	keys.	Configure	the	IP	domain	name	on	the	router.	Generate	the	SSH	keys.	Enable	inbound	vty	SSH	sessions.	Enable	inbound	vty	Telnet	sessions.	77.	Which	two	functions	are	performed	at	the	MAC	sublayer	of	the	OSI	Data	Link	Layer	to
facilitate	Ethernet	communication?	(Choose	two.)	handles	communication	between	upper	layer	networking	software	and	Ethernet	NIC	hardware	implements	trailer	with	frame	check	sequence	for	error	detection	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer	protocol	is	being	encapsulated	by	the	frame	implements	a
process	to	delimit	fields	within	an	Ethernet	2	frame	adds	Ethernet	control	information	to	network	protocol	data	Case	2:	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer	protocol	is	being	encapsulated	by	the	frame	adds	Ethernet	control	information	to	network	protocol	data	responsible	for	internal	structure	of	Ethernet
frame	enables	IPv4	and	IPv6	to	utilize	the	same	physical	medium	implements	trailer	with	frame	check	sequence	for	error	detection	Case	3:	integrates	Layer	2	flows	between	10	Gigabit	Ethernet	over	fiber	and	1	Gigabit	Ethernet	over	copper	enables	IPv4	and	IPv6	to	utilize	the	same	physical	medium	handles	communication	between	upper	layer
networking	software	and	Ethernet	NIC	hardware	adds	Ethernet	control	information	to	network	protocol	data	implements	CSMA/CD	over	legacy	shared	half-duplex	media	Case	4:	applies	delimiting	of	Ethernet	frame	fields	to	synchronize	communication	between	nodes	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer
protocol	is	being	encapsulated	by	the	frame	adds	Ethernet	control	information	to	network	protocol	data	implements	trailer	with	frame	check	sequence	for	error	detection	handles	communication	between	upper	layer	networking	software	and	Ethernet	NIC	hardware	Case	5:	applies	delimiting	of	Ethernet	frame	fields	to	synchronize	communication
between	nodes	applies	source	and	destination	MAC	addresses	to	Ethernet	frame	places	information	in	the	Ethernet	frame	that	identifies	which	network	layer	protocol	is	being	encapsulated	by	the	frame	handles	communication	between	upper	layer	networking	software	and	Ethernet	NIC	hardware	adds	Ethernet	control	information	to	network	protocol
data	78.	An	IPv6	enabled	device	sends	a	data	packet	with	the	destination	address	of	FF02::2.	What	is	the	target	of	this	packet?​	all	IPv6	enabled	devices	on	the	local	link​	all	IPv6	DHCP	servers​	all	IPv6	enabled	devices	across	the	network​	all	IPv6	configured	routers	on	the	local	link​	Explanation:	FF02::2	identifies	all	IPv6	routers	that	exist	on	the	link	or
network.	FF02::1	is	the	target	for	all	IPv6	enabled	devices	on	the	link	or	network.​	79.	What	are	the	three	parts	of	an	IPv6	global	unicast	address?	(Choose	three.)	subnet	ID	subnet	mask	broadcast	address	global	routing	prefix	interface	ID	Explanation:	The	general	format	for	IPv6	global	unicast	addresses	includes	a	global	routing	prefix,	a	subnet	ID,
and	an	interface	ID.	The	global	routing	prefix	is	the	network	portion	of	the	address.	A	typical	global	routing	prefix	is	/48	assigned	by	the	Internet	provider.	The	subnet	ID	portion	can	be	used	by	an	organization	to	create	multiple	subnetwork	numbers.	The	interface	ID	is	similar	to	the	host	portion	of	an	IPv4	address.	80.	A	network	administrator	is
designing	the	layout	of	a	new	wireless	network.	Which	three	areas	of	concern	should	be	accounted	for	when	building	a	wireless	network?	(Choose	three.)	extensive	cabling	mobility	options	packet	collision	interference	security	coverage	area	Explanation:	The	three	areas	of	concern	for	wireless	networks	focus	on	the	size	of	the	coverage	area,	any
nearby	interference,	and	providing	network	security.	Extensive	cabling	is	not	a	concern	for	wireless	networks,	as	a	wireless	network	will	require	minimal	cabling	for	providing	wireless	access	to	hosts.	Mobility	options	are	not	a	component	of	the	areas	of	concern	for	wireless	networks.	81.	A	new	network	administrator	has	been	asked	to	enter	a	banner
message	on	a	Cisco	device.	What	is	the	fastest	way	a	network	administrator	could	test	whether	the	banner	is	properly	configured?	Enter	CTRL-Z	at	the	privileged	mode	prompt.	Exit	global	configuration	mode.	Power	cycle	the	device.	Reboot	the	device.	Exit	privileged	EXEC	mode	and	press	Enter	.	82.	What	method	is	used	to	manage	contention-based
access	on	a	wireless	network?	token	passing	CSMA/CA	priority	ordering	CSMA/CD	83.	What	is	a	function	of	the	data	link	layer?	provides	the	formatting	of	data	provides	end-to-end	delivery	of	data	between	hosts	provides	delivery	of	data	between	two	applications	provides	for	the	exchange	of	frames	over	a	common	local	media	84.	What	is	the	purpose
of	the	TCP	sliding	window?	to	ensure	that	segments	arrive	in	order	at	the	destination	to	end	communication	when	data	transmission	is	complete	to	inform	a	source	to	retransmit	data	from	a	specific	point	forward	to	request	that	a	source	decrease	the	rate	at	which	it	transmits	data	Explanation:	The	TCP	sliding	window	allows	a	destination	device	to
inform	a	source	to	slow	down	the	rate	of	transmission.	To	do	this,	the	destination	device	reduces	the	value	contained	in	the	window	field	of	the	segment.	It	is	acknowledgment	numbers	that	are	used	to	specify	retransmission	from	a	specific	point	forward.	It	is	sequence	numbers	that	are	used	to	ensure	segments	arrive	in	order.	Finally,	it	is	a	FIN



control	bit	that	is	used	to	end	a	communication	session.	85.	What	characteristic	describes	spyware?	a	network	device	that	filters	access	and	traffic	coming	into	a	network	software	that	is	installed	on	a	user	device	and	collects	information	about	the	user	an	attack	that	slows	or	crashes	a	device	or	network	service	the	use	of	stolen	credentials	to	access
private	data	86.	Which	switching	method	drops	frames	that	fail	the	FCS	check?	store-and-forward	switching	borderless	switching	ingress	port	buffering	cut-through	switching	87.	Which	range	of	link-local	addresses	can	be	assigned	to	an	IPv6-enabled	interface?	FEC0::/10	FDEE::/7	FE80::/10	FF00::/8	Explain:	Link-local	addresses	are	in	the	range	of
FE80::/10	to	FEBF::/10.	The	original	IPv6	specification	defined	site-local	addresses	and	used	the	prefix	range	FEC0::/10,	but	these	addresses	were	deprecated	by	the	IETF	in	favor	of	unique	local	addresses.	FDEE::/7	is	a	unique	local	address	because	it	is	in	the	range	of	FC00::/7	to	FDFF::/7.	IPv6	multicast	addresses	have	the	prefix	FF00::/8.	88.	What
service	is	provided	by	FTP?	A	basic	set	of	rules	for	exchanging	text,	graphic	images,	sound,	video,	and	other	multimedia	files	on	the	web.	An	application	that	allows	real-time	chatting	among	remote	users.	Allows	for	data	transfers	between	a	client	and	a	file	server.	Uses	encryption	to	secure	the	exchange	of	text,	graphic	images,	sound,	and	video	on
the	web.	89.	A	user	is	attempting	to	access	without	success.	Which	two	configuration	values	must	be	set	on	the	host	to	allow	this	access?	(Choose	two.)	DNS	server	source	port	number	HTTP	server	source	MAC	address	default	gateway	90.	Which	two	statements	accurately	describe	an	advantage	or	a	disadvantage	when	deploying	NAT	for	IPv4	in	a
network?	(Choose	two.)	NAT	adds	authentication	capability	to	IPv4.	NAT	introduces	problems	for	some	applications	that	require	end-to-end	connectivity.	NAT	will	impact	negatively	on	switch	performance.	NAT	provides	a	solution	to	slow	down	the	IPv4	address	depletion.	NAT	improves	packet	handling.	NAT	causes	routing	tables	to	include	more
information.	Explanation:	Network	Address	Translation	(NAT)	is	a	technology	that	is	implemented	within	IPv4	networks.	One	application	of	NAT	is	to	use	private	IP	addresses	inside	a	network	and	use	NAT	to	share	a	few	public	IP	addresses	for	many	internal	hosts.	In	this	way	it	provides	a	solution	to	slow	down	the	IPv4	address	depletion.	However,
since	NAT	hides	the	actual	IP	addresses	that	are	used	by	end	devices,	it	may	cause	problems	for	some	applications	that	require	end-to-end	connectivity.	91.	What	would	be	the	interface	ID	of	an	IPv6	enabled	interface	with	a	MAC	address	of	1C-6F-65-C2-BD-F8	when	the	interface	ID	is	generated	by	using	the	EUI-64	process?	0C6F:65FF:FEC2:BDF8
1E6F:65FF:FEC2:BDF8	C16F:65FF:FEC2:BDF8	106F:65FF:FEC2:BDF8	Explanation:	To	derive	the	EUI-64	interface	ID	by	using	the	MAC	address	1C-6F-65-C2-BD-F8,	three	steps	are	taken.	Change	the	seventh	bit	of	the	MAC	address	from	a	binary	0	to	a	binary	1	which	changes	the	hex	C,	into	a	hex	E.	Insert	hex	digits	FFFE	into	the	middle	of	the
address.	Rewrite	the	address	in	IPv6	format.	The	three	steps,	when	complete,	give	the	interface	ID	of	1E6F:65FF:FEC2:BDF8.	92.	Refer	to	the	exhibit.	PC1	issues	an	ARP	request	because	it	needs	to	send	a	packet	to	PC2.	In	this	scenario,	what	will	happen	next?	SW1	will	send	an	ARP	reply	with	the	SW1	Fa0/1	MAC	address.​	SW1	will	send	an	ARP	reply
with	the	PC2	MAC	address.​	PC2	will	send	an	ARP	reply	with	the	PC2	MAC	address.	RT1	will	send	an	ARP	reply	with	the	RT1	Fa0/0	MAC	address.​	RT1	will	send	an	ARP	reply	with	the	PC2	MAC	address.​	Explain:	When	a	network	device	wants	to	communicate	with	another	device	on	the	same	network,	it	sends	a	broadcast	ARP	request.	In	this	case,	the
request	will	contain	the	IP	address	of	PC2.	The	destination	device	(PC2)	sends	an	ARP	reply	with	its	MAC	address.	93.	What	service	is	provided	by	BOOTP?	Uses	encryption	to	secure	the	exchange	of	text,	graphic	images,	sound,	and	video	on	the	web.	Allows	for	data	transfers	between	a	client	and	a	file	server.	Legacy	application	that	enables	a	diskless
workstation	to	discover	its	own	IP	address	and	find	a	BOOTP	server	on	the	network.	A	basic	set	of	rules	for	exchanging	text,	graphic	images,	sound,	video,	and	other	multimedia	files	on	the	web.	94.	What	characteristic	describes	adware?	a	network	device	that	filters	access	and	traffic	coming	into	a	network	software	that	is	installed	on	a	user	device
and	collects	information	about	the	user	the	use	of	stolen	credentials	to	access	private	data	an	attack	that	slows	or	crashes	a	device	or	network	service	95.	When	a	switch	configuration	includes	a	user-defined	error	threshold	on	a	per-port	basis,	to	which	switching	method	will	the	switch	revert	when	the	error	threshold	is	reached?	cut-through	store-
and-forward	fast-forward	fragment-free	96.	Match	a	statement	to	the	related	network	model.	(Not	all	options	are	used.)	ITN	(Version	7.00)	–	ITNv7	Final	Exam	Place	the	options	in	the	following	order:peer-to-peer	network	[+]	no	dedicated	server	is	required	[+]	client	and	server	roles	are	set	on	a	per	request	basis	peer-to-peer	aplication	[#]	requires	a
specific	user	interface	[#]	a	background	service	is	required	Explain:	Peer-to-peer	networks	do	not	require	the	use	of	a	dedicated	server,	and	devices	can	assume	both	client	and	server	roles	simultaneously	on	a	per	request	basis.	Because	they	do	not	require	formalized	accounts	or	permissions,	they	are	best	used	in	limited	situations.	Peer-to-peer
applications	require	a	user	interface	and	background	service	to	be	running,	and	can	be	used	in	more	diverse	situations.	97.	What	are	two	primary	responsibilities	of	the	Ethernet	MAC	sublayer?	(Choose	two.)	error	detection	frame	delimiting	accessing	the	media	data	encapsulation	logical	addressing	98.	Refer	to	the	exhibit.	What	three	facts	can	be
determined	from	the	viewable	output	of	the	show	ip	interface	brief	command?	(Choose	three.)	Two	physical	interfaces	have	been	configured.	The	switch	can	be	remotely	managed.	One	device	is	attached	to	a	physical	interface.	Passwords	have	been	configured	on	the	switch.	Two	devices	are	attached	to	the	switch.	The	default	SVI	has	been	configured.
Explain:	Vlan1	is	the	default	SVI.	Because	an	SVI	has	been	configured,	the	switch	can	be	configured	and	managed	remotely.	FastEthernet0/0	is	showing	up	and	up,	so	a	device	is	connected.	99.	Match	each	type	of	frame	field	to	its	function.	(Not	all	options	are	used.)	addressing	This	field	helps	to	direct	the	frame	toward	its	destination.	error	detection
This	field	checks	if	the	frame	has	been	damaged	during	the	transfer.	type	This	field	is	used	by	the	LLC	to	identify	the	Layer	3	protocol.	frame	start	This	field	identifies	the	beginning	of	a	frame.	100.	What	is	the	subnet	ID	associated	with	the	IPv6	address	2001:DA48:FC5:A4:3D1B::1/64?	2001:DA48::/64​	2001:DA48:FC5::A4:/64​	2001:DA48:FC5:A4::/64​
2001::/64	101.	Match	the	firewall	function	to	the	type	of	threat	protection	it	provides	to	the	network.	(Not	all	options	are	used.)	prevents	access	by	port	number	application	filtering	prevents	access	based	on	IP	or	MAC	address	packet	filtering	prevents	unsolicited	incoming	sessions	stateful	packet	inspection	prevents	access	to	websites	URL	filtering
Explain:Firewall	products	come	packaged	in	various	forms.	These	products	use	different	techniques	for	determining	what	will	be	permitted	or	denied	access	to	a	network.	They	include	the	following:	+	Packet	filtering	–	Prevents	or	allows	access	based	on	IP	or	MAC	addresses	+	Application	filtering	–	Prevents	or	allows	access	by	specific	application
types	based	on	port	numbers	+	URL	filtering	–	Prevents	or	allows	access	to	websites	based	on	specific	URLs	or	keywords	+	Stateful	packet	inspection	(SPI)	–	Incoming	packets	must	be	legitimate	responses	to	requests	from	internal	hosts.	Unsolicited	packets	are	blocked	unless	permitted	specifically.	SPI	can	also	include	the	capability	to	recognize	and
filter	out	specific	types	of	attacks,	such	as	denial	of	service	(DoS)	102.	Users	are	reporting	longer	delays	in	authentication	and	in	accessing	network	resources	during	certain	time	periods	of	the	week.	What	kind	of	information	should	network	engineers	check	to	find	out	if	this	situation	is	part	of	a	normal	network	behavior?	syslog	records	and	messages
the	network	performance	baseline	debug	output	and	packet	captures	network	configuration	files	103.	How	does	the	service	password-encryption	command	enhance	password	security	on	Cisco	routers	and	switches?	It	requires	encrypted	passwords	to	be	used	when	connecting	remotely	to	a	router	or	switch	with	Telnet.	It	encrypts	passwords	that	are
stored	in	router	or	switch	configuration	files.	It	requires	that	a	user	type	encrypted	passwords	to	gain	console	access	to	a	router	or	switch.	It	encrypts	passwords	as	they	are	sent	across	the	network.	Explain:	The	service	password-encryption	command	encrypts	plaintext	passwords	in	the	configuration	file	so	that	they	cannot	be	viewed	by	unauthorized
users.	104.	Which	two	statements	are	correct	in	a	comparison	of	IPv4	and	IPv6	packet	headers?	(Choose	two.)	The	Source	Address	field	name	from	IPv4	is	kept	in	IPv6.	The	Version	field	from	IPv4	is	not	kept	in	IPv6.	The	Destination	Address	field	is	new	in	IPv6.	The	Header	Checksum	field	name	from	IPv4	is	kept	in	IPv6.	The	Time-to-Live	field	from
IPv4	has	been	replaced	by	the	Hop	Limit	field	in	IPv6.	Explanation:	The	IPv6	packet	header	fields	are	as	follows:	Version,	Traffic	Class,	Flow	Label,	Payload	Length,	Next	Header,	Hop	Limit,	Source	Address,	and	Destination	Address.	The	IPv4	packet	header	fields	include	the	following:	Version,	Differentiated	Services,	Time-to-Live,	Protocol,	Source	IP
Address,	and	Destination	IP	Address.	Both	versions	have	a	4-bit	Version	field.	Both	versions	have	a	Source	(IP)	Address	field.	IPv4	addresses	are	32	bits;	IPv6	addresses	are	128	bits.	The	Time-to-Live	or	TTL	field	in	IPv4	is	now	called	Hop	Limit	in	IPv6,	but	this	field	serves	the	same	purpose	in	both	versions.	The	value	in	this	8-bit	field	decrements	each
time	a	packet	passes	through	any	router.	When	this	value	is	0,	the	packet	is	discarded	and	is	not	forwarded	to	any	other	router.	105.	A	network	administrator	wants	to	have	the	same	network	mask	for	all	networks	at	a	particular	small	site.	The	site	has	the	following	networks	and	number	of	devices:	IP	phones	–	22	addresses	PCs	–	20	addresses	needed
Printers	–	2	addresses	needed	Scanners	–	2	addresses	needed	The	network	administrator	has	deemed	that	192.168.10.0/24	is	to	be	the	network	used	at	this	site.	Which	single	subnet	mask	would	make	the	most	efficient	use	of	the	available	addresses	to	use	for	the	four	subnetworks?	255.255.255.192	255.255.255.252	255.255.255.240	255.255.255.248
255.255.255.0	255.255.255.224	106.	What	characteristic	describes	identity	theft?	the	use	of	stolen	credentials	to	access	private	data	software	on	a	router	that	filters	traffic	based	on	IP	addresses	or	applications	software	that	identifies	fast-spreading	threats	a	tunneling	protocol	that	provides	remote	users	with	secure	access	into	the	network	of	an
organization	107.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	200	connected	devices.	What	is	the	smallest	network	mask	that	the	network	administrator	can	use	for	the	new	network?	255.255.255.240	255.255.255.0	255.255.255.248	255.255.255.224	108.	What	are	three	commonly	followed	standards
for	constructing	and	installing	cabling?	(Choose	three.)	cost	per	meter	(foot)	cable	lengths	connector	color	pinouts	connector	types	tensile	strength	of	plastic	insulator	109.	Refer	to	the	exhibit.	What	is	wrong	with	the	displayed	termination?	The	woven	copper	braid	should	not	have	been	removed.	The	wrong	type	of	connector	is	being	used.	The
untwisted	length	of	each	wire	is	too	long.	The	wires	are	too	thick	for	the	connector	that	is	used.	Explanation:	When	a	cable	to	an	RJ-45	connector	is	terminated,	it	is	important	to	ensure	that	the	untwisted	wires	are	not	too	long	and	that	the	flexible	plastic	sheath	surrounding	the	wires	is	crimped	down	and	not	the	bare	wires.	None	of	the	colored	wires
should	be	visible	from	the	bottom	of	the	jack.	110.	Match	the	characteristic	to	the	category.	(Not	all	options	are	used.)	IP	address	MAC	address	contained	in	the	Layer	3	header	contained	in	the	Layer	2	header	separated	into	a	network	portion	and	a	unique	identifier	separated	into	OUI	and	a	unique	identifier	32	or	128	bits	48	bits	111.	A	client	packet
is	received	by	a	server.	The	packet	has	a	destination	port	number	of	143.	What	service	is	the	client	requesting?	112.	What	are	two	characteristics	shared	by	TCP	and	UDP?	(Choose	two.)	default	window	size	connectionless	communication	port	numbering	3-way	handshake	ability	to	to	carry	digitized	voice	use	of	checksum	Explain:	Both	TCP	and	UDP
use	source	and	destination	port	numbers	to	distinguish	different	data	streams	and	to	forward	the	right	data	segments	to	the	right	applications.	Error	checking	the	header	and	data	is	done	by	both	protocols	by	using	a	checksum	calculation	to	determine	the	integrity	of	the	data	that	is	received.	TCP	is	connection-oriented	and	uses	a	3-way	handshake	to
establish	an	initial	connection.	TCP	also	uses	window	to	regulate	the	amount	of	traffic	sent	before	receiving	an	acknowledgment.	UDP	is	connectionless	and	is	the	best	protocol	for	carry	digitized	VoIP	signals.	113.	Refer	to	the	exhibit.	Which	two	network	addresses	can	be	assigned	to	the	network	containing	10	hosts?	Your	answers	should	waste	the
fewest	addresses,	not	reuse	addresses	that	are	already	assigned,	and	stay	within	the	10.18.10.0/24	range	of	addresses.	(Choose	two.)	10.18.10.200/28	10.18.10.208/28	10.18.10.240/27	10.18.10.200/27	10.18.10.224/27	10.18.10.224/28	Explanation:	Addresses	10.18.10.0	through	10.18.10.63	are	taken	for	the	leftmost	network.	Addresses	192	through
199	are	used	by	the	center	network.	Because	4	host	bits	are	needed	to	accommodate	10	hosts,	a	/28	mask	is	needed.	10.18.10.200/28	is	not	a	valid	network	number.	Two	subnets	that	can	be	used	are	10.18.10.208/28	and	10.18.10.224/28.	114.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	21.	What	service	is	the
client	requesting?	115.	What	attribute	of	a	NIC	would	place	it	at	the	data	link	layer	of	the	OSI	model?	attached	Ethernet	cable	IP	address	MAC	address	RJ-45	port	TCP/IP	protocol	stack	116.	A	network	administrator	is	adding	a	new	LAN	to	a	branch	office.	The	new	LAN	must	support	10	connected	devices.	What	is	the	smallest	network	mask	that	the
network	administrator	can	use	for	the	new	network?	255.255.255.192	255.255.255.248	255.255.255.224	255.255.255.240	117.	What	technique	is	used	with	UTP	cable	to	help	protect	against	signal	interference	from	crosstalk?	wrapping	a	foil	shield	around	the	wire	pairs	twisting	the	wires	together	into	pairs	terminating	the	cable	with	special
grounded	connectors	encasing	the	cables	within	a	flexible	plastic	sheath	Explanation:	To	help	prevent	the	effects	of	crosstalk,	UTP	cable	wires	are	twisted	together	into	pairs.	Twisting	the	wires	together	causes	the	magnetic	fields	of	each	wire	to	cancel	each	other	out.	118.	Refer	to	the	exhibit.	The	network	administrator	has	assigned	the	LAN	of
LBMISS	an	address	range	of	192.168.10.0.	This	address	range	has	been	subnetted	using	a	/29	prefix.	In	order	to	accommodate	a	new	building,	the	technician	has	decided	to	use	the	fifth	subnet	for	configuring	the	new	network	(subnet	zero	is	the	first	subnet).	By	company	policies,	the	router	interface	is	always	assigned	the	first	usable	host	address
and	the	workgroup	server	is	given	the	last	usable	host	address.	Which	configuration	should	be	entered	into	the	properties	of	the	workgroup	server	to	allow	connectivity	to	the	Internet?	IP	address:	192.168.10.65	subnet	mask:	255.255.255.240,	default	gateway:	192.168.10.76	IP	address:	192.168.10.38	subnet	mask:	255.255.255.240,	default	gateway:
192.168.10.33	IP	address:	192.168.10.38	subnet	mask:	255.255.255.248,	default	gateway:	192.168.10.33	IP	address:	192.168.10.41	subnet	mask:	255.255.255.248,	default	gateway:	192.168.10.46	IP	address:	192.168.10.254	subnet	mask:	255.255.255.0,	default	gateway:	192.168.10.1	Explain:	Using	a	/29	prefix	to	subnet	192.168.10.0	results	in
subnets	that	increment	by	8:	192.168.10.0	(1)	192.168.10.8	(2)	192.168.10.16	(3)	192.168.10.24	(4)	192.168.10.32	(5)	119.	Refer	to	the	exhibit.	The	switches	are	in	their	default	configuration.	Host	A	needs	to	communicate	with	host	D,	but	host	A	does	not	have	the	MAC	address	for	its	default	gateway.	Which	network	hosts	will	receive	the	ARP	request
sent	by	host	A?	only	host	D	only	router	R1	only	hosts	A,	B,	and	C	only	hosts	A,	B,	C,	and	D	only	hosts	B	and	C	only	hosts	B,	C,	and	router	R1	Explain:	Since	host	A	does	not	have	the	MAC	address	of	the	default	gateway	in	its	ARP	table,	host	A	sends	an	ARP	broadcast.	The	ARP	broadcast	would	be	sent	to	every	device	on	the	local	network.	Hosts	B,	C,
and	router	R1	would	receive	the	broadcast.	Router	R1	would	not	forward	the	message.	120.	Match	a	statement	to	the	related	network	model.	(Not	all	options	are	used.)	ITN	(Version	7.00)	–	ITNv7	Final	Exam	Place	the	options	in	the	following	order:peer-to-peer	network	[+]	no	dedicated	server	is	required	[+]	client	and	server	roles	are	set	on	a	per
request	basis	peer-to-peer	aplication	[#]	requires	a	specific	user	interface	[#]	a	background	service	is	required	Explain:	Peer-to-peer	networks	do	not	require	the	use	of	a	dedicated	server,	and	devices	can	assume	both	client	and	server	roles	simultaneously	on	a	per	request	basis.	Because	they	do	not	require	formalized	accounts	or	permissions,	they
are	best	used	in	limited	situations.	Peer-to-peer	applications	require	a	user	interface	and	background	service	to	be	running,	and	can	be	used	in	more	diverse	situations.	121.	Refer	to	the	exhibit.	A	network	engineer	has	been	given	the	network	address	of	192.168.99.0	and	a	subnet	mask	of	255.255.255.192	to	subnet	across	the	four	networks	shown.
How	many	total	host	addresses	are	unused	across	all	four	subnets?	122.	Which	connector	is	used	with	twisted-pair	cabling	in	an	Ethernet	LAN?	LC	conector	SC	conector	BNC	RJ	11	True	Answer:	RJ	45	(true	answer)	123.	A	client	packet	is	received	by	a	server.	The	packet	has	a	destination	port	number	of	22.	What	service	is	the	client	requesting?	124.
What	characteristic	describes	an	IPS?	a	tunneling	protocol	that	provides	remote	users	with	secure	access	into	the	network	of	an	organization	a	network	device	that	filters	access	and	traffic	coming	into	a	network	software	that	identifies	fast-spreading	threats	software	on	a	router	that	filters	traffic	based	on	IP	addresses	or	applications	Explanation:	IPS
–	An	intrusion	prevention	system	(IPS)	monitors	incoming	and	outgoing	traffic	looking	for	malware,	network	attack	signatures,	and	more.	If	it	recognizes	a	threat,	it	can	immediately	stop	it.	125.	What	service	is	provided	by	DHCP?	An	application	that	allows	real-time	chatting	among	remote	users.	Allows	remote	access	to	network	devices	and	servers.
Dynamically	assigns	IP	addresses	to	end	and	intermediary	devices.	Uses	encryption	to	provide	secure	remote	access	to	network	devices	and	servers.	126.	Match	the	header	field	with	the	appropriate	layer	of	the	OSI	model.	(Not	all	options	are	used.)	Layer	2	Layer	3	Layer	4	802.2	header	source	IP	address	destination	port	number	FCS	(frame	check
sequence)	TTL	Acknowledgement	number	destination	MAC	address	127.	Refer	to	the	exhibit.	The	switches	have	a	default	configuration.	Host	A	needs	to	communicate	with	host	D,	but	host	A	does	not	have	the	MAC	address	for	the	default	gateway.	Which	network	devices	will	receive	the	ARP	request	sent	by	host	A?	i360201v3n1_275353.png	only	host
D	only	hosts	A,	B,	C,	and	D	only	hosts	B	and	C	only	hosts	B,	C,	and	router	R1	only	hosts	A,	B,	and	C	only	router	R1	Explanation:	Because	host	A	does	not	have	the	MAC	address	of	the	default	gateway	in	the	ARP	table,	host	A	sends	an	ARP	broadcast.	The	ARP	broadcast	would	be	sent	to	every	device	on	the	local	network.	Hosts	B,	C,	and	router	R1
would	receive	the	broadcast.	Router	R1	would	not	forward	the	message.	128.	Which	wireless	technology	has	low-power	and	low-data	rate	requirements	making	it	popular	in	IoT	environments?	Bluetooth	Zigbee	WiMAX	Wi-Fi	Explanation:	Zigbee	is	a	specification	used	for	low-data	rate,	low-power	communications.	It	is	intended	for	applications	that
require	short-range,	low	data-rates	and	long	battery	life.	Zigbee	is	typically	used	for	industrial	and	Internet	of	Things	(IoT)	environments	such	as	wireless	light	switches	and	medical	device	data	collection.	129.	What	two	ICMPv6	message	types	must	be	permitted	through	IPv6	access	control	lists	to	allow	resolution	of	Layer	3	addresses	to	Layer	2	MAC
addresses?	(Choose	two.)	neighbor	solicitations	echo	requests	neighbor	advertisements	echo	replies	router	solicitations	router	advertisements	130.	A	client	is	using	SLAAC	to	obtain	an	IPv6	address	for	its	interface.	After	an	address	has	been	generated	and	applied	to	the	interface,	what	must	the	client	do	before	it	can	begin	to	use	this	IPv6	address?	It
must	send	a	DHCPv6	INFORMATION-REQUEST	message	to	request	the	address	of	the	DNS	server.	It	must	send	a	DHCPv6	REQUEST	message	to	the	DHCPv6	server	to	request	permission	to	use	this	address.	It	must	send	an	ICMPv6	Router	Solicitation	message	to	determine	what	default	gateway	it	should	use.	It	must	send	an	ICMPv6	Neighbor
Solicitation	message	to	ensure	that	the	address	is	not	already	in	use	on	the	network.	131.	Two	pings	were	issued	from	a	host	on	a	local	network.	The	first	ping	was	issued	to	the	IP	address	of	the	default	gateway	of	the	host	and	it	failed.	The	second	ping	was	issued	to	the	IP	address	of	a	host	outside	the	local	network	and	it	was	successful.	What	is	a
possible	cause	for	the	failed	ping?	The	default	gateway	is	not	operational.	The	default	gateway	device	is	configured	with	the	wrong	IP	address.	Security	rules	are	applied	to	the	default	gateway	device,	preventing	it	from	processing	ping	requests.	The	TCP/IP	stack	on	the	default	gateway	is	not	working	properly.	132.	An	organization	is	assigned	an	IPv6
address	block	of	2001:db8:0:ca00::/56.	How	many	subnets	can	be	created	without	using	bits	in	the	interface	ID	space?	133.	What	subnet	mask	is	needed	if	an	IPv4	network	has	40	devices	that	need	IP	addresses	and	address	space	is	not	to	be	wasted?	255.255.255.0	255.255.255.240	255.255.255.128	255.255.255.192	255.255.255.224	Explanation:	In
order	to	accommodate	40	devices,	6	host	bits	are	needed.	With	6	bits,	64	addresses	are	possible,	but	one	address	is	for	the	subnet	number	and	one	address	is	for	a	broadcast.	This	leaves	62	addresses	that	can	be	assigned	to	network	devices.	The	mask	associated	with	leaving	6	host	bits	for	addressing	is	255.255.255.192.	134.	Refer	to	the	exhibit.	If
host	A	sends	an	IP	packet	to	host	B,	what	will	the	destination	address	be	in	the	frame	when	it	leaves	host	A?	DD:DD:DD:DD:DD:DD	172.168.10.99	CC:CC:CC:CC:CC:CC	172.168.10.65	BB:BB:BB:BB:BB:BB	AA:AA:AA:AA:AA:AA	Explain:	When	a	host	sends	information	to	a	distant	network,	the	Layer	2	frame	header	will	contain	a	source	and	destination
MAC	address.	The	source	address	will	be	the	originating	host	device.	The	destination	address	will	be	the	router	interface	that	connects	to	the	same	network.	In	the	case	of	host	A	sending	information	to	host	B,	the	source	address	is	AA:AA:AA:AA:AA:AA	and	the	destination	address	is	the	MAC	address	assigned	to	the	R2	Ethernet	interface,
BB:BB:BB:BB:BB:BB.	135.	What	is	a	benefit	of	using	cloud	computing	in	networking?	Technology	is	integrated	into	every-day	appliances	allowing	them	to	interconnect	with	other	devices,	making	them	more	‘smart’	or	automated.	Network	capabilities	are	extended	without	requiring	investment	in	new	infrastructure,	personnel,	or	software.	End	users
have	the	freedom	to	use	personal	tools	to	access	information	and	communicate	across	a	business	network.	Home	networking	uses	existing	electrical	wiring	to	connect	devices	to	the	network	wherever	there	is	an	electrical	outlet,	saving	the	cost	of	installing	data	cables.	Explanation:	Cloud	computing	extends	IT’s	capabilities	without	requiring
investment	in	new	infrastructure,	training	new	personnel,	or	licensing	new	software.	These	services	are	available	on-demand	and	delivered	economically	to	any	device	anywhere	in	the	world	without	compromising	security	or	function.	BYOD	is	about	end	users	having	the	freedom	to	use	personal	tools	to	access	information	and	communicate	across	a
business	or	campus	network.	Smart	home	technology	is	integrated	into	every-day	appliances	allowing	them	to	interconnect	with	other	devices,	making	them	more	‘smart’	or	automated.	Powerline	networking	is	a	trend	for	home	networking	that	uses	existing	electrical	wiring	to	connect	devices	to	the	network	wherever	there	is	an	electrical	outlet,
saving	the	cost	of	installing	data	cables.	136.	Which	two	statements	are	correct	about	MAC	and	IP	addresses	during	data	transmission	if	NAT	is	not	involved?	(Choose	two.)	Destination	IP	addresses	in	a	packet	header	remain	constant	along	the	entire	path	to	a	target	host.	Destination	MAC	addresses	will	never	change	in	a	frame	that	goes	across	seven
routers.	Every	time	a	frame	is	encapsulated	with	a	new	destination	MAC	address,	a	new	destination	IP	address	is	needed.	Destination	and	source	MAC	addresses	have	local	significance	and	change	every	time	a	frame	goes	from	one	LAN	to	another.	A	packet	that	has	crossed	four	routers	has	changed	the	destination	IP	address	four	times.	137.	What	is
one	main	characteristic	of	the	data	link	layer?	It	generates	the	electrical	or	optical	signals	that	represent	the	1	and	0	on	the	media.	It	converts	a	stream	of	data	bits	into	a	predefined	code.	It	shields	the	upper	layer	protocol	from	being	aware	of	the	physical	medium	to	be	used	in	the	communication.	It	accepts	Layer	3	packets	and	decides	the	path	by
which	to	forward	the	packet	to	a	remote	network.	138.	What	are	three	characteristics	of	the	CSMA/CD	process?	(Choose	three.)	The	device	with	the	electronic	token	is	the	only	one	that	can	transmit	after	a	collision.	A	device	listens	and	waits	until	the	media	is	not	busy	before	transmitting.	After	detecting	a	collision,	hosts	can	attempt	to	resume
transmission	after	a	random	time	delay	has	expired.	All	of	the	devices	on	a	segment	see	data	that	passes	on	the	network	medium.	A	jam	signal	indicates	that	the	collision	has	cleared	and	the	media	is	not	busy.	Devices	can	be	configured	with	a	higher	transmission	priority.	Explanation:	The	Carrier	Sense	Multiple	Access/Collision	Detection	(CSMA/CD)
process	is	a	contention-based	media	access	control	mechanism	used	on	shared	media	access	networks,	such	as	Ethernet.	When	a	device	needs	to	transmit	data,	it	listens	and	waits	until	the	media	is	available	(quiet),	then	it	will	send	data.	If	two	devices	transmit	at	the	same	time,	a	collision	will	occur.	Both	devices	will	detect	the	collision	on	the
network.	When	a	device	detects	a	collision,	it	will	stop	the	data	transmission	process,	wait	for	a	random	amount	of	time,	then	try	again.	139.	Which	information	does	the	show	startup-config	command	display?	the	IOS	image	copied	into	RAM	the	bootstrap	program	in	the	ROM	the	contents	of	the	current	running	configuration	file	in	the	RAM	the
contents	of	the	saved	configuration	file	in	the	NVRAM	Explain:	The	show	startup-config	command	displays	the	saved	configuration	located	in	NVRAM.	The	show	running-config	command	displays	the	contents	of	the	currently	running	configuration	file	located	in	RAM.​	140.	Which	two	commands	can	be	used	on	a	Windows	host	to	display	the	routing
table?	(Choose	two.)	netstat	-s	route	print	show	ip	route	netstat	-r	tracert	Explain:	On	a	Windows	host,	the	route	print	or	netstat	-r	commands	can	be	used	to	display	the	host	routing	table.	Both	commands	generate	the	same	output.	On	a	router,	the	show	ip	route	command	is	used	to	display	the	routing	table.	The	netstat	–s	command	is	used	to	display
per-protocol	statistics.	The	tracert	command	is	used	to	display	the	path	that	a	packet	travels	to	its	destination.	141.	What	are	two	functions	that	are	provided	by	the	network	layer?	(Choose	two.)	directing	data	packets	to	destination	hosts	on	other	networks	placing	data	on	the	network	medium	carrying	data	between	processes	that	are	running	on
source	and	destination	hosts	providing	dedicated	end-to-end	connections	providing	end	devices	with	a	unique	network	identifier	Explanation:	The	network	layer	is	primarily	concerned	with	passing	data	from	a	source	to	a	destination	on	another	network.	IP	addresses	supply	unique	identifiers	for	the	source	and	destination.	The	network	layer	provides
connectionless,	best-effort	delivery.	Devices	rely	on	higher	layers	to	supply	services	to	processes.	142.	Which	two	statements	describe	features	of	an	IPv4	routing	table	on	a	router?	(Choose	two.)​	Directly	connected	interfaces	will	have	two	route	source	codes	in	the	routing	table:	C	and	S	.	If	there	are	two	or	more	possible	routes	to	the	same
destination,	the	route	associated	with	the	higher	metric	value	is	included	in	the	routing	table.	The	netstat	-r	command	can	be	used	to	display	the	routing	table	of	a	router.​	The	routing	table	lists	the	MAC	addresses	of	each	active	interface.	It	stores	information	about	routes	derived	from	the	active	router	interfaces.	If	a	default	static	route	is	configured
in	the	router,	an	entry	will	be	included	in	the	routing	table	with	source	code	S	.	Other	case:	The	netstat	-r	command	can	be	used	to	display	the	routing	table	of	a	router.​	The	routing	table	stores	information	about	routes	derived	from	the	active	router	interfaces.	The	routing	table	lists	the	MAC	addresses	of	each	active	interface.	Directly	connected
interfaces	will	have	two	route	source	codes	in	the	routing	table:	C	and	S	.	If	a	default	static	route	is	configured	in	the	router,	an	entry	will	be	included	in	the	routing	table	with	source	code	S	Explanation:	The	show	ip	route	command	is	used	to	display	the	routing	table	of	the	router.	In	IPv4,	directly	connected	interfaces	will	have	one	source	code:C.	The
routing	table	stores	information	about	directly	connected	routes	and	remote	routes.	An	entry	in	the	routing	table	with	a	source	code	of	S	is	included	if	a	default	static	route	is	configured	on	the	router.	143.	What	characteristic	describes	a	VPN?	software	on	a	router	that	filters	traffic	based	on	IP	addresses	or	applications	software	that	identifies	fast-
spreading	threats	a	tunneling	protocol	that	provides	remote	users	with	secure	access	into	the	network	of	an	organization	a	network	device	that	filters	access	and	traffic	coming	into	a	network	144.	Why	would	a	Layer	2	switch	need	an	IP	address?	to	enable	the	switch	to	send	broadcast	frames	to	attached	PCs	to	enable	the	switch	to	function	as	a
default	gateway	to	enable	the	switch	to	be	managed	remotely	to	enable	the	switch	to	receive	frames	from	attached	PCs	Explanation:	A	switch,	as	a	Layer	2	device,	does	not	need	an	IP	address	to	transmit	frames	to	attached	devices.	However,	when	a	switch	is	accessed	remotely	through	the	network,	it	must	have	a	Layer	3	address.	The	IP	address	must
be	applied	to	a	virtual	interface	rather	than	to	a	physical	interface.	Routers,	not	switches,	function	as	default	gateways.	145.	Match	each	description	to	its	corresponding	term.	(Not	all	options	are	used.)	message	encapsulation	the	process	of	placing	one	message	format	inside	another	message	format	message	sizing	the	process	of	breaking	up	a	long
message	into	individual	pieces	before	being	sent	over	the	network	message	encoding	the	process	of	converting	information	from	one	format	into	another	acceptable	for	transmission	146.	A	user	sends	an	HTTP	request	to	a	web	server	on	a	remote	network.	During	encapsulation	for	this	request,	what	information	is	added	to	the	address	field	of	a	frame
to	indicate	the	destination?	the	network	domain	of	the	destination	host	the	IP	address	of	the	default	gateway	the	MAC	address	of	the	destination	host	the	MAC	address	of	the	default	gateway	Explanation:	A	frame	is	encapsulated	with	source	and	destination	MAC	addresses.	The	source	device	will	not	know	the	MAC	address	of	the	remote	host.	An	ARP
request	will	be	sent	by	the	source	and	will	be	responded	to	by	the	router.	The	router	will	respond	with	the	MAC	address	of	its	interface,	the	one	which	is	connected	to	the	same	network	as	the	source.	147.	What	is	an	advantage	to	using	a	protocol	that	is	defined	by	an	open	standard?	A	company	can	monopolize	the	market.	The	protocol	can	only	be	run
on	equipment	from	a	specific	vendor.	An	open	standard	protocol	is	not	controlled	or	regulated	by	standards	organizations.	It	encourages	competition	and	promotes	choices.	Explain:	A	monopoly	by	one	company	is	not	a	good	idea	from	a	user	point	of	view.	If	a	protocol	can	only	be	run	on	one	brand,	it	makes	it	difficult	to	have	mixed	equipment	in	a
network.	A	proprietary	protocol	is	not	free	to	use.	An	open	standard	protocol	will	in	general	be	implemented	by	a	wide	range	of	vendors.	148.	Data	is	being	sent	from	a	source	PC	to	a	destination	server.	Which	three	statements	correctly	describe	the	function	of	TCP	or	UDP	in	this	situation?	(Choose	three.)	The	source	port	field	identifies	the	running
application	or	service	that	will	handle	data	returning	to	the	PC.	The	TCP	process	running	on	the	PC	randomly	selects	the	destination	port	when	establishing	a	session	with	the	server.	UDP	segments	are	encapsulated	within	IP	packets	for	transport	across	the	network.	The	UDP	destination	port	number	identifies	the	application	or	service	on	the	server
which	will	handle	the	data.	TCP	is	the	preferred	protocol	when	a	function	requires	lower	network	overhead.	The	TCP	source	port	number	identifies	the	sending	host	on	the	network.	Explanation:	Layer	4	port	numbers	identify	the	application	or	service	which	will	handle	the	data.	The	source	port	number	is	added	by	the	sending	device	and	will	be	the
destination	port	number	when	the	requested	information	is	returned.	Layer	4	segments	are	encapsulated	within	IP	packets.	UDP,	not	TCP,	is	used	when	low	overhead	is	needed.	A	source	IP	address,	not	a	TCP	source	port	number,	identifies	the	sending	host	on	the	network.	Destination	port	numbers	are	specific	ports	that	a	server	application	or
service	monitors	for	requests.	149.	Match	each	description	with	the	corresponding	TCP	mechanism.	(Not	all	options	are	used.)	number	of	bytes	a	destination	device	can	accept	and	process	at	one	time	window	size	used	to	identify	missing	segments	of	data	sequence	numbers	method	of	managing	segments	of	data	loss	retransmission	received	by	a
sender	before	transmitting	more	segments	in	a	session	acknowledgment	150.	Refer	to	the	exhibit.	A	company	uses	the	address	block	of	128.107.0.0/16	for	its	network.	What	subnet	mask	would	provide	the	maximum	number	of	equal	size	subnets	while	providing	enough	host	addresses	for	each	subnet	in	the	exhibit?	255.255.255.192	255.255.255.0
255.255.255.128	255.255.255.240	255.255.255.224	Explanation:	The	largest	subnet	in	the	topology	has	100	hosts	in	it	so	the	subnet	mask	must	have	at	least	7	host	bits	in	it	(27-2=126).	255.255.255.0	has	8	hosts	bits,	but	this	does	not	meet	the	requirement	of	providing	the	maximum	number	of	subnets.	151.	A	network	administrator	wants	to	have	the
same	subnet	mask	for	three	subnetworks	at	a	small	site.	The	site	has	the	following	networks	and	numbers	of	devices:	Subnetwork	A:	IP	phones	–	10	addresses	Subnetwork	B:	PCs	–	8	addresses	Subnetwork	C:	Printers	–	2	addresses	What	single	subnet	mask	would	be	appropriate	to	use	for	the	three	subnetworks?	255.255.255.0	255.255.255.240
255.255.255.248	255.255.255.252	Explain:	If	the	same	mask	is	to	be	used,	then	the	network	with	the	most	hosts	must	be	examined	for	number	of	hosts.	Because	this	is	10	hosts,	4	host	bits	are	needed.	The	/28	or	255.255.255.240	subnet	mask	would	be	appropriate	to	use	for	these	networks.	​	152.	Match	each	item	to	the	type	of	topology	diagram	on
which	it	is	typically	identified.	(Not	all	options	are	used.)	physical	topology	diagram	logical	topology	diagram	location	of	a	desktop	PC	in	a	classroom	IP	address	of	a	server	path	of	cables	that	connect	rooms	to	wiring	closets	A	logical	topology	diagram	typically	depicts	the	IP	addressing	scheme	and	groupings	of	devices	and	ports.	A	physical	topology
diagram	shows	how	those	devices	are	connected	to	each	other	and	the	network,	focusing	on	the	physical	locations	of	intermediary	devices,	configured	ports,	and	cabling.	153.	What	two	pieces	of	information	are	displayed	in	the	output	of	the	show	ip	interface	brief	command?	(Choose	two.)	IP	addresses	interface	descriptions	MAC	addresses	next-hop
addresses	Layer	1	statuses	speed	and	duplex	settings	Explanation:	The	command	show	ip	interface	brief	shows	the	IP	address	of	each	interface,	as	well	as	the	operational	status	of	the	interfaces	at	both	Layer	1	and	Layer	2.	In	order	to	see	interface	descriptions	and	speed	and	duplex	settings,	use	the	command	show	running-config	interface.	Next-hop
addresses	are	displayed	in	the	routing	table	with	the	command	show	ip	route,	and	the	MAC	address	of	an	interface	can	be	seen	with	the	command	show	interfaces.	154.	A	user	is	complaining	that	an	external	web	page	is	taking	longer	than	normal	to	load.The	web	page	does	eventually	load	on	the	user	machine.	Which	tool	should	the	technician	use
with	administrator	privileges	in	order	to	locate	where	the	issue	is	in	the	network?	ping	nslookup	tracert	ipconfig	/displaydns	Explanation:	The	Command	Prompt	command	tracert	will	map	the	path	from	the	PC	to	the	web	server	and	measure	transit	delays	of	packets	across	the	network.	155.	Which	value,	that	is	contained	in	an	IPv4	header	field,	is
decremented	by	each	router	that	receives	a	packet?	Header	Length	Differentiated	Services	Time-to-Live	Fragment	Offset	Explanation:	When	a	router	receives	a	packet,	the	router	will	decrement	the	Time-to-Live	(TTL)	field	by	one.	When	the	field	reaches	zero,	the	receiving	router	will	discard	the	packet	and	will	send	an	ICMP	Time	Exceeded	message
to	the	sender.	156.	A	network	technician	is	researching	the	use	of	fiber	optic	cabling	in	a	new	technology	center.	Which	two	issues	should	be	considered	before	implementing	fiber	optic	media?	(Choose	two.)	Fiber	optic	cabling	requires	different	termination	and	splicing	expertise	from	what	copper	cabling	requires.	Fiber	optic	cabling	requires	specific
grounding	to	be	immune	to	EMI.	Fiber	optic	cabling	is	susceptible	to	loss	of	signal	due	to	RFI.	Fiber	optic	cable	is	able	to	withstand	rough	handling.	Fiber	optic	provides	higher	data	capacity	but	is	more	expensive	than	copper	cabling.	Explanation:	Fiber	optic	media	is	more	expensive	than	copper	cabling	used	over	the	same	distance.	Fiber	optic	cables
use	light	instead	of	an	electrical	signal,	so	EMI	and	RFI	are	not	issues.	However,	fiber	optic	does	require	different	skills	to	terminate	and	splice.	157.	Match	each	description	with	an	appropriate	IP	address.	(Not	all	options	are	used.)	an	experimental	address	240.2.6.255	a	link-local	address	169.254.1.5	a	public	address	198.133.219.2	a	loopback
address	127.0.0.1	158.	A	user	is	executing	a	tracert	to	a	remote	device.	At	what	point	would	a	router,	which	is	in	the	path	to	the	destination	device,	stop	forwarding	the	packet?	when	the	router	receives	an	ICMP	Time	Exceeded	message	when	the	RTT	value	reaches	zero	when	the	host	responds	with	an	ICMP	Echo	Reply	message	when	the	value	in	the
TTL	field	reaches	zero	when	the	values	of	both	the	Echo	Request	and	Echo	Reply	messages	reach	zero	Explain:	When	a	router	receives	a	traceroute	packet,	the	value	in	the	TTL	field	is	decremented	by	1.	When	the	value	in	the	field	reaches	zero,	the	receiving	router	will	not	forward	the	packet,	and	will	send	an	ICMP	Time	Exceeded	message	back	to
the	source.	159.	Users	report	that	the	network	access	is	slow.	After	questioning	the	employees,	the	network	administrator	learned	that	one	employee	downloaded	a	third-party	scanning	program	for	the	printer.	What	type	of	malware	might	be	introduced	that	causes	slow	performance	of	the	network?	Explanation:	A	cybersecurity	specialist	needs	to	be
familiar	with	the	characteristics	of	the	different	types	of	malware	and	attacks	that	threaten	an	organization.	I've	used	numerous	platforms	to	prep	for	my	exams.	However,	ExamTopics	stands	out	for	its	incredibly	relevant	and	up-to-date	material.	It's	been	a	game-changer	for	me,	keeping	me	ahead	in	my	certification	journey.	Terry	J	Unlike	other	sites
I've	tried,	the	depth	and	accuracy	of	their	content	is	unmatched.	It's	clear	they	prioritize	keeping	their	material	current,	which	has	been	invaluable	for	my	certification	goals.	It's	my	go-to	resource	now,	lol.	Justin	W	Their	commitment	to	providing	the	latest	and	most	relevant	content	has	significantly	impacted	my	certification	progress.	And	I	did	make
it,	by	the	way.	Thanks,	ET.	Evelyn	C.	Before	ExamTopics,	I	was	pretty	much	shooting	in	the	dark	with	my	study	materials	-	never	quite	sure	if	I	was	focusing	on	the	right	things.	But	from	the	moment	I	started	using	ExamTopics,	it	was	clear	I'd	hit	the	jackpot.	The	clarity	and	relevance	of	the	content	have	made	my	study	time	so	much	more	productive.
I've	not	only	improved	my	scores	but	also	saved	a	ton	of	time.	Bobby	R.	I've	hopped	from	one	study	aid	to	another,	always	searching	for	that	perfect	fit.	Then,	I	found	ExamTopics,	and	wow,	did	it	change	the	game	for	me!	The	resources	are	so	spot-on	and	fresh,	it's	like	having	a	personal	tutor	guiding	me	through	my	prep.	My	confidence	has
skyrocketed,	and	I'm	actually	looking	forward	to	my	certification	exams	now.	Pam	B.	I've	always	dreaded	exam	prep,	sifting	through	outdated	materials	and	wondering	if	I	was	even	close	to	being	on	the	right	track.	Finding	ExamTopics	was	a	turning	point	for	me.	The	materials	are	so	directly	aligned	with	what's	on	the	exams,	it's	uncanny.	Plus,	their
updates	keep	me	ahead	of	the	curve.	For	the	first	time,	I	feel	in	control	and	genuinely	prepared.	Doug	B.	As	we	often	say	at	ExamTopics,	work	smarter	not	harder.	You	are	about	to	see	a	study	guide	that	took	hours	of	hard	collection	work,	expert	preparation,	and	constant	feedback.	That’s	why	we	know	this	exam	prep	will	help	you	get	that	high-score
on	your	journey	to	certification.	Our	study	guides	are	the	real	thing.	Our	study	guides	are	so	accurate,	we	have	to	fight	the	droves	of	clone	test	prep	sites	that	actually	steal	our	material.	Don’t	worry	though,	we	believe	by	offering	our	material	free	and	upholding	good	values,	ExamTopics	will	always	have	a	strong	community	and	a	coveted	place	in	the
certification	world.	Your	journey	to	pass	the	200-301	Perhaps	this	is	your	first	step	toward	the	certification,	or	perhaps	you	are	coming	back	for	another	round.	We	hope	that	you	feel	this	exam	challenges	you,	teaches	you,	and	prepares	you	to	pass	the	200-301.	If	this	is	your	first	study	guide,	take	a	moment	to	relax.	This	could	be	the	first	step	to	a	new
high-paying	job	and	an	AMAZING	career.	If	you’ve	been	around	the	block	a	few	times,	consider	taking	a	moment	and	answering	some	questions	from	newer	techies.	After	all,	it’s	our	great	community	that	illuminates	the	material	and	helps	build	something	great.	What	should	you	know	before	studying	the	200-301?	Every	exam	and	certification	has
different	requirements.	If	this	is	a	serious	venture,	make	sure	to	read	the	prerequisites	before	preceding.	Nothing	is	worse	than	wasting	months	studying	for	an	exam	you	can’t	take	or	passing	an	exam	that	won’t	help	you	get	a	certification!	Our	easy	search	tools	are	designed	to	help	you	find	relevant	information	as	well	and	search	for	a	variety	of
different	exams.	What	is	the	200-301	focused	on?	The	200-301	or	as	it’s	also	known,	the	Cisco	Certified	Network	Associate	(CCNA),	like	all	tests,	there	is	a	bit	of	freedom	on	Cisco's	part	to	exam	an	array	of	subjects.	That	means	knowing	the	majority	of	200-301	content	is	required	because	they	test	randomly	on	the	many	subjects	available.	Be	aware
too	that	experience	requirements	often	exist	because	they’ve	observed	the	average	person	and	what	is	required.	You	can	always	push	past	that	to	succeed	with	the	200-301	but	it	may	take	some	extra	work.	Rome	wasn’t	built	in	a	day	Remember	that	incredible	things	take	time.	And	just	like	ancient	monuments	took	years	of	effort,	certification	is	not
easy.	It	is	not	always	quick	either.	But	it	is	worth	it!	Our	toolset	allows	you	to	engage	with	an	incredible	community	of	expert	tech	workers	and	add	to	the	conversation	at	ExamTopics.	If	you	have	questions,	don’t	forget	to	leave	a	comment	and	reach	out.	It’s	here	that	you’ll	get	personalized	help	unheard	of	on	test	prep	sites,	without	the	outrageous
fees.	Always	check	the	foundation	Some	certifications	have	requirements	going	back	to	older	exams,	while	others	use	two	or	more	tests	to	help	someone	pass.	If	you	find	the	200-301	is	over	your	head,	that’s	ok.	It	might	make	sense	to	see	if	a	lower	level	exam	will	give	you	some	clarity.	If	offered,	read	the	exam	objectives	The	exam	objectives	are
different	for	every	single	exam	and	usually	provided	by	the	certification	provider.	These	normally	tell	the	test	taker	what	subjects	are	relevant,	what	they	need	to	know,	and	why	the	exam	seeks	to	cover	these	topics.	It’s	important	to	find	them	out	for	your	specific	exam.	This	can	be	found	on	nearly	every	vendor	website	and	greatly	informs	the	way
you’ll	study!	Don’t	worry	though,	we	have	taken	those	objectives	into	account	and	seek	to	create	a	testing	experience	comparable	to	an	actual	exam.	Remember	that	certification	is	quite	rewarding	It	can	be	hard	to	keep	your	focus	on	studying	but	remember	that	the	best	jobs	in	the	world	are	only	a	few	tests	away.	Whether	you	enter	Cyber	Security	or
do	entry	level	tech	work,	certification	is	a	clear,	learnable,	and	rewarding	path	to	careers	that	pay	a	LOT	of	money.	They	offer	better	work-life	balance	and	you’ll	get	in	with	some	of	the	major	leaders	in	the	business	world.	So	don’t	give	up,	it	is	worth	it,	and	all	this	work	will	pay	off!	Using	ExamTopics	Practicing	for	an	exam	like	the	200-301	can	be	a
full-time	job.	In	fact	some	exams	are	actually	paid	for	by	work	because	they	are	so	intensive.	Certification	is	not	simple	and	takes	immense	work.	It	takes	time,	practice,	and	the	right	focus.	We	here	at	ExamTopics	understand	that.	We	understand	that	because	we	have	been	in	this	industry	for	years	and	working	in	space	full	of	less	savory	test	prep
sources.	These	terrible	prep	sources	pushed	our	team	to	make	a	positive	change	in	the	Exam	space.	We	got	sick	and	tired	of	seeing	potential	exam	candidates	get	price-gouged	over	CCNA	braindumps.	We	couldn’t	handle	knowing	that	hard	workers	from	across	the	world,	seeking	new	skills	and	a	better	life,	get	tricked	into	paying	absurd	amounts	for
low-quality	exam	materials.	Often	material	that	was	out	of	date	or	at	best,	available	online	through	community	sites	without	hurting	the	wallet.	And	it	had	to	stop.	You	are	ready	to	jump	in!	That’s	it,	the	next	page	will	be	full	of	practice	questions.	Challenging	material.	And	best	of	all,	a	chance	to	hone	your	skills.	It’s	ok	if	you	feel	in	over	your	head.	We
all	did	at	some	point,	this	next	step	is	about	pushing	through	that	fear	and	getting	ready	to	tackle	something	as	challenging	as	the	200-301.	If	you	get	stuck,	reach	out.	If	you	see	others	stuck,	help	them.	And	as	always,	like	we	love	to	say,	work	smarter	NOT	harder!	Enterprise	Networking,	Security,	and	Automation	v7.0	(ENSA)	CCNA	2	-	CCNAv7
(SRWE)	Bridging	Course	Content	The	CCNAv7:	Switching,	Routing,	and	Wireless	Essentials	(SRWE)	Bridging	course	content	is	for	learners	who	have	completed	CCNAv6	RSE	course	and	plan	to	take	the	Cisco	Certified	Network	Associate	v2.0	(CCNA	200-301)	Certification	exam.	This	bridging	course	contains	four	modules	that	focus	on	LAN	security,
securely	configuring	switches	to	mitigate	attacks,	and	wireless	LAN	concepts	and	configuration.	CCNA	3	-	CCNAv7	(ENSA)	Bridging	Course	Content	The	CCNAv7:	Enterprise	Networking,	Security,	and	Automation	(ENSA)	Bridging	course	content	is	for	learners	who	have	completed	CCNAv6	ScaN	course	and	plan	to	take	the	Cisco	Certified	Network
Associate	v2.0	(CCNA	200-301)	Certification	exam.	This	bridging	course	contains	three	modules	that	focus	on	network	security	concepts,	VPN	and	IPsec	concepts,	and	automation.	Dec	22,	2019	Last	Updated:	Dec	11,	2024	CCNA	v7	Course	#3	How	to	find:	Press	“Ctrl	+	F”	in	the	browser	and	fill	in	whatever	wording	is	in	the	question	to	find	that
question/answer.	If	the	question	is	not	here,	find	it	in	Questions	Bank.NOTE:	If	you	have	the	new	question	on	this	test,	please	comment	Question	and	Multiple-Choice	list	in	form	below	this	article.	We	will	update	answers	for	you	in	the	shortest	time.	Thank	you!	We	truly	value	your	contribution	to	the	website.	Checkpoint	Exam:	Emerging	Network
Technologies	Exam	Answers	Modules	13	–	14	of	the	CCNA3	–	Enterprise	Networking,	Security,	and	Automation	(ENSA)	v7.0	1.	A	company	uses	a	cloud-based	payroll	system.	Which	cloud	computing	technology	is	this	company	using?	browser	as	a	service	(BaaS)	infrastructure	as	a	service	(IaaS)	software	as	a	service	(SaaS)	wireless	as	a	service	(WaaS)
Explanation:	Curriculum	Reference:	Module	7.2	This	item	is	based	on	information	contained	in	the	presentation.	There	is	no	such	thing	as	BaaS.	Infrastructure	as	a	service	(IaaS)	is	when	key	network	devices	such	as	routers	and	firewalls	are	leased	from	a	provider.	Wireless	as	a	service	(WaaS)	is	when	a	provider	provides	wireless	connectivity	at	a
fixed	monthly	cost.	2.	For	a	data	center,	what	is	the	difference	in	the	server	virtualization	data	traffic	compared	with	the	traditional	client-server	model?	Data	traffic	from	clients	will	be	routed	to	multiple	virtual	servers.	There	are	significant	data	exchanges	between	virtual	servers.	There	is	more	data	traffic	flowing	from	virtual	servers	to	clients.	More
network	control	traffic	is	generated	between	virtual	servers	and	clients.	3.	Which	component	in	a	traditional	infrastructure	device	provides	Layer	2	and	Layer	3	functions	to	create	data	paths	within	a	network?	data	plane	control	plane	adjacency	table	forwarding	information	base	4.	Which	network	traffic	management	technology	is	a	basic	element	in
SDN	implementations?	OpenFlow	OpenStack	IEEE	802.1aq	Interface	to	the	Routing	System	Explanation:	OpenFlow	was	developed	at	Stanford	University	to	manage	traffic	between	routers,	switches,	and	wireless	access	points	and	a	controller.	It	is	the	original	and	widely	implemented	southbound	API	for	SDN.​	OpenStack	is	a	virtualization	and
orchestration	platform	available	to	build	scalable	cloud	environments	and	provide	an	infrastructure	as	a	service	(IaaS)	solution.	It	is	often	used	with	Cisco	ACI.	IEEE	802.1aq	is	a	replacement	to	the	Spanning	Tree	Protocol	(STP)	that	allows	all	paths	to	be	active	with	multiple	equal	cost	paths.​	Interface	to	the	Routing	System	uses	a	fast	path	protocol	to
populate	the	network	device	routing	table.​	5.	Which	type	of	hypervisor	would	most	likely	be	used	in	a	data	center?	Type	2	Type	1	Nexus	Hadoop	Explanation:	The	two	type	of	hypervisors	are	Type	1	and	Type	2.	Type	1	hypervisors	are	usually	used	on	enterprise	servers.	Enterprise	servers	rather	than	virtualized	PCs	are	more	likely	to	be	in	a	data
center.	6.	Which	is	a	characteristic	of	a	Type	1	hypervisor?​	installed	directly	on	a	server​	best	suited	for	consumers	and	not	for	an	enterprise	environment	does	not	require	management	console	software	installed	on	an	existing	operating	system​	Explanation:	Type	1	hypervisors	are	installed	directly	on	a	server	and	are	known	as	“bare	metal”	solutions
giving	direct	access	to	hardware	resources.	They	also	require	a	management	console	and	are	best	suited	for	enterprise	environments.​	7.	Which	two	layers	of	the	OSI	model	are	associated	with	SDN	network	control	plane	functions	that	make	forwarding	decisions?	(Choose	two.)​	Layer	1	Layer	2	Layer	3	Layer	4	Layer	5	Explanation:	The	SDN	control
plane	uses	the	Layer	2	ARP	table	and	the	Layer	3	routing	table	to	make	decisions	about	forwarding	traffic.	8.	What	pre-populates	the	FIB	on	Cisco	devices	that	use	CEF	to	process	packets?	the	routing	table	the	adjacency	table	the	ARP	table	the	DSP	Explanation:	CEF	uses	the	FIB	and	adjacency	table	to	make	fast	forwarding	decisions	without	control
plane	processing.	The	adjacency	table	is	pre-populated	by	the	ARP	table	and	the	FIB	is	pre-populated	by	the	routing	table.​	9.	What	is	a	function	of	the	data	plane	of	a	network	device?	sending	information	to	the	CPU	for	processing	building	the	routing	table	resolving	MAC	addresses	forwarding	traffic	flows	Explanation:	Networking	devices	operate	in
two	planes;	the	data	plane	and	the	control	plane.	The	control	plane	maintains	Layer	2	and	Layer	3	forwarding	mechanisms	using	the	CPU.	The	data	plane	forwards	traffic	flows.	10.	Which	statement	describes	the	concept	of	cloud	computing?	separation	of	application	from	hardware	separation	of	management	plane	from	control	plane	separation	of
operating	system	from	hardware	separation	of	control	plane	from	data	plane	Explanation:	Cloud	computing	is	used	to	separate	the	application	or	service	from	hardware.	Virtualization	separates	the	operating	system	from	the	hardware.	11.	Which	cloud	model	provides	services	for	a	specific	organization	or	entity?	a	public	cloud	a	hybrid	cloud	a	private
cloud	a	community	cloud	Explanation:	Private	clouds	are	used	to	provide	services	and	applications	to	a	specific	organization	and	may	be	set	up	within	the	private	network	of	the	organization	or	managed	by	an	outside	organization.	12.	What	two	benefits	are	gained	when	an	organization	adopts	cloud	computing	and	virtualization?	(Choose	two.)
provides	a	“pay-as-you-go”	model,	allowing	organizations	to	treat	computing	and	storage	expenses	as	a	utility	enables	rapid	responses	to	increasing	data	volume	requirements	distributed	processing	of	large	data	sets	in	the	size	of	terabytes	elimination	of	vulnerabilities	to	cyber	attacks	increases	the	dependance	on	onsite	IT	resources	Explanation:
Organizations	can	use	virtualization	to	consolidate	the	number	of	required	servers	by	running	many	virtual	servers	on	a	single	physical	server.	Cloud	computing	allows	organizations	to	scale	their	solutions	as	required	and	to	pay	only	for	the	resources	they	require.	13.	Which	type	of	Hypervisor	is	implemented	when	a	user	with	a	laptop	running	the
Mac	OS	installs	a	Windows	virtual	OS	instance?	type	2	virtual	machine	type	1	bare	metal	Explanation:	Type	2	hypervisors,	also	know	as	hosted	hypervisors,	are	installed	on	top	of	an	existing	operating	system,	such	as	Mac	OS,	Windows,	or	Linux.	14.	A	small	company	is	considering	moving	many	of	its	data	center	functions	to	the	cloud.	What	are	three
advantages	of	this	plan?	(Choose	three.)	The	company	only	needs	to	pay	for	the	amount	of	processing	and	storage	capacity	that	it	uses.	Cloud	services	are	billed	at	a	fixed	fee	no	matter	how	much	processing	and	storage	are	used	by	the	company.	The	company	does	not	need	to	be	concerned	about	how	to	handle	increasing	data	storage	and	processing
demands	with	in-house	data	center	equipment.	The	company	can	increase	processing	and	storage	capacity	as	needed	and	then	decrease	capacity	when	it	is	no	longer	needed.	Single-tenant	data	centers	can	easily	grow	to	accommodate	increasing	data	storage	requirements.	Cloud	services	enable	the	company	to	own	and	administer	its	own	servers	and
storage	devices.	Explanation:	Cloud	computing	offers	many	advantages	to	the	company.	Since	the	cloud	data	storage	and	processing	facilities	are	owned	by	third-parties,	the	company	does	not	need	to	be	concerned	about	how	it	will	handle	increasing	data	storage	and	processing	demands	with	its	own	data	center	equipment.	The	company	can	easily
increase	or	decrease	processing	power	and	storage	capacity	based	on	need.	Also,	cloud	services	are	billed	by	usage,	so	the	company	does	not	have	the	costs	of	supporting	its	own	expensive	data	center	that	is	not	always	used	to	maximum	capacity.	15.	How	does	virtualization	help	with	disaster	recovery	within	a	data	center?	support	of	live	migration
guarantee	of	power	improvement	of	business	practices	supply	of	consistent	air	flow	Explanation:	Live	migration	allows	moving	of	one	virtual	server	to	another	virtual	server	that	could	be	in	a	different	location	that	is	some	distance	from	the	original	data	center.	16.	What	technology	allows	users	to	access	data	anywhere	and	at	any	time?	Cloud
computing	virtualization	micromarketing	data	analytics	Explanation:	Cloud	computing	allows	organizations	to	eliminate	the	need	for	on-site	IT	equipment,	maintenance,	and	management.	Cloud	computing	allows	organizations	to	expand	their	services	or	capabilities	while	avoiding	the	increased	costs	of	energy	and	space.	17.	Which	action	takes	place
in	the	assurance	element	of	the	IBN	model?	verification	and	corrective	action	configuring	systems	translation	of	policies	integrity	checks	Explanation:	The	assurance	element	of	the	IBN	model	is	concerned	with	end-to-end	verification	of	network-wide	behavior.	18.	Refer	to	the	exhibit.	Which	data	format	is	used	to	represent	the	data	for	network
automation	applications?	Explanation:	The	common	data	formats	that	are	used	in	many	applications	including	network	automation	and	programmability	are	as	follows:	JavaScript	Object	Notation	(JSON)	–	In	JSON,	the	data	known	as	an	object	is	one	or	more	key/value	pairs	enclosed	in	braces	{	}.	Keys	must	be	strings	within	double	quotation	marks	”
“.	Keys	and	values	are	separated	by	a	colon.	eXtensible	Markup	Language	(XML)	–	In	XML,	the	data	is	enclosed	within	a	related	set	of	tags	data.	YAML	Ain’t	Markup	Language	(YAML)	–	In	YAML,	the	data	known	as	an	object	is	one	or	more	key	value	pairs.	Key	value	pairs	are	separated	by	a	colon	without	the	use	of	quotation	marks.	YAML	uses
indentation	to	define	its	structure,	without	the	use	of	brackets	or	commas.	19.	What	is	the	function	of	the	key	contained	in	most	RESTful	APIs?	It	is	the	top-level	object	of	the	API	query.	It	is	used	to	authenticate	the	requesting	source.	It	represents	the	main	query	components	in	the	API	request.	It	is	used	in	the	encryption	of	the	message	by	an	API
request.	Explanation:	Many	RESTful	APIs,	including	public	APIs,	require	a	key.	The	key	is	used	to	identify	the	source	of	the	request	through	authentication.	20.	Which	two	configuration	management	tools	are	developed	using	Ruby?	(Choose	two.)	Puppet	Ansible	SaltStack	Chef	RESTCONF	Explanation:	Chef	and	Puppet	are	configuration	management
tools	developed	using	Ruby.	Ansible	and	SaltStack	are	configuration	management	tools	developed	using	Python.	Ruby	is	typically	considered	a	more	difficult	language	to	learn	than	Python.	RESTCONF	is	a	network	management	protocol.	21.	Which	term	is	used	to	describe	a	set	of	instructions	for	execution	by	the	configuration	management	tool
Puppet?	Playbook	Cookbook	Manifest	Pillar	Explanation:	The	configuration	management	tool	Puppet	uses	the	name	Manifest	to	describe	the	set	of	instructions	to	be	executed.	22.	Which	term	is	used	to	describe	a	set	of	instructions	for	execution	by	the	configuration	management	tool	SaltStack?	Cookbook	Manifest	Pillar	Playbook	Explanation:	The
configuration	management	tool	SaltStack	uses	the	name	Pillar	to	describe	the	set	of	instructions	to	be	executed.	23.	Which	scenario	describes	the	use	of	a	public	API?	It	requires	a	license.	It	can	be	used	with	no	restrictions.	It	is	used	between	a	company	and	its	business	partners.	It	is	used	only	within	an	organization.	Explanation:	Public,	or	open,	APIs
have	no	restrictions	and	are	available	to	the	public.	Some	API	providers	do	require	a	user	to	obtain	a	free	key	or	token	prior	to	using	the	API	in	order	to	control	the	volume	of	API	requests	received	and	processed.	24.	What	is	YAML?	It	is	a	scripting	language.	It	is	a	data	format	and	superset	of	JSON.	It	is	a	compiled	programming	language.	It	is	a	web
application.	Explanation:	Like	JSON,	YAML	Ain’t	Markup	Language	(YAML)	is	a	data	format	used	by	applications	to	store	and	transport	data.	YAML	is	considered	a	superset	of	JSON.	25.	Which	RESTFul	operation	corresponds	to	the	HTTP	GET	method?	Explanation:	RESTful	operations	correspond	to	the	following	HTTP	methods	(shown	to	the	left	with
the	RESTful	operation	on	the	right):	POST	>	Create	GET	>	Read	PUT/PATCH	>	Update	DELETE	>	Delete	26.	Which	technology	virtualizes	the	network	control	plane	and	moves	it	to	a	centralized	controller?​	SDN	fog	computing	cloud	computing	IaaS	Explanation:	Networking	devices	operate	in	two	planes:	the	data	plane	and	the	control	plane.	The
control	plane	maintains	Layer	2	and	Layer	3	forwarding	mechanisms	using	the	CPU.	The	data	plane	forwards	traffic	flows.	SDN	virtualizes	the	control	plane	and	moves	it	to	a	centralized	network	controller.​	27.	What	are	two	functions	of	hypervisors?	(Choose	two.)	to	partition	the	hard	drive	to	run	virtual	machines	to	manage	virtual	machines	to
protect	the	host	from	malware	infection	from	the	virtual	machines	to	share	the	antivirus	software	across	the	virtual	machines	to	allocate	physical	system	resources	to	virtual	machines	Explanation:	The	hypervisor	does	not	protect	the	hosting	OS	from	malware.	Neither	does	it	allow	sharing	software	across	virtual	machines.	The	hard	drive	of	the
supporting	computer	does	not	need	to	be	partitioned	to	run	virtual	machines.	The	hypervisor	creates	and	manages	virtual	machines	on	a	host	computer	and	allocates	physical	system	resources	to	them.	28.	What	is	a	difference	between	the	functions	of	Cloud	computing	and	virtualization?	Cloud	computing	requires	hypervisor	technology	whereas
virtualization	is	a	fault	tolerance	technology.	Cloud	computing	separates	the	application	from	the	hardware	whereas	virtualization	separates	the	OS	from	the	underlying	hardware.	Cloud	computing	provides	services	on	web-based	access	whereas	virtualization	provides	services	on	data	access	through	virtualized	Internet	connections.	Cloud	computing
utilizes	data	center	technology	whereas	virtualization	is	not	used	in	data	centers.	Explanation:	Cloud	computing	separates	the	application	from	the	hardware.	Virtualization	separates	the	OS	from	the	underlying	hardware.	Virtualization	is	a	typical	component	within	cloud	computing.	Virtualization	is	also	widely	used	in	data	centers.	Although	the
implementation	of	virtualization	facilitates	an	easy	server	fault	tolerance	setup,	it	is	not	a	fault	tolerance	technology	by	design.	The	Internet	connection	from	a	data	center	or	service	provider	needs	redundant	physical	WAN	connections	to	ISPs.​​	29.	How	is	the	YAML	data	format	structure	different	from	JSON?	It	uses	indentations.	It	uses	end	tags.	It
uses	hierarchical	levels	of	nesting.	It	uses	brackets	and	commas.	Explanation:	The	structure	in	YAML	is	defined	by	indentations	rather	than	brackets	and	commas.	30.	What	is	the	most	widely	used	API	for	web	services?	XML-RPC	SOAP	JSON-RPC	REST	Explanation:	REST	accounts	for	more	than	80%	of	all	API	types	used	for	web	services,	making	it
the	most	widely	used	web	service	API.	31.	What	is	REST?	It	is	a	way	to	store	and	interchange	data	in	a	structured	format.	It	is	an	architecture	style	for	designing	web	service	applications.	It	is	a	human	readable	data	structure	that	is	used	by	applications	for	storing,	transforming,	and	reading	data.	It	is	a	protocol	that	allows	administrators	to	manage
nodes	on	an	IP	network.	Explanation:	REST	is	not	a	protocol	or	service,	but	rather	a	style	of	software	architecture	for	designing	web	service	applications.	32.	What	is	a	difference	between	the	XML	and	HTML	data	formats?	XML	does	not	use	predefined	tags	whereas	HTML	does	use	predefined	tags.	XML	encloses	data	within	a	pair	of	tags	whereas
HTML	uses	a	pair	of	quotation	makes	to	enclose	data.	XML	formats	data	in	binary	whereas	HTML	formats	data	in	plain	text.	XML	does	not	require	indentation	for	each	key/value	pair	but	HTML	does	require	indentation.	Explanation:	XML	is	a	human	readable	data	structure	used	to	store,	transfer,	and	read	data	by	applications.	Like	HTML,	XML	uses	a
related	set	of	tags	to	enclose	data.	However,	unlike	HTML,	XML	uses	no	predefined	tags	or	document	structure.	33.	To	avoid	purchasing	new	hardware,	a	company	wants	to	take	advantage	of	idle	system	resources	and	consolidate	the	number	of	servers	while	allowing	for	multiple	operating	systems	on	a	single	hardware	platform.	What	service	or
technology	would	support	this	requirement?	dedicated	servers	Cisco	ACI	virtualization	software	defined	networking	34.	Match	the	term	to	the	RESTful	API	request	component.	(Not	all	options	are	used.)	resources	directions/v2/route	parameters	from=San+Jose,Ca&to=Monterey,Ca	query
outFormat=json&key=KEY&from=San+Jose,Ca&to=Monterey,Ca	API	server	format	outFormat=json	key	key=KEY	35.	Which	cloud	computing	opportunity	would	provide	the	use	of	network	hardware	such	as	routers	and	switches	for	a	particular	company?	software	as	a	service	(SaaS)	wireless	as	a	service	(WaaS)	infrastructure	as	a	service	(IaaS)
browser	as	a	service	(BaaS)	Explanation:	This	item	is	based	on	information	contained	in	the	presentation.	Routers,	switches,	and	firewalls	are	infrastructure	devices	that	can	be	provided	in	the	cloud.	36.	What	component	is	considered	the	brains	of	the	ACI	architecture	and	translates	application	policies​?	the	Application	Network	Profile	endpoints	the
Nexus	9000	switch	the	hypervisor​	the	Application	Policy	Infrastructure	Controller	Explanation:	The	ACI	architecture	consists	of	three	core	components:	the	Application	Network	Profile,	the	Application	Policy	Infrastructure	Controller,	which	serves	as	the	brains	of	the	ACI	architecture,	and	the	Cisco	Nexus	9000	switch.	37.	Which	statement	describes
the	concept	of	cloud	computing?	separation	of	management	plane	from	control	plane	separation	of	control	plane	from	data	plane	separation	of	application	from	hardware	separation	of	operating	system	from	hardware	Explanation:	Cloud	computing	is	used	to	separate	the	application	or	service	from	hardware.	Virtualization	separates	the	operating
system	from	the	hardware.	38.	In	which	situation	would	a	partner	API	be	appropriate?	an	internet	search	engine	allowing	developers	to	integrate	the	search	engine	into	their	own	software	applications	company	sales	staff	accessing	internal	sales	data	from	their	mobile	devices	someone	creating	an	account	on	an	external	app	or	website	by	using	his	or
her	social	media	credentials	a	vacation	service	site	interacting	with	hotel	databases	to	display	information	from	all	the	hotels	on	its	web	site	Explanation:	Partner	API	programs	incorporate	collaboration	with	other	business.	They	facilitate	communication	and	integration	of	software	between	a	company	and	its	business	partners.	39.	Because	of
enormous	growth	in	web	traffic,	a	company	has	planned	to	purchase	additional	servers	to	help	handle	the	web	traffic.	What	service	or	technology	would	support	this	requirement?	virtualization	data	center	cloud	services	dedicated	servers	40.	ABCTech	is	investigating	the	use	of	automation	for	some	of	its	products.	In	order	to	control	and	test	these
products,	the	programmers	require	Windows,	Linux,	and	MAC	OS	on	their	computers.	What	service	or	technology	would	support	this	requirement?	dedicated	servers	software	defined	networking	virtualization	Cisco	ACI	41.	What	are	three	components	used	in	the	query	portion	of	a	typical	RESTful	API	request?	(Choose	three.)	API	server	format
parameters	key	protocol	resources	Explanation:	The	query	portion	in	a	RESTful	API	request	specifies	the	data	format	and	information	the	client	is	requesting	from	the	API	service.	Queries	can	include	the	following:	Format	–	JSON,	YAML,	XML,	and	other	supported	data	format	Key	–	for	authentication	of	the	requesting	source	Parameters	–	used	to
send	information	pertaining	to	the	query	request	42.	A	company	has	recently	become	multinational.	Employees	are	working	remotely,	in	different	time	zones,	and	they	need	access	to	company	services	from	any	place	at	any	time.	What	service	or	technology	would	support	this	requirement?	dedicated	servers	cloud	services	Cisco	ACI	virtualization	43.
Following	a	multicontinent	advertising	campaign	for	a	new	product,	a	company	finds	its	client	database	and	volume	of	orders	are	overloading	its	on-site	computer	systems	but	the	company	does	not	have	any	room	to	expand.	What	service	or	technology	would	support	this	requirement?	cloud	services	dedicated	servers	data	center	virtualization	44.	A
network	administrator	has	been	tasked	with	creating	a	disaster	recovery	plan.	As	part	of	this	plan,	the	administrator	is	looking	for	a	backup	site	for	all	of	the	data	on	the	company	servers.	What	service	or	technology	would	support	this	requirement?	virtualization	software	defined	networking	data	center	dedicated	servers	45.	Which	is	a	requirement	of
a	site-to-site	VPN?	It	requires	hosts	to	use	VPN	client	software	to	encapsulate	traffic.	It	requires	a	VPN	gateway	at	each	end	of	the	tunnel	to	encrypt	and	decrypt	traffic.	It	requires	the	placement	of	a	VPN	server	at	the	edge	of	the	company	network.	It	requires	a	client/server	architecture.	Explanation:	Site-to-site	VPNs	are	static	and	are	used	to
connect	entire	networks.	Hosts	have	no	knowledge	of	the	VPN	and	send	TCP/IP	traffic	to	VPN	gateways.	The	VPN	gateway	is	responsible	for	encapsulating	the	traffic	and	forwarding	it	through	the	VPN	tunnel	to	a	peer	gateway	at	the	other	end	which	decapsulates	the	traffic.	46.	Which	statement	describes	an	important	characteristic	of	a	site-to-site
VPN?	It	must	be	statically	set	up.	After	the	initial	connection	is	established,	it	can	dynamically	change	connection	information.	It	requires	using	a	VPN	client	on	the	host	PC.	It	is	commonly	implemented	over	dialup	and	cable	modem	networks.	It	is	ideally	suited	for	use	by	mobile	workers.	Explanation:	A	site-to-site	VPN	is	created	between	the	network
devices	of	two	separate	networks.	The	VPN	is	static	and	stays	established.	The	internal	hosts	of	the	two	networks	have	no	knowledge	of	the	VPN.	47.	Which	protocol	is	attacked	when	a	cybercriminal	provides	an	invalid	gateway	in	order	to	create	a	man-in-the-middle	attack?	DHCP	ICMP	DNS	HTTP	or	HTTPS	Explanation:	A	cybercriminal	could	set	up
a	rogue	DHCP	server	that	provides	one	or	more	of	the	following:	Wrong	default	gateway	that	is	used	to	create	a	man-in-the-middle	attack	and	allow	the	attacker	to	intercept	data	Wrong	DNS	server	that	results	in	the	user	being	sent	to	a	malicious	website	Invalid	default	gateway	IP	address	that	results	in	a	denial	of	service	attack	on	the	DHCP	client
48.	In	which	TCP	attack	is	the	cybercriminal	attempting	to	overwhelm	a	target	host	with	half-open	TCP	connections?	reset	attack	session	hijacking	attack	SYN	flood	attack	port	scan	attack	Explanation:	In	a	TCP	SYN	flood	attack,	the	attacker	sends	to	the	target	host	a	continuous	flood	of	TCP	SYN	session	requests	with	a	spoofed	source	IP	address.	The
target	host	responds	with	a	TCP-SYN-ACK	to	each	of	the	SYN	session	requests	and	waits	for	a	TCP	ACK	that	will	never	arrive.	Eventually	the	target	is	overwhelmed	with	half-open	TCP	connections.	49.	Which	statement	describes	a	VPN?	VPNs	use	logical	connections	to	create	public	networks	through	the	Internet.	VPNs	use	open	source	virtualization
software	to	create	the	tunnel	through	the	Internet.	VPNs	use	dedicated	physical	connections	to	transfer	data	between	remote	users.	VPNs	use	virtual	connections	to	create	a	private	network	through	a	public	network.	Explanation:	A	VPN	is	a	private	network	that	is	created	over	a	public	network.	Instead	of	using	dedicated	physical	connections,	a	VPN
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Security,	and	Automation	(ENSA)	v7.0	1.	What	is	the	term	used	to	indicate	a	variation	of	delay?	latency	serialization	delay	speed	mismatch	jitter	Explanation:	Jitter	is	a	phenomenon	caused	by	a	variation	in	delay.	Delay	(or	latency)	is	the	time	it	takes	for	the	packet	to	arrive	at	its	destination.	Jitter	describes	how	the	voice	packets	arrive	at	the
destination	at	varying	intervals	(not	in	a	steady,	consistent	stream).	2.	A	network	engineer	performs	a	ping	test	and	receives	a	value	that	shows	the	time	it	takes	for	a	packet	to	travel	from	a	source	to	a	destination	device	and	return.	Which	term	describes	the	value?	jitter	latency	priority	bandwidth	3.	What	role	do	network	devices	play	in	the	IntServ
QoS	model?	Network	devices	ensure	that	resources	are	available	before	traffic	is	allowed	to	be	sent	by	a	host	through	the	network.	Network	devices	provide	a	best-effort	approach	to	forwarding	traffic.	Network	devices	are	configured	to	service	multiple	classes	of	traffic	and	handle	traffic	as	it	may	arrive.	Network	devices	use	QoS	on	a	hop-by-hop
basis	to	provide	excellent	scalability.	4.	Which	device	would	be	classified	as	a	trusted	endpoint?	switch	router	firewall	IP	phone	Explanation:	Trusted	endpoints	are	devices	that	have	the	capability	to	mark	application	traffic	at	Layer	2	or	Layer	3.	Trusted	endpoints	include	the	following:	–	IP	phones	–	Wireless	access	points	–	Videoconferencing
gateways	and	systems	–	IP	conferencing	stations	and	more	5.	What	is	the	benefit	of	deploying	Layer	3	QoS	marking	across	an	enterprise	network?	Layer	3	marking	can	carry	the	QoS	information	end-to-end.	Layer	3	marking	can	carry	QoS	information	on	switches	that	are	not	IP	aware.	Layer	3	marking	can	be	carried	in	the	802.1Q	fields.	Layer	3
marking	can	be	used	to	carry	non-IP	traffic.	Explanation:	Marking	traffic	at	Layer	2	or	Layer	3	is	very	important	and	will	affect	how	traffic	is	treated	in	a	network	using	QoS.	Layer	2	marking	of	frames	can	be	performed	for	non-IP	traffic.	Layer	2	marking	of	frames	is	the	only	QoS	option	available	for	switches	that	are	not	“IP	aware.”	Layer	3	marking



will	carry	the	QoS	information	end-to-end.	6.	What	is	the	function	of	a	QoS	trust	boundary?	A	trust	boundary	identifies	the	location	where	traffic	cannot	be	remarked.	A	trust	boundary	only	allows	traffic	to	enter	if	it	has	previously	been	marked.	A	trust	boundary	identifies	which	devices	trust	the	marking	on	packets	that	enter	a	network.	A	trust
boundary	only	allows	traffic	from	trusted	endpoints	to	enter	the	network.	Explanation:	Network	traffic	is	classified	and	marked	as	close	to	the	source	device	as	possible.	The	trust	boundary	is	the	location	where	the	QoS	markings	on	a	packet	are	trusted	as	they	enter	an	enterprise	network.	7.	What	are	two	approaches	to	prevent	packet	loss	due	to
congestion	on	an	interface?	(Choose	two.)	Decrease	buffer	space.	Disable	queuing	mechanisms.	Drop	lower-priority	packets.	Prevent	bursts	of	traffic.	Increase	link	capacity.	Explanation:	There	are	three	approaches	to	prevent	sensitive	traffic	from	being	dropped:	Increase	link	capacity	to	ease	or	prevent	congestion.	Guarantee	enough	bandwidth	and
increase	buffer	space	to	accommodate	bursts	of	traffic	from	fragile	flows.	Prevent	congestion	by	dropping	lower-priority	packets	before	congestion	occurs.	8.	What	configuration	scenario	would	offer	the	most	protection	to	SNMP	get	and	set	messages?	SNMPv2	for	in-band	management	with	read-write	community	strings	SNMPv1	with	out-of-band
management	in	a	private	subnet	SNMPv3	configured	with	the	auth	security	level	SNMP	community	strings	Explanation:	SNMPv3	supports	authentication	and	encryption	with	the	auth	and	priv	security	levels.	SNMPv1	and	SNMPv2	do	not	support	authentication	or	encryption.	Using	a	default	community	string	is	not	secure	because	the	default	string
of	“public”	is	well	known	and	would	allow	anyone	with	SNMP	systems	to	read	device	MIBs.	9.	Refer	to	the	exhibit.	The	network	administrator	enters	these	commands	into	the	R1	router:	R1#	copy	running-config	tftp	Address	or	name	of	remote	host	[	]?	When	the	router	prompts	for	an	address	or	remote	host	name,	what	IP	address	should	the
administrator	enter	at	the	prompt?	192.168.9.254	192.168.10.2	192.168.11.252	192.168.11.254	192.168.10.1	Explanation:	The	requested	address	is	the	address	of	the	TFTP	server.	A	TFTP	server	is	an	application	that	can	run	on	a	multitude	of	network	devices	including	a	router,	server,	or	even	a	networked	PC.	10.	The	command	ntp	server	10.1.1.1	is
issued	on	a	router.	What	impact	does	this	command	have?	determines	which	server	to	send	system	log	files	to	synchronizes	the	system	clock	with	the	time	source	with	IP	address	10.1.1.1	identifies	the	server	on	which	to	store	backup	configurations	ensures	that	all	logging	will	have	a	time	stamp	associated	with	it	Explanation:	The	ntp	server	ip-
address	global	configuration	command	configures	the	NTP	server	for	IOS	devices.	11.	As	the	network	administrator	you	have	been	asked	to	implement	EtherChannel	on	the	corporate	network.	What	does	this	configuration	consist	of?	providing	redundant	links	that	dynamically	block	or	forward	traffic	grouping	two	devices	to	share	a	virtual	IP	address
grouping	multiple	physical	ports	to	increase	bandwidth	between	two	switches	providing	redundant	devices	to	allow	traffic	to	flow	in	the	event	of	device	failure	Explanation:	EtherChannel	is	utilized	on	a	network	to	increase	speed	capabilities	by	grouping	multiple	physical	ports	into	one	or	more	logical	EtherChannel	links	between	two	switches.	STP	is
used	to	provide	redundant	links	that	dynamically	block	or	forward	traffic	between	switches.	FHRPs	are	used	to	group	physical	devices	to	provide	traffic	flow	in	the	event	of	failure.	12.	What	is	a	definition	of	a	two-tier	LAN	network	design?	access	and	core	layers	collapsed	into	one	tier,	and	the	distribution	layer	on	a	separate	tier	distribution	and	core
layers	collapsed	into	one	tier,	and	the	access	layer	on	a	separate	tier	access,	distribution,	and	core	layers	collapsed	into	one	tier,	with	a	separate	backbone	layer	access	and	distribution	layers	collapsed	into	one	tier,	and	the	core	layer	on	a	separate	tier	Explanation:	Maintaining	three	separate	network	tiers	is	not	always	required	or	cost-efficient.	All
network	designs	require	an	access	layer,	but	a	two-tier	design	can	collapse	the	distribution	and	core	layers	into	one	layer	to	serve	the	needs	of	a	small	location	with	few	users.	13.	What	are	two	reasons	to	create	a	network	baseline?	(Choose	two.)	to	select	a	routing	protocol	to	determine	what	kind	of	equipment	to	implement	to	design	a	network
according	to	a	proper	model	to	identify	future	abnormal	network	behavior	to	evaluate	security	vulnerabilities	in	the	network	to	determine	if	the	network	can	deliver	the	required	policies	Explanation:	A	network	baseline	is	created	to	provide	a	comparison	point,	at	the	time	that	the	network	is	performing	optimally,	to	whatever	changes	are	implemented
in	the	infrastructure.	A	baseline	helps	to	keep	track	of	the	performance,	to	track	the	traffic	patterns,	and	to	monitor	network	behavior.	14.	A	computer	can	access	devices	on	the	same	network	but	cannot	access	devices	on	other	networks.	What	is	the	probable	cause	of	this	problem?	The	computer	has	an	incorrect	subnet	mask.	The	computer	has	an
invalid	default	gateway	address.	The	cable	is	not	connected	properly	to	the	NIC.	The	computer	has	an	invalid	IP	address.	Explanation:	The	default	gateway	is	the	address	of	the	device	a	host	uses	to	access	the	Internet	or	another	network.	If	the	default	gateway	is	missing	or	incorrect,	that	host	will	not	be	able	to	communicate	outside	the	local	network.
Because	the	host	can	access	other	hosts	on	the	local	network,	the	network	cable	and	the	other	parts	of	the	IP	configuration	are	working.	15.	In	which	step	of	gathering	symptoms	does	the	network	engineer	determine	if	the	problem	is	at	the	core,	distribution,	or	access	layer	of	the	network?	Gather	information.	Narrow	the	scope.	Document	the
symptoms.	Determine	ownership.	Determine	the	symptoms.	Explanation:	In	the	“narrow	the	scope”	step	of	gathering	symptoms,	a	network	engineer	will	determine	if	the	network	problem	is	at	the	core,	distribution,	or	access	layer	of	the	network.	Once	this	step	is	complete	and	the	layer	is	identified,	the	network	engineer	can	determine	which	pieces
of	equipment	are	the	most	likely	cause.	16.	A	network	administrator	is	deploying	QoS	with	the	ability	to	provide	a	special	queue	for	voice	traffic	so	that	voice	traffic	is	forwarded	before	network	traffic	in	other	queues.	Which	queuing	method	would	be	the	best	choice?	Explanation:	Low	latency	queuing	(LLQ)	allows	delay-sensitive	data,	such	as	voice
traffic,	to	be	defined	in	a	strict	priority	queue	(PQ)	and	to	always	be	sent	first	before	any	packets	in	any	other	queue	are	forwarded.	17.	What	are	two	characteristics	of	voice	traffic?	(Choose	two.)	Voice	traffic	latency	should	not	exceed	150	ms.	Voice	traffic	is	unpredictable	and	inconsistent.	Voice	traffic	requires	at	least	384	kbs	of	bandwidth.	Voice
traffic	consumes	lots	of	network	resources.	Dropped	voice	packets	are	not	retransmitted.	Explanation:	Voice	traffic	does	not	consume	a	lot	of	network	resources,	such	as	bandwidth.	However,	it	is	very	sensitive	to	delay	and	dropped	packets	cannot	be	retransmitted.	For	good	voice	quality,	the	amount	of	latency	should	always	be	less	than	150
milliseconds.	18.	Which	type	of	network	traffic	cannot	be	managed	using	congestion	avoidance	tools?	Explanation:	Queuing	and	compression	techniques	can	help	to	reduce	and	prevent	UDP	packet	loss,	but	there	is	no	congestion	avoidance	for	User	Datagram	Protocol	(UDP)	based	traffic.	19.	When	QoS	is	implemented	in	a	converged	network,	which
two	factors	can	be	controlled	to	improve	network	performance	for	real-time	traffic?	(Choose	two.)	delay	packet	addressing	jitter	packet	routing	link	speed	Explanation:	Delay	is	the	latency	between	a	sending	and	receiving	device.	Jitter	is	the	variation	in	the	delay	of	the	received	packets.	Both	delay	and	jitter	need	to	be	controlled	in	order	to	support
real-time	voice	and	video	traffic.	20.	An	administrator	wants	to	replace	the	configuration	file	on	a	Cisco	router	by	loading	a	new	configuration	file	from	a	TFTP	server.	What	two	things	does	the	administrator	need	to	know	before	performing	this	task?	(Choose	two.)	name	of	the	configuration	file	that	is	currently	stored	on	the	router	configuration
register	value	name	of	the	configuration	file	that	is	stored	on	the	TFTP	server	router	IP	address	TFTP	server	IP	address	Explanation:	In	order	to	identify	the	exact	location	of	the	desired	configuration	file,	the	IP	address	of	the	TFTP	server	and	the	name	of	the	configuration	file	are	essential	information.	Because	the	file	is	a	new	configuration,	the	name
of	the	current	configuration	file	is	not	necessary.	21.	Refer	to	the	exhibit.	Which	of	the	three	Cisco	IOS	images	shown	will	load	into	RAM?	The	router	selects	an	image	depending	on	the	boot	system	command	in	the	configuration.	The	router	selects	an	image	depending	on	the	value	of	the	configuration	register.	The	router	selects	the	third	Cisco	IOS
image	because	it	is	the	most	recent	IOS	image.	The	router	selects	the	third	Cisco	IOS	image	because	it	contains	the	advipservicesk9	image.	The	router	selects	the	second	Cisco	IOS	image	because	it	is	the	smallest	IOS	image.	Explanation:	When	performing	an	upgrade	or	testing	different	IOS	versions,	the	boot	system	command	is	used	to	select	which
image	is	used	to	boot	the	Cisco	device.	22.	Refer	to	the	exhibit.	What	two	types	of	devices	are	connected	to	R1?	(Choose	two.)	switch	hub	router	repeater	Source	Route	Bridge	Explanation:	The	capabilities	of	the	devices	displayed	by	the	output	show	them	to	be	a	Cisco	2811	series	router,	Cisco	1941	series	router,	and	a	Cisco	2960	switch.	23.	What	are
three	functions	provided	by	the	syslog	service?	(Choose	three.)	to	select	the	type	of	logging	information	that	is	captured	to	periodically	poll	agents	for	data	to	provide	statistics	on	packets	that	are	flowing	through	a	Cisco	device	to	provide	traffic	analysis	to	gather	logging	information	for	monitoring	and	troubleshooting	to	specify	the	destinations	of
captured	messages	Explanation:	There	are	three	primary	functions	provided	by	the	syslog	service:	gathering	logging	information	selection	of	the	type	of	information	to	be	logged	selection	of	the	destination	of	the	logged	information	24.	What	is	the	function	of	the	MIB	element	as	part	of	a	network	management	system?	to	collect	data	from	SNMP
agents	to	send	and	retrieve	network	management	information	to	change	configurations	on	SNMP	agents	to	store	data	about	a	device	Explanation:	The	Management	Information	Base	(MIB)	resides	on	a	networking	device	and	stores	operational	data	about	the	device.	The	SNMP	manager	can	collect	information	from	SNMP	agents.	The	SNMP	agent
provides	access	to	the	information.	25.	What	network	design	would	contain	the	scope	of	disruptions	on	a	network	should	a	failure	occur?	the	reduction	in	the	number	of	redundant	devices	and	connections	in	the	network	core	the	installation	of	only	enterprise	class	equipment	throughout	the	network	the	deployment	of	distribution	layer	switches	in
pairs	and	the	division	of	access	layer	switch	connections	between	them	the	configuration	of	all	access	layer	devices	to	share	a	single	gateway	Explanation:	One	way	to	contain	the	impact	of	a	failure	on	the	network	is	to	implement	redundancy.	One	way	this	is	accomplished	is	by	deploying	redundant	distribution	layer	switches	and	dividing	the	access
layer	switch	connections	between	the	redundant	distribution	layer	switches.	This	creates	what	is	called	a	switch	block.	Failures	in	a	switch	block	are	contained	to	that	block	and	do	not	bring	down	the	whole	network.	26.	Which	action	should	be	taken	when	planning	for	redundancy	on	a	hierarchical	network	design?	add	alternate	physical	paths	for
data	to	traverse	the	network	continually	purchase	backup	equipment	for	the	network	implement	STP	portfast	between	the	switches	on	the	network	immediately	replace	a	non-functioning	module,	service	or	device	on	a	network	Explanation:	One	method	of	implementing	redundancy	is	path	redundancy,	installing	alternate	physical	paths	for	data	to
traverse	the	network.	Redundant	links	in	a	switched	network	supports	high	availability	and	can	be	used	for	load	balancing,	reducing	congestion	on	the	network.	27.	What	are	two	benefits	of	extending	access	layer	connectivity	to	users	through	a	wireless	medium?	(Choose	two.)	increased	flexibility	increased	network	management	options	decreased
number	of	critical	points	of	failure	reduced	costs	increased	bandwidth	availability	Explanation:	Wireless	connectivity	at	the	access	layer	provides	increased	flexibility,	reduced	costs,	and	the	ability	to	grow	and	adapt	to	changing	business	requirements.	Utilizing	wireless	routers	and	access	points	can	provide	an	increase	in	the	number	of	central	points
of	failure.	Wireless	routers	and	access	points	will	not	provide	an	increase	in	bandwidth	availability.	28.	What	is	a	basic	function	of	the	Cisco	Borderless	Architecture	access	layer?	aggregates	Layer	2	broadcast	domains	provides	access	to	the	user	aggregates	Layer	3	routing	boundaries	provides	fault	isolation	Explanation:	A	function	of	the	Cisco
Borderless	Architecture	access	layer	is	providing	network	access	to	the	users.	Layer	2	broadcast	domain	aggregation,	Layer	3	routing	boundaries	aggregation,	and	high	availability	are	distribution	layer	functions.	The	core	layer	provides	fault	isolation	and	high-speed	backbone	connectivity.	29.	Which	characteristic	would	most	influence	a	network
design	engineer	to	select	a	multilayer	switch	over	a	Layer	2	switch?	ability	to	have	multiple	forwarding	paths	through	the	switched	network	based	on	VLAN	number(s)	ability	to	build	a	routing	table	ability	to	provide	power	to	directly-attached	devices	and	the	switch	itself	ability	to	aggregate	multiple	ports	for	maximum	data	throughput	Explanation:
Multilayer	switches,	also	known	as	Layer	3	switches,	can	route	and	build	a	routing	table.	This	capability	is	required	in	a	multi-VLAN	network	and	would	influence	the	network	designer	to	select	a	multilayer	switch.	The	other	options	are	features	also	available	on	Layer	2	switches,	so	they	would	not	influence	the	decision	to	select	a	multilayer	switch.
30.	Refer	to	the	exhibit.	Why	are	routers	R1	and	R2	not	able	to	establish	an	OSPF	adjacency?​	The	serial	interfaces	are	not	in	the	same	area.	The	process	numbers	are	not	the	same	in	both	routers.	A	backbone	router	cannot	establish	an	adjacency	with	an	ABR	router.	The	router	ID	values	are	not	the	same	in	both	routers.	Explanation:	On	router	R1,	the
network	192.168.10.0/30	is	defined	in	the	wrong	area	(area	1).	It	has	to	be	defined	in	area	0	in	order	to	establish	adjacency	with	router	R2,	which	has	the	network	192.168.10.0/30	defined	in	area	0.	31.	When	is	the	most	appropriate	time	to	measure	network	operations	to	establish	a	network	performance	baseline?	whenever	high	network	use	is
detected,	so	that	how	the	network	performs	under	stress	can	be	monitored	during	quiet	vacation	periods,	so	that	the	level	of	non-data	traffic	can	be	determined	at	the	same	time	each	day	across	a	set	period	of	average	working	days,	so	that	typical	traffic	patterns	can	be	established	at	random	times	during	a	10	week	period,	so	that	abnormal	traffic
levels	can	be	detected	Explanation:	The	purpose	of	establishing	a	network	performance	baseline	is	to	provide	a	reference	of	normal	or	average	network	use	to	enable	data	traffic	anomalies	to	be	detected	and	then	investigated.	Network	operations	that	are	not	average,	or	are	not	normal,	cannot	be	used	to	establish	a	network	performance	baseline.	32.
Refer	to	the	exhibit.	A	user	has	configured	a	NIC	on	the	PC	as	shown	but	finds	that	the	PC	is	unable	to	access	the	Internet.	What	is	the	problem?	The	preferred	DNS	address	is	incorrect.	The	default	gateway	address	is	incorrect.	The	settings	were	not	validated	upon	exit.	There	should	not	be	an	alternate	DNS	server.	Explanation:	In	order	for	a
computer	to	communicate	outside	its	network,	it	must	have	a	valid	default	gateway	configured.This	address	cannot	be	the	same	as	the	IP	address	of	the	computer.	33.	Refer	to	the	exhibit.	A	network	engineer	configured	an	ACL	preventing	Telnet	and	HTTP	access	to	the	HQ	web	server	from	guest	users	in	the	Branch	LAN.	The	address	of	the	web
server	is	192.168.1.10	and	all	guest	users	are	assigned	addresses	in	the	192.168.10.0/24	network.	After	implementing	the	ACL,	no	one	can	access	any	of	the	HQ	servers.	What	is	the	problem?	Inbound	ACLs	must	be	routed	before	they	are	processed.	The	ACL	is	implicitly	denying	access	to	all	the	servers.	Named	ACLs	require	the	use	of	port	numbers.
The	ACL	is	applied	to	the	interface	using	the	wrong	direction.	Explanation:	Both	named	and	numbered	ACLs	have	an	implicit	deny	ACE	at	the	end	of	the	list.	This	implicit	deny	blocks	all	traffic.	34.	Refer	to	the	exhibit.	A	network	administrator	has	configured	OSPFv2	on	the	two	Cisco	routers	as	shown.	PC1	is	unable	to	connect	to	PC2.	What	should	the
administrator	do	first	when	troubleshooting	the	OSPFv2	implementation?	Disconnect	the	serial	link	between	router	R1	and	R2.	Turn	off	OSPFv2.	Implement	the	network	192.168.255.0	0.0.0.3	area	0	command	on	router	R1.	Test	Layer	3	connectivity	between	the	directly	connected	routers.	Explanation:	A	prerequisite	for	OSPFv2	neighbor	relationships
to	form	between	two	routers	is	Layer	3	connectivity.	A	successful	ping	confirms	that	a	router	interface	is	active	and	may	be	able	to	form	an	OSPF	neighbor	adjacency.	35.	What	type	of	traffic	is	described	as	requiring	latency	to	be	no	more	than	150	milliseconds	(ms)?	36.	A	network	manager	wants	to	add	a	time	to	log	messages	so	that	there	is	record
of	when	the	message	was	generated.	What	command	should	the	administrator	use	on	a	Cisco	router?	show	cdp	interface	ntp	server	10.10.14.9	service	timestamps	log	datetime	clock	timezone	PST	-7	37.	Match	the	functions	to	the	corresponding	layers.	(Not	all	options	are	used.)	Place	the	options	in	the	following	order:	represents	the	network	edge
access	layer	provides	network	access	to	the	user	access	layer	implements	network	access	policy	distribution	layer	establishes	Layer	3	routing	boundaries	distribution	layer	provides	high-speed	backbone	connectivity	core	layer	functions	as	an	aggregator	for	all	the	campus	blocks	core	layer	38.	Match	the	borderless	switched	network	guideline
description	to	the	principle.	(Not	all	options	are	used.)	facilitates	understanding	the	role	of	each	device	at	every	tier,	simplifies	deployment,	operation,	management,	and	reduces	fault	domains	at	every	tier	hierarchical	satisfies	user	expectations	for	keeping	the	network	always	on	resiliency	allows	seamless	network	expansion	and	integrated	service
enablement	on	an	on-demand	basis	modularity	allows	intelligent	traffic	load	sharing	by	using	all	network	resources	flexibility	39.	What	are	two	characteristics	of	the	best-effort	QoS	model?	(Choose	two.)	It	allows	end	hosts	to	signal	their	QoS	needs	to	the	network.	It	uses	a	connection-oriented	approach	with	QoS.	It	provides	preferential	treatment	for
voice	packets.	It	does	not	provide	a	delivery	guarantee	for	packets.	It	treats	all	network	packets	in	the	same	way.	Explanation:	The	best-effort	QoS	model	provides	no	guarantees	and	it	is	commonly	used	on	the	Internet.	The	best-effort	QoS	model	treats	all	network	packets	in	the	same	way.	40.	Why	is	QoS	an	important	issue	in	a	converged	network
that	combines	voice,	video,	and	data	communications?	Data	communications	are	sensitive	to	jitter.	Legacy	equipment	is	unable	to	transmit	voice	and	video	without	QoS.	Correct	Response	Voice	and	video	communications	are	more	sensitive	to	latency.	Data	communications	must	be	given	the	first	priority.	Explanation:	Without	any	QoS	mechanisms	in
place,	time-sensitive	packets,	such	as	voice	and	video,	will	be	dropped	with	the	same	frequency	as	email	and	web	browsing	traffic.	41.	A	network	administrator	configures	a	router	with	the	command	sequence:	R1(config)#	boot	system	tftp://c1900-universalk9-mz.SPA.152-4.M3.bin	R1(config)#	boot	system	rom	What	is	the	effect	of	the	command
sequence?	On	next	reboot,	the	router	will	load	the	IOS	image	from	ROM.	The	router	will	search	and	load	a	valid	IOS	image	in	the	sequence	of	flash,	TFTP,	and	ROM.	The	router	will	copy	the	IOS	image	from	the	TFTP	server	and	then	reboot	the	system.	The	router	will	load	IOS	from	the	TFTP	server.	If	the	image	fails	to	load,	it	will	load	the	IOS	image
from	ROM.	Explanation:	The	boot	system	command	is	a	global	configuration	command	that	allows	the	user	to	specify	the	source	for	the	Cisco	IOS	Software	image	to	load.	In	this	case,	the	router	is	configured	to	boot	from	the	IOS	image	that	is	stored	on	the	TFTP	server	and	will	use	the	ROMmon	imagethat	is	located	in	the	ROM	if	it	fails	to	locate	the
TFTP	server	or	fails	to	load	a	valid	image	from	the	TFTP	server.	42.	Which	statement	describes	SNMP	operation?	An	SNMP	agent	that	resides	on	a	managed	device	collects	information	about	the	device	and	stores	that	information	remotely	in	the	MIB	that	is	located	on	the	NMS.​	A	set	request	is	used	by	the	NMS	to	change	configuration	variables	in
the	agent	device.	An	NMS	periodically	polls	the	SNMP	agents	that	are	residing	on	managed	devices	by	using	traps	to	query	the	devices	for	data.​	A	get	request	is	used	by	the	SNMP	agent	to	query	the	device	for	data.​	Explanation:	An	SNMP	agent	that	resides	on	a	managed	device	collects	and	stores	information	about	the	device	and	its	operation.	This
information	is	stored	by	the	agent	locally	in	the	MIB.	An	NMS	periodically	polls	the	SNMP	agents	that	are	residing	on	managed	devices	by	using	the	get	request	to	query	the	devices	for	data.	43.	Refer	to	the	exhibit.	A	network	administrator	issues	the	show	lldp	neighbors	command	on	a	switch.	What	are	two	conclusions	that	can	be	drawn?	(Choose
two.)	Dev1	is	connected	to	interface	Fa0/5	of	S1.	Dev1	is	a	switch	with	mixed	types	of	interfaces.	Dev2	is	a	switch.	Dev1	is	connected	to	interface	Fa0/4	of	Dev2.	S1	has	only	two	interfaces.	Explanation:	In	the	output	from	the	show	lldp	command,	under	Capability,	R	indicates	a	router	and	B	indicates	a	bridge	(switch).	Nothing	indicates	that	Dev1	and
Dev2	are	connected	to	one	another.	44.	What	are	the	three	layers	of	the	switch	hierarchical	design	model?	(Choose	three.)	distribution	network	access	data	link	enterprise	access	core	Explanation:	The	access	layer	is	the	lowest	layer	and	it	provides	network	access	to	users.	The	distribution	layer	has	many	functions,	but	it	aggregates	data	from	the
access	layer,	provides	filtering,	policy	control,	and	sets	Layer	3	routing	boundaries.	The	core	layer	provides	high	speed	connectivity.	45.	Refer	to	the	exhibit.	Which	devices	exist	in	the	failure	domain	when	switch	S3	loses	power?	S4	and	PC_2	PC_3	and	PC_2	PC_3	and	AP_2	S1	and	S4	AP_2	and	AP_1	Explanation:	A	failure	domain	is	the	area	of	a
network	that	is	impacted	when	a	critical	device	such	as	switch	S3	has	a	failure	or	experiences	problems.	46.	A	network	designer	is	considering	whether	to	implement	a	switch	block	on	the	company	network.	What	is	the	primary	advantage	of	deploying	a	switch	block?	This	is	network	application	software	that	prevents	the	failure	of	a	single	network
device.	The	failure	of	a	switch	block	will	not	impact	all	end	users.	This	is	a	security	feature	that	is	available	on	all	new	Catalyst	switches.	A	single	core	router	provides	all	the	routing	between	VLANs.	Explanation:	The	configuration	of	a	switch	block	provides	redundancy	so	that	the	failure	of	a	single	network	device	generally	has	little	or	no	effect	on
end	users.	47.	Which	troubleshooting	tool	would	a	network	administrator	use	to	check	the	Layer	2	header	of	frames	that	are	leaving	a	particular	host?	knowledge	base	protocol	analyzer	CiscoView	baselining	tool	Explanation:	A	protocol	analyzer	such	as	Wireshark	is	capable	of	displaying	the	headers	of	data	at	any	OSI	Layer.	48.	Refer	to	the	exhibit.
R1	and	R3	are	connected	to	each	other	via	the	local	serial	0/0/0	interface.	Why	are	they	not	forming	an	adjacency?	They	have	different	routing	processes.	They	have	different	router	IDs.	They	are	in	different	subnets.	The	connecting	interfaces	are	configured	as	passive.	Explanation:	The	routers	need	to	be	in	the	same	subnet	in	order	to	form	an
adjacency.	The	routing	processes	can	be	different	on	each	router.	The	router	IDs	must	be	different	for	routers	that	participate	in	the	same	routing	domain.	The	interfaces	are	not	passive.	49.	What	type	of	traffic	is	described	as	not	resilient	to	loss?	Explanation:	Video	traffic	tends	to	be	unpredictable,	inconsistent,	and	bursty	compared	to	voice	traffic.
Compared	to	voice,	video	is	less	resilient	to	loss	and	has	a	higher	volume	of	data	per	packet.	50.	A	network	manager	wants	lists	the	contents	of	flash.	What	command	should	the	administrator	use	on	a	Cisco	router?	show	file	systems	dir	lldp	enable	service	timestamps	log	datetime	51.	Voice	packets	are	being	received	in	a	continuous	stream	by	an	IP
phone,	but	because	of	network	congestion	the	delay	between	each	packet	varies	and	is	causing	broken	conversations.	What	term	describes	the	cause	of	this	condition?	buffering	latency	queuing	jitter	Explanation:	Jitter	is	the	variation	in	the	latency	or	delay	of	received	packets.	When	data	is	sent,	packets	are	sent	in	a	continuous	stream	and	are	spaced
evenly	apart.	Because	of	network	congestion,	the	delay	between	each	packet	can	vary	instead	of	remaining	constant.	52.	A	user	is	unable	to	reach	the	website	when	typing	in	a	web	browser,	but	can	reach	the	same	site	by	typing	.	What	is	the	issue?	DHCP	DNS	Default	Gateway	TCP/IP	Protocol	stack	Explanation:	Domain	Name	Service	(DNS)	is	used	to
translate	a	web	address	to	an	IP	address.	The	address	of	the	DNS	server	is	provided	via	DHCP	to	host	computers.​	53.	What	type	of	traffic	is	described	as	tending	to	be	unpredictable,	inconsistent,	and	bursty?	54.	A	network	manager	wants	to	determine	the	size	of	the	Cisco	IOS	image	file	on	the	networking	device.	What	command	should	the
administrator	use	on	a	Cisco	router?	show	flash:0	copy	flash:	tftp:	config-register	0x2102	confreg	0x2142	55.	What	is	the	principle	that	is	applied	when	a	network	technician	is	troubleshooting	a	network	fault	by	using	the	divide-and-conquer	method?	Testing	is	performed	at	Layer	7	and	at	Layer	1,	then	at	Layers	6	and	2,	and	so	on,	working	towards
the	middle	of	the	stack	until	all	layers	are	verified	as	operational.	Once	it	is	verified	that	components	in	a	particular	layer	are	functioning	properly,	it	can	then	be	assumed	that	components	in	the	layers	below	it	are	also	functional.	Testing	is	performed	at	all	layers	of	the	OSI	model	until	a	non-functioning	component	is	found.	Once	it	is	verified	that	a
component	in	a	particular	layer	is	functioning	properly,	testing	can	then	be	performed	on	any	other	layer.	Explanation:	The	nature	of	the	OSI	and	TCP/IP	layered	models	is	that	upper	layers	are	dependent	on	lower	layers.	So	when	troubleshooting,	if	a	particular	layer	is	found	to	be	working	correctly	then	it	can	be	assumed	that	all	layers	below	it	are
also	functioning	correctly.	56.	Which	queuing	algorithm	has	only	a	single	queue	and	treats	all	packets	equally?	57.	What	type	of	traffic	is	described	as	traffic	that	requires	at	least	30	Kbps	of	bandwidth?	58.	What	type	of	traffic	is	described	as	being	able	to	tolerate	a	certain	amount	of	latency,	jitter,	and	loss	without	any	noticeable	effects?	59.	A
network	manager	wants	to	view	the	amount	of	available	and	free	memory,	the	type	of	file	system,	and	its	permissions.	What	command	should	the	administrator	use	on	a	Cisco	router?	ntp	server	10.10.14.9	lldp	enable	clock	timezone	PST	-7	show	file	systems	60.	What	type	of	traffic	is	described	as	requiring	latency	to	be	no	more	than	400	milliseconds
(ms)?	61.	What	type	of	traffic	is	described	as	consisting	of	traffic	that	requires	a	higher	priority	if	interactive?	62.	A	network	manager	wants	to	configure	the	router	to	load	a	new	image	from	flash	during	bootup.	What	command	should	the	administrator	use	on	a	Cisco	router?	copy	flash:	tftp:	boot	system	clock	set	14:25:00	nov	13	2018	copy	tftp
startup-config	63.	What	type	of	traffic	is	described	as	predictable	and	smooth?	64.	A	network	manager	wants	to	ensure	that	the	device	will	ignore	the	startup	config	file	during	startup	and	bypass	the	required	passwords.	What	command	should	the	administrator	use	on	a	Cisco	router?	copy	usbflash0:/R1-Config	copy	running-config	tftp	confreg	0x2142
config-register	0x2102	65.	What	type	of	traffic	is	described	as	having	a	high	volume	of	data	per	packet?	66.	A	network	manager	wants	to	backup	the	running	configuration	to	a	file	server.	What	command	should	the	administrator	use	on	a	Cisco	router?	cd	usbflash0:	show	file	systems	copy	running-config	tftp	dir	67.	What	type	of	traffic	is	described	as
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Security	Exam	Answers	Modules	3	–	5	of	the	CCNA3	–	Enterprise	Networking,	Security,	and	Automation	(ENSA)	v7.0	1.	The	IT	department	is	reporting	that	a	company	web	server	is	receiving	an	abnormally	high	number	of	web	page	requests	from	different	locations	simultaneously.	Which	type	of	security	attack	is	occurring?	adware	DDoS	phishing
social	engineering	spyware	2.	What	causes	a	buffer	overflow?	launching	a	security	countermeasure	to	mitigate	a	Trojan	horse	downloading	and	installing	too	many	software	updates	at	one	time	attempting	to	write	more	data	to	a	memory	location	than	that	location	can	hold	sending	too	much	information	to	two	or	more	interfaces	of	the	same	device,
thereby	causing	dropped	packets	sending	repeated	connections	such	as	Telnet	to	a	particular	device,	thus	denying	other	data	sources	3.	Which	objective	of	secure	communications	is	achieved	by	encrypting	data?	authentication	availability	confidentiality	integrity	Explanation:	When	data	is	encrypted,	it	is	scrambled	to	keep	the	data	private	and
confidential	so	that	only	authorized	recipients	can	read	the	message.	A	hash	function	is	another	way	of	providing	confidentiality.	4.	What	type	of	malware	has	the	primary	objective	of	spreading	across	the	network?	worm	virus	Trojan	horse	botnet	5.	What	commonly	motivates	cybercriminals	to	attack	networks	as	compared	to	hactivists	or	state-
sponsored	hackers?	financial	gain	fame	seeking	status	among	peers	political	reasons	Explanation:	Cybercriminals	are	commonly	motivated	by	money.	Hackers	are	known	to	hack	for	status.	Cyberterrorists	are	motivated	to	commit	cybercrimes	for	religious	or	political	reasons.	6.	Which	type	of	hacker	is	motivated	to	protest	against	political	and	social
issues?	hacktivist	cybercriminal	script	kiddie	vulnerability	broker	Explanation:	Hackers	are	categorized	by	motivating	factors.	Hacktivists	are	motivated	by	protesting	political	and	social	issues.	7.	What	is	a	ping	sweep?	a	query	and	response	protocol	that	identifies	information	about	a	domain,	including	the	addresses	that	are	assigned	to	that	domain.	a
scanning	technique	that	examines	a	range	of	TCP	or	UDP	port	numbers	on	a	host	to	detect	listening	services.	a	software	application	that	enables	the	capture	of	all	network	packets	that	are	sent	across	a	LAN.	a	network	scanning	technique	that	indicates	the	live	hosts	in	a	range	of	IP	addresses.	Explanation:	A	ping	sweep	is	a	tool	that	is	used	during	a
reconnaissance	attack.	Other	tools	that	might	be	used	during	this	type	of	attack	include	a	ping	sweep,	port	scan,	or	Internet	information	query.	A	reconnaissance	attack	is	used	to	gather	information	about	a	particular	network,	usually	in	preparation	for	another	type	of	network	attack.	8.	In	what	type	of	attack	is	a	cybercriminal	attempting	to	prevent
legitimate	users	from	accessing	network	services?	address	spoofing	MITM	session	hijacking	DoS	Explanation:	In	a	DoS	or	denial-of-service	attack,	the	goal	of	the	attacker	is	to	prevent	legitimate	users	from	accessing	network	services.	9.	Which	requirement	of	secure	communications	is	ensured	by	the	implementation	of	MD5	or	SHA	hash	generating
algorithms?​	nonrepudiation	authentication	integrity	confidentiality	Explanation:	Integrity	is	ensured	by	implementing	either	MD5	or	SHA	hash	generating	algorithms.	Many	modern	networks	ensure	authentication	with	protocols,	such	as	HMAC.	Data	confidentiality	is	ensured	through	symmetric	encryption	algorithms,	including	DES,	3DES,	and	AES.
Data	confidentiality	can	also	be	ensured	using	asymmetric	algorithms,	including	RSA	and	PKI.​	10.	If	an	asymmetric	algorithm	uses	a	public	key	to	encrypt	data,	what	is	used	to	decrypt	it?	a	digital	certificate	a	different	public	key	a	private	key	DH	Explanation:	When	an	asymmetric	algorithm	is	used,	public	and	private	keys	are	used	for	the	encryption.
Either	key	can	be	used	for	encryption,	but	the	complementary	matched	key	must	be	used	for	the	decryption.	For	example	if	the	public	key	is	used	for	encryption,	then	the	private	key	must	be	used	for	the	decryption.	11.	Refer	to	the	exhibit.	Which	two	ACLs	would	permit	only	the	two	LAN	networks	attached	to	R1	to	access	the	network	that	connects	to
R2	G0/1	interface?	(Choose	two.)	access-list	1	permit	192.168.10.0	0.0.0.127	access-list	2	permit	host	192.168.10.9	access-list	2	permit	host	192.168.10.69	access-list	5	permit	192.168.10.0	0.0.0.63	access-list	5	permit	192.168.10.64	0.0.0.63	access-list	3	permit	192.168.10.128	0.0.0.63	access-list	4	permit	192.168.10.0	0.0.0.255	Explanation:	The
permit	192.168.10.0	0.0.0.127	command	ignores	bit	positions	1	through	7,	which	means	that	addresses	192.168.10.0	through	192.168.10.127	are	allowed	through.	The	two	ACEs	of	permit	192.168.10.0	0.0.0.63	and	permit	192.168.10.64	0.0.0.63	allow	the	same	address	range	through	the	router.	12.	Which	two	packet	filters	could	a	network
administrator	use	on	an	IPv4	extended	ACL?	(Choose	two.)	destination	UDP	port	number	computer	type	destination	MAC	address	ICMP	message	type	source	TCP	hello	address	Explanation:	Extended	access	lists	commonly	filter	on	source	and	destination	IPv4	addresses	and	TCP	or	UDP	port	numbers.	Additional	filtering	can	be	provided	for	protocol
types.	13.	What	type	of	ACL	offers	greater	flexibility	and	control	over	network	access?	numbered	standard	named	standard	extended	flexible	Explanation:	The	two	types	of	ACLs	are	standard	and	extended.	Both	types	can	be	named	or	numbered,	but	extended	ACLs	offer	greater	flexibility.	14.	What	is	the	quickest	way	to	remove	a	single	ACE	from	a
named	ACL?	Use	the	no	keyword	and	the	sequence	number	of	the	ACE	to	be	removed.	Copy	the	ACL	into	a	text	editor,	remove	the	ACE,	then	copy	the	ACL	back	into	the	router.	Create	a	new	ACL	with	a	different	number	and	apply	the	new	ACL	to	the	router	interface.	Use	the	no	access-list	command	to	remove	the	entire	ACL,	then	recreate	it	without
the	ACE.	Explanation:	Named	ACL	ACEs	can	be	removed	using	the	no	command	followed	by	the	sequence	number.	15.	Refer	to	the	exhibit.	A	network	administrator	is	configuring	a	standard	IPv4	ACL.	What	is	the	effect	after	the	command	no	access-list	10	is	entered?	ACL	10	is	removed	from	both	the	running	configuration	and	the	interface	Fa0/1.
ACL	10	is	removed	from	the	running	configuration.	ACL	10	is	disabled	on	Fa0/1.	ACL	10	will	be	disabled	and	removed	after	R1	restarts.	Explanation:	The	R1(config)#	no	access-list	command	removes	the	ACL	from	the	running-config	immediately.	However,	to	disable	an	ACL	on	an	interface,	the	command	R1(config-if)#	no	ip	access-group	should	be
entered.	16.	Refer	to	the	exhibit.	A	network	administrator	has	configured	ACL	9	as	shown.	Users	on	the	172.31.1.0	/24	network	cannot	forward	traffic	through	router	CiscoVille.	What	is	the	most	likely	cause	of	the	traffic	failure?	The	established	keyword	is	not	specified.	The	sequence	of	the	ACEs	is	incorrect.	The	port	number	for	the	traffic	has	not
been	identified	with	the	eq	keyword.	The	permit	statement	specifies	an	incorrect	wildcard	mask.	Explanation:	When	verifying	an	ACL,	the	statements	are	always	listed	in	a	sequential	order.	Even	though	there	is	an	explicit	permit	for	the	traffic	that	is	sourced	from	network	172.31.1.0	/24,	it	is	being	denied	due	to	the	previously	implemented	ACE	of
CiscoVille(config)#	access-list	9	deny	172.31.0.0	0.0.255.255.	The	sequence	of	the	ACEs	must	be	modified	to	permit	the	specific	traffic	that	is	sourced	from	network	172.31.1.0	/24	and	then	to	deny	172.31.0.0	/16.	17.	A	network	administrator	needs	to	configure	a	standard	ACL	so	that	only	the	workstation	of	the	administrator	with	the	IP	address
192.168.15.23	can	access	the	virtual	terminal	of	the	main	router.	Which	two	configuration	commands	can	achieve	the	task?	(Choose	two.)	Router1(config)#	access-list	10	permit	192.168.15.23	0.0.0.0	Router1(config)#	access-list	10	permit	192.168.15.23	0.0.0.255	Router1(config)#	access-list	10	permit	192.168.15.23	255.255.255.255
Router1(config)#	access-list	10	permit	host	192.168.15.23	Router1(config)#	access-list	10	permit	192.168.15.23	255.255.255.0	Explanation:	To	permit	or	deny	one	specific	IP	address,	either	the	wildcard	mask	0.0.0.0	(used	after	the	IP	address)	or	the	wildcard	mask	keyword	host	(used	before	the	IP	address)	can	be	used.	18.	Refer	to	the	exhibit.
Which	command	would	be	used	in	a	standard	ACL	to	allow	only	devices	on	the	network	attached	to	R2	G0/0	interface	to	access	the	networks	attached	to	R1?	access-list	1	permit	192.168.10.128	0.0.0.63	access-list	1	permit	192.168.10.0	0.0.0.255	access-list	1	permit	192.168.10.96	0.0.0.31	access-list	1	permit	192.168.10.0	0.0.0.63	Explanation:
Standard	access	lists	only	filter	on	the	source	IP	address.	In	the	design,	the	packets	would	be	coming	from	the	192.168.10.96/27	network	(the	R2	G0/0	network).	The	correct	ACL	is	access-list	1	permit	192.168.10.96	0.0.0.31.	19.	A	network	administrator	is	writing	a	standard	ACL	that	will	deny	any	traffic	from	the	172.16.0.0/16	network,	but	permit	all
other	traffic.	Which	two	commands	should	be	used?	(Choose	two.)	Router(config)#	access-list	95	deny	172.16.0.0	255.255.0.0	Router(config)#	access-list	95	permit	any	Router(config)#	access-list	95	host	172.16.0.0	Router(config)#	access-list	95	deny	172.16.0.0	0.0.255.255	Router(config)#	access-list	95	172.16.0.0	255.255.255.255	Router(config)#
access-list	95	deny	any	Explanation:	To	deny	traffic	from	the	172.16.0.0/16	network,	the	access-list	95	deny	172.16.0.0	0.0.255.255	command	is	used.	To	permit	all	other	traffic,	the	access-list	95	permit	any	statement	is	added.	20.	Refer	to	the	exhibit.	An	ACL	was	configured	on	R1	with	the	intention	of	denying	traffic	from	subnet	172.16.4.0/24	into
subnet	172.16.3.0/24.	All	other	traffic	into	subnet	172.16.3.0/24	should	be	permitted.	This	standard	ACL	was	then	applied	outbound	on	interface	Fa0/0.	Which	conclusion	can	be	drawn	from	this	configuration?​	The	ACL	should	be	applied	outbound	on	all	interfaces	of	R1.	The	ACL	should	be	applied	to	the	FastEthernet	0/0	interface	of	R1	inbound	to
accomplish	the	requirements.	All	traffic	will	be	blocked,	not	just	traffic	from	the	172.16.4.0/24	subnet.	Only	traffic	from	the	172.16.4.0/24	subnet	is	blocked,	and	all	other	traffic	is	allowed.​	An	extended	ACL	must	be	used	in	this	situation.	Explanation:	Because	of	the	implicit	deny	at	the	end	of	all	ACLs,	the	access-list	1	permit	any	command	must	be
included	to	ensure	that	only	traffic	from	the	172.16.4.0/24	subnet	is	blocked	and	that	all	other	traffic	is	allowed.​	21.	Refer	to	the	exhibit.	A	network	administrator	needs	to	add	an	ACE	to	the	TRAFFIC-CONTROL	ACL	that	will	deny	IP	traffic	from	the	subnet	172.23.16.0/20.	Which	ACE	will	meet	this	requirement?	30	deny	172.23.16.0	0.0.15.255	15
deny	172.23.16.0	0.0.15.255	5	deny	172.23.16.0	0.0.15.255	5	deny	172.23.16.0	0.0.255.255	Explanation:	The	only	filtering	criteria	specified	for	a	standard	access	list	is	the	source	IPv4	address.	The	wild	card	mask	is	written	to	identify	what	parts	of	the	address	to	match,	with	a	0	bit,	and	what	parts	of	the	address	should	be	ignored,	which	a	1	bit.	The
router	will	parse	the	ACE	entries	from	lowest	sequence	number	to	highest.	If	an	ACE	must	be	added	to	an	existing	access	list,	the	sequence	number	should	be	specified	so	that	the	ACE	is	in	the	correct	place	during	the	ACL	evaluation	process.	22.	Refer	to	the	exhibit.	A	network	administrator	configures	an	ACL	on	the	router.	Which	statement
describes	the	result	of	the	configuration?	An	SSH	connection	is	allowed	from	a	workstation	with	IP	172.16.45.16	to	a	device	with	IP	192.168.25.18.	An	SSH	connection	is	allowed	from	a	workstation	with	IP	192.168.25.18	to	a	device	with	IP	172.16.45.16.	A	Telnet	connection	is	allowed	from	a	workstation	with	IP	192.168.25.18	to	a	device	with	IP
172.16.45.16.	A	Telnet	connection	is	allowed	from	a	workstation	with	IP	172.16.45.16	to	a	device	with	IP	192.168.25.18.	Explanation:	In	an	extended	ACL,	the	first	address	is	the	source	IP	address	and	the	second	one	is	the	destination	IP	address.	TCP	port	number	22	is	a	well-known	port	number	reserved	for	SSH	connections.	Telnet	connections	use
TCP	port	number	23.	23.	Refer	to	the	exhibit.	What	can	be	determined	from	this	output?	The	ACL	is	missing	the	deny	ip	any	any	ACE.	The	ACL	is	only	monitoring	traffic	destined	for	10.23.77.101	from	three	specific	hosts.	Because	there	are	no	matches	for	line	10,	the	ACL	is	not	working.	The	router	has	not	had	any	Telnet	packets	from	10.35.80.22
that	are	destined	for	10.23.77.101.	Explanation:	ACL	entry	10	in	MyACL	matches	any	Telnet	packets	between	host	10.35.80.22	and	10.23.77.101.	No	matches	have	occurred	on	this	ACE	as	evidenced	by	the	lack	of	a	“(xxx	matches)”	ACE.	The	deny	ip	any	any	ACE	is	not	required	because	there	is	an	implicit	deny	ACE	added	to	every	access	control	list.
When	no	matches	exist	for	an	ACL,	it	only	means	that	no	traffic	has	matched	the	conditions	that	exist	for	that	particular	line.	The	ACL	is	monitoring	traffic	that	matches	three	specific	hosts	going	to	very	specific	destination	devices.	All	other	traffic	is	not	permitted	by	the	implicit	deny	ip	any	any	ACE.	24.	Refer	to	the	exhibit.	A	network	administrator
wants	to	permit	only	host	192.168.1.1	/24	to	be	able	to	access	the	server	192.168.2.1	/24.	Which	three	commands	will	achieve	this	using	best	ACL	placement	practices?	(Choose	three.)	R2(config)#	interface	fastethernet	0/1	R2(config-if)#	ip	access-group	101	out	R2(config)#	access-list	101	permit	ip	192.168.1.0	255.255.255.0	192.168.2.0
255.255.255.0	R2(config-if)#	ip	access-group	101	in	R2(config)#	access-list	101	permit	ip	any	any	R2(config)#	interface	fastethernet	0/0	R2(config)#	access-list	101	permit	ip	host	192.168.1.1	host	192.168.2.1	Explanation:	An	extended	ACL	is	placed	as	close	to	the	source	of	the	traffic	as	possible.	In	this	case.it	is	placed	in	an	inbound	direction	on
interface	fa0/0	on	R2	for	traffic	entering	the	router	from	host	with	the	IP	address192.168.1.1	bound	for	the	server	with	the	IP	address192.168.2.1.	25.	Consider	the	following	access	list.	access-list	100	permit	ip	host	192.168.10.1	any	access-list	100	deny	icmp	192.168.10.0	0.0.0.255	any	echo	access-list	100	permit	ip	any	any	Which	two	actions	are
taken	if	the	access	list	is	placed	inbound	on	a	router	Gigabit	Ethernet	port	that	has	the	IP	address	192.168.10.254	assigned?	(Choose	two.)	Only	Layer	3	connections	are	allowed	to	be	made	from	the	router	to	any	other	network	device.	Devices	on	the	192.168.10.0/24	network	are	not	allowed	to	reply	to	any	ping	requests.	Devices	on	the
192.168.10.0/24	network	can	sucessfully	ping	devices	on	the	192.168.11.0	network.	A	Telnet	or	SSH	session	is	allowed	from	any	device	on	the	192.168.10.0	into	the	router	with	this	access	list	assigned.	Devices	on	the	192.168.10.0/24	network	are	allowed	to	reply	to	any	ping	requests.	Only	the	network	device	assigned	the	IP	address	192.168.10.1	is
allowed	to	access	the	router.	Explanation:	The	first	ACE	allows	the	192.168.10.1	device	to	do	any	TCP/IP-based	transactions	with	any	other	destination.	The	second	ACE	stops	devices	on	the	192.168.10.0/24	network	from	issuing	any	pings	to	any	other	location.	Everything	else	is	permitted	by	the	third	ACE.	Therefore,	a	Telnet/SSH	session	or	ping
reply	is	allowed	from	a	device	on	the	192.168.10.0/24	network.	26.	Refer	to	the	exhibit.	The	named	ACL	“Managers”	already	exists	on	the	router.	What	will	happen	when	the	network	administrator	issues	the	commands	that	are	shown	in	the	exhibit?	The	commands	are	added	at	the	end	of	the	existing	Managers	ACL.	The	commands	overwrite	the
existing	Managers	ACL.	The	commands	are	added	at	the	beginning	of	the	existing	Managers	ACL.	The	network	administrator	receives	an	error	that	states	that	the	ACL	already	exists.	27.	In	which	TCP	attack	is	the	cybercriminal	attempting	to	overwhelm	a	target	host	with	half-open	TCP	connections?	port	scan	attack	SYN	flood	attack	session	hijacking
attack	reset	attack	Explanation:	In	a	TCP	SYN	flood	attack,	the	attacker	sends	to	the	target	host	a	continuous	flood	of	TCP	SYN	session	requests	with	a	spoofed	source	IP	address.	The	target	host	responds	with	a	TCP-SYN-ACK	to	each	of	the	SYN	session	requests	and	waits	for	a	TCP	ACK	that	will	never	arrive.	Eventually	the	target	is	overwhelmed
with	half-open	TCP	connections.	28.	Which	protocol	is	attacked	when	a	cybercriminal	provides	an	invalid	gateway	in	order	to	create	a	man-in-the-middle	attack?	DHCP	DNS	ICMP	HTTP	or	HTTPS	Explanation:	A	cybercriminal	could	set	up	a	rogue	DHCP	server	that	provides	one	or	more	of	the	following:	Wrong	default	gateway	that	is	used	to	create	a
man-in-the-middle	attack	and	allow	the	attacker	to	intercept	data	Wrong	DNS	server	that	results	in	the	user	being	sent	to	a	malicious	website	Invalid	default	gateway	IP	address	that	results	in	a	denial	of	service	attack	on	the	DHCP	client	29.	Refer	to	the	exhibit.	An	administrator	has	configured	a	standard	ACL	on	R1	and	applied	it	to	interface	serial
0/0/0	in	the	outbound	direction.	What	happens	to	traffic	leaving	interface	serial	0/0/0	that	does	not	match	the	configured	ACL	statements?	The	traffic	is	dropped.	The	source	IP	address	is	checked	and,	if	a	match	is	not	found,	traffic	is	routed	out	interface	serial	0/0/1.	The	resulting	action	is	determined	by	the	destination	IP	address.	The	resulting	action
is	determined	by	the	destination	IP	address	and	port	number.	Explanation:	Any	traffic	that	does	not	match	one	of	the	statements	in	an	ACL	has	the	implicit	deny	applied	to	it,	which	means	the	traffic	is	dropped.	30.	Refer	to	the	exhibit.	The	Gigabit	interfaces	on	both	routers	have	been	configured	with	subinterface	numbers	that	match	the	VLAN
numbers	connected	to	them.	PCs	on	VLAN	10	should	be	able	to	print	to	the	P1	printer	on	VLAN	12.	PCs	on	VLAN	20	should	print	to	the	printers	on	VLAN	22.	What	interface	and	in	what	direction	should	you	place	a	standard	ACL	that	allows	printing	to	P1	from	data	VLAN	10,	but	stops	the	PCs	on	VLAN	20	from	using	the	P1	printer?	(Choose	two.)
inbound	R2	S0/0/1	R1	Gi0/1.12	outbound	R1	S0/0/0	R2	Gi0/1.20	Explanation:	A	standard	access	list	is	commonly	placed	as	close	to	the	destination	network	as	possible	because	access	control	expressions	in	a	standard	ACL	do	not	include	information	about	the	destination	network.	The	destination	in	this	example	is	printer	VLAN	12	which	has	router	R1
Gigabit	subinterface	0/1/.12	as	its	gateway.	A	sample	standard	ACL	that	only	allows	printing	from	data	VLAN	10	(192.168.10.0/24),	for	example,	and	no	other	VLAN	would	be	as	follows:	R1(config)#	access-list	1	permit	192.168.10.0	0.0.0.255	R1(config)#	access-list	1	deny	any	R1(config)#	interface	gigabitethernet	0/1.12	R1(config-if)#	ip	access-
group	1	out	31.	Which	statement	describes	a	characteristic	of	standard	IPv4	ACLs?	They	are	configured	in	the	interface	configuration	mode.	They	can	be	configured	to	filter	traffic	based	on	both	source	IP	addresses	and	source	ports.	They	can	be	created	with	a	number	but	not	with	a	name.	They	filter	traffic	based	on	source	IP	addresses	only.
Explanation:	A	standard	IPv4	ACL	can	filter	traffic	based	on	source	IP	addresses	only.	Unlike	an	extended	ACL,	it	cannot	filter	traffic	based	on	Layer	4	ports.	However,	both	standard	and	extended	ACLs	can	be	identified	with	either	a	number	or	a	name,	and	both	are	configured	in	global	configuration	mode.	32.	What	is	considered	a	best	practice	when
configuring	ACLs	on	vty	lines?	Place	identical	restrictions	on	all	vty	lines.	Remove	the	vty	password	since	the	ACL	restricts	access	to	trusted	users.	Apply	the	ip	access-group	command	inbound.	Use	only	extended	access	lists.	33.	Refer	to	the	exhibit.	An	administrator	first	configured	an	extended	ACL	as	shown	by	the	output	of	the	show	access-lists
command.	The	administrator	then	edited	this	access-list	by	issuing	the	commands	below.	Router(config)#	ip	access-list	extended	101	Router(config-ext-nacl)#	no	20	Router(config-ext-nacl)#	5	permit	tcp	any	any	eq	22	Router(config-ext-nacl)#	20	deny	udp	any	any	Which	two	conclusions	can	be	drawn	from	this	new	configuration?​	(Choose	two.)	TFTP
packets	will	be	permitted.​	Ping	packets	will	be	permitted.	Telnet	packets	will	be	permitted.	SSH	packets	will	be	permitted.	All	TCP	and	UDP	packets	will	be	denied.​	Explanation:	After	the	editing,	the	final	configuration	is	as	follows:	Router#	show	access-lists	Extended	IP	access	list	101	5	permit	tcp	any	any	eq	ssh	10	deny	tcp	any	any	20	deny	udp	any
any	30	permit	icmp	any	any	So,	only	SSH	packets	and	ICMP	packets	will	be	permitted.​	34.	Which	set	of	access	control	entries	would	allow	all	users	on	the	192.168.10.0/24	network	to	access	a	web	server	that	is	located	at	172.17.80.1,	but	would	not	allow	them	to	use	Telnet?	access-list	103	deny	tcp	host	192.168.10.0	any	eq	23	access-list	103	permit
tcp	host	192.168.10.1	eq	80	access-list	103	permit	tcp	192.168.10.0	0.0.0.255	any	eq	80	access-list	103	deny	tcp	192.168.10.0	0.0.0.255	any	eq	23	access-list	103	permit	192.168.10.0	0.0.0.255	host	172.17.80.1	access-list	103	deny	tcp	192.168.10.0	0.0.0.255	any	eq	telnet​​	access-list	103	permit	tcp	192.168.10.0	0.0.0.255	host	172.17.80.1	eq	80
access-list	103	deny	tcp	​192.168.10.0	0.0.0.255	any	eq	23	Explanation:	For	an	extended	ACL	to	meet	these	requirements	the	following	need	to	be	included	in	the	access	control	entries:	identification	number	in	the	range	100-199	or	2000-2699	permit	or	deny	parameter	protocol	source	address	and	wildcard	destination	address	and	wildcard	port
number	or	name	35.	What	is	the	term	used	to	describe	a	mechanism	that	takes	advantage	of	a	vulnerability?	mitigation	exploit	vulnerability	threat	36.	Refer	to	the	exhibit.	The	network	administrator	has	an	IP	address	of	192.168.11.10	and	needs	access	to	manage	R1.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	extended	ACL
outbound	on	R2	WAN	interface	towards	the	internet	standard	ACL	inbound	on	R1	vty	lines	extended	ACLs	inbound	on	R1	G0/0	and	G0/1	extended	ACL	outbound	on	R2	S0/0/1	Explanation:	Standard	ACLs	permit	or	deny	packets	based	only	on	the	source	IPv4	address.	Because	all	traffic	types	are	permitted	or	denied,	standard	ACLs	should	be	located
as	close	to	the	destination	as	possible.	Extended	ACLs	permit	or	deny	packets	based	on	the	source	IPv4	address	and	destination	IPv4	address,	protocol	type,	source	and	destination	TCP	or	UDP	ports	and	more.	Because	the	filtering	of	extended	ACLs	is	so	specific,	extended	ACLs	should	be	located	as	close	as	possible	to	the	source	of	the	traffic	to	be
filtered.	Undesirable	traffic	is	denied	close	to	the	source	network	without	crossing	the	network	infrastructure.	37.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	any	configuration	option	or	command?	to	add	a	text	entry	for	documentation	purposes	to	generate	and	send	an	informational	message
whenever	the	ACE	is	matched	to	identify	any	IP	address	to	identify	one	specific	IP	address	38.	Which	statement	accurately	characterizes	the	evolution	of	threats	to	network	security?	Internet	architects	planned	for	network	security	from	the	beginning.	Early	Internet	users	often	engaged	in	activities	that	would	harm	other	users.	Internal	threats	can
cause	even	greater	damage	than	external	threats.	Threats	have	become	less	sophisticated	while	the	technical	knowledge	needed	by	an	attacker	has	grown.	Explanation:	Internal	threats	can	be	intentional	or	accidental	and	cause	greater	damage	than	external	threats	because	the	internal	user	has	direct	access	to	the	internal	corporate	network	and
corporate	data.	39.	A	user	receives	a	phone	call	from	a	person	who	claims	to	represent	IT	services	and	then	asks	that	user	for	confirmation	of	username	and	password	for	auditing	purposes.	Which	security	threat	does	this	phone	call	represent?	spam	social	engineering	DDoS	anonymous	keylogging	Explanation:	Social	engineering	attempts	to	gain	the
confidence	of	an	employee	and	convince	that	person	to	divulge	confidential	and	sensitive	information,	such	as	usernames	and	passwords.	DDoS	attacks,	spam,	and	keylogging	are	all	examples	of	software	based	security	threats,	not	social	engineering.	40.	In	what	way	are	zombies	used	in	security	attacks?	They	target	specific	individuals	to	gain
corporate	or	personal	information.	They	probe	a	group	of	machines	for	open	ports	to	learn	which	services	are	running.	They	are	maliciously	formed	code	segments	used	to	replace	legitimate	applications.	They	are	infected	machines	that	carry	out	a	DDoS	attack.	Explanation:	Zombies	are	infected	computers	that	make	up	a	botnet.	The	zombies	are
used	to	deploy	a	distributed	denial	of	service	(DDoS)	attack.	41.	Which	attack	involves	threat	actors	positioning	themselves	between	a	source	and	destination	with	the	intent	of	transparently	monitoring,	capturing,	and	controlling	the	communication?	man-in-the-middle	attack	SYN	flood	attack	DoS	attack	ICMP	attack	Explanation:	The	man-in-the-
middle	attack	is	a	common	IP-related	attack	where	threat	actors	position	themselves	between	a	source	and	destination	to	transparently	monitor,	capture,	and	control	the	communication.	42.	Which	two	keywords	can	be	used	in	an	access	control	list	to	replace	a	wildcard	mask	or	address	and	wildcard	mask	pair?	(Choose	two.)	host	most	gt	some	any	all
Explanation:	The	host	keyword	is	used	when	using	a	specific	device	IP	address	in	an	ACL.	For	example,	the	deny	host	192.168.5.5	command	is	the	same	is	the	deny	192.168.5.5	0.0.0.0	command.	The	any	keyword	is	used	to	allow	any	mask	through	that	meets	the	criteria.	For	example,	the	permit	any	command	is	the	same	as	permit	0.0.0.0
255.255.255.255	command.	43.	Which	statement	describes	a	difference	between	the	operation	of	inbound	and	outbound	ACLs?	Inbound	ACLs	are	processed	before	the	packets	are	routed	while	outbound	ACLs	are	processed	after	the	routing	is	completed.	In	contrast	to	outbound	ALCs,	inbound	ACLs	can	be	used	to	filter	packets	with	multiple	criteria.
On	a	network	interface,	more	than	one	inbound	ACL	can	be	configured	but	only	one	outbound	ACL	can	be	configured.	Inbound	ACLs	can	be	used	in	both	routers	and	switches	but	outbound	ACLs	can	be	used	only	on	routers.	Explanation:	With	an	inbound	ACL,	incoming	packets	are	processed	before	they	are	routed.	With	an	outbound	ACL,	packets	are
first	routed	to	the	outbound	interface,	then	they	are	processed.	Thus	processing	inbound	is	more	efficient	from	the	router	perspective.	The	structure,	filtering	methods,	and	limitations	(on	an	interface,	only	one	inbound	and	one	outbound	ACL	can	be	configured)	are	the	same	for	both	types	of	ACLs.	44.	What	effect	would	the	Router1(config-ext-nacl)#
permit	tcp	172.16.4.0	0.0.0.255	any	eq	www	command	have	when	implemented	inbound	on	the	f0/0	interface?	All	TCP	traffic	is	permitted,	and	all	other	traffic	is	denied.	Traffic	originating	from	172.16.4.0/24	is	permitted	to	all	TCP	port	80	destinations.	All	traffic	from	172.16.4.0/24	is	permitted	anywhere	on	any	port.	The	command	is	rejected	by	the
router	because	it	is	incomplete.	45.	Which	ACE	will	permit	a	packet	that	originates	from	any	network	and	is	destined	for	a	web	server	at	192.168.1.1?	access-list	101	permit	tcp	any	host	192.168.1.1	eq	80	access-list	101	permit	tcp	host	192.168.1.1	eq	80	any	access-list	101	permit	tcp	host	192.168.1.1	any	eq	80	access-list	101	permit	tcp	any	eq	80
host	192.168.1.1	46.	Refer	to	the	exhibit.	A	new	network	policy	requires	an	ACL	denying	FTP	and	Telnet	access	to	a	Corp	file	server	from	all	interns.	The	address	of	the	file	server	is	172.16.1.15	and	all	interns	are	assigned	addresses	in	the	172.18.200.0/24	network.	After	implementing	the	ACL,	no	one	in	the	Corp	network	can	access	any	of	the
servers.	What	is	the	problem?	CCNA	3	v7	Modules	3	–	5:	Network	Security	Exam	Answers	46	Inbound	ACLs	must	be	routed	before	they	are	processed.	The	ACL	is	implicitly	denying	access	to	all	the	servers.	Named	ACLs	require	the	use	of	port	numbers.	The	ACL	is	applied	to	the	interface	using	the	wrong	direction.	Explanation:	Both	named	and
numbered	ACLs	have	an	implicit	deny	ACE	at	the	end	of	the	list.	This	implicit	deny	blocks	all	traffic.	47.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	access-class	20	in	configuration	option	or	command?	to	secure	administrative	access	to	the	router	to	remove	an	ACL	from	an	interface	to	remove	a
configured	ACL	to	apply	a	standard	ACL	to	an	interface	48.	What	is	the	term	used	to	describe	the	same	pre-shared	key	or	secret	key,	known	by	both	the	sender	and	receiver	to	encrypt	and	decrypt	data?	symmetric	encryption	algorithm	data	integrity	exploit	risk	49.	Refer	to	the	exhibit.	Internet	privileges	for	an	employee	have	been	revoked	because	of
abuse	but	the	employee	still	needs	access	to	company	resources.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	CCNA	3	v7	Modules	3	–	5:	Network	Security	Exam	Answers	49	standard	ACL	inbound	on	R2	WAN	interface	connecting	to	the	internet	standard	ACL	outbound	on	R2	WAN	interface	towards	the	internet	standard	ACL
inbound	on	R1	G0/0	standard	ACL	outbound	on	R1	G0/0	Explanation:	–	Standard	ACLs	permit	or	deny	packets	based	only	on	the	source	IPv4	address.	Because	all	traffic	types	are	permitted	or	denied,	standard	ACLs	should	be	located	as	close	to	the	destination	as	possible.	–	Extended	ACLs	permit	or	deny	packets	based	on	the	source	IPv4	address	and
destination	IPv4	address,	protocol	type,	source	and	destination	TCP	or	UDP	ports	and	more.	Because	the	filtering	of	extended	ACLs	is	so	specific,	extended	ACLs	should	be	located	as	close	as	possible	to	the	source	of	the	traffic	to	be	filtered.	Undesirable	traffic	is	denied	close	to	the	source	network	without	crossing	the	network	infrastructure.	50.
Refer	to	the	exhibit.	The	student	on	the	H1	computer	continues	to	launch	an	extended	ping	with	expanded	packets	at	the	student	on	the	H2	computer.	The	school	network	administrator	wants	to	stop	this	behavior,	but	still	allow	both	students	access	to	web-based	computer	assignments.	What	would	be	the	best	plan	for	the	network	administrator?
CCNA	3	v7	Modules	3	–	5:	Network	Security	Exam	Answers	42	Apply	an	inbound	standard	ACL	on	R1	Gi0/0.	Apply	an	inbound	extended	ACL	on	R2	Gi0/1.	Apply	an	outbound	extended	ACL	on	R1	S0/0/1.	Apply	an	inbound	extended	ACL	on	R1	Gi0/0.	Apply	an	outbound	standard	ACL	on	R2	S0/0/1.	Explanation:	This	access	list	must	be	an	extended	ACL
in	order	to	filter	on	specific	source	and	destination	host	addresses.	Commonly,	the	best	place	for	an	extended	ACL	is	closest	to	the	source,	which	is	H1.	Traffic	from	H1	travels	into	the	switch,	then	out	of	the	switch	into	the	R1	Gi0/0	interface.	This	Gi0/0	interface	would	be	the	best	location	for	this	type	of	extended	ACL.	The	ACL	would	be	applied	on
the	inbound	interface	since	the	packets	from	H1	would	be	coming	into	the	R1	router.	51.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	‘ip	access-group	101	in’	configuration	option	or	command?	to	apply	an	extended	ACL	to	an	interface	to	secure	management	traffic	into	the	router	to	secure
administrative	access	to	the	router	to	display	all	restricted	traffic	52.	In	which	type	of	attack	is	falsified	information	used	to	redirect	users	to	malicious	Internet	sites?	DNS	amplification	and	reflection	ARP	cache	poisoning	DNS	cache	poisoning	domain	generation	Explanation:	In	a	DNS	cache	poisoning	attack,	falsified	information	is	used	to	redirect
users	from	legitimate	to	malicious	internet	sites.	53.	What	is	a	feature	of	an	IPS?	It	can	stop	malicious	packets.	It	is	deployed	in	offline	mode.	It	has	no	impact	on	latency.	It	is	primarily	focused	on	identifying	possible	incidents.	Explanation:	An	advantage	of	an	intrusion	prevention	systems	(IPS)	is	that	it	can	identify	and	stop	malicious	packets.
However,	because	an	IPS	is	deployed	inline,	it	can	add	latency	to	the	network.	54.	What	is	the	term	used	to	describe	a	potential	danger	to	a	company’s	assets,	data,	or	network	functionality?	vulnerability	threat	asset	exploit	Explanation:	A	threat	is	a	potential	danger	to	a	company’s	assets,	data,	or	network	functionality.	An	exploit	is	a	mechanism	that
takes	advantage	of	a	vulnerability.	A	vulnerability	is	a	weakness	in	a	system,	or	its	design,	that	could	be	exploited	by	a	threat.	55.	Refer	to	the	exhibit.	Network	192.168.30.0/24	contains	all	of	the	company	servers.	Policy	dictates	that	traffic	from	the	servers	to	both	networks	192.168.10.0	and	192.168.11.0	be	limited	to	replies	for	original	requests.
What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	extended	ACL	inbound	on	R3	G0/0	extended	ACL	inbound	on	R1	G0/0	standard	ACL	inbound	on	R1	G0/1	standard	ACL	inbound	on	R1	vty	lines	Explanation:	Standard	ACLs	permit	or	deny	packets	based	only	on	the	source	IPv4	address.	Because	all	traffic	types	are	permitted	or	denied,
standard	ACLs	should	be	located	as	close	to	the	destination	as	possible.	Extended	ACLs	permit	or	deny	packets	based	on	the	source	IPv4	address	and	destination	IPv4	address,	protocol	type,	source	and	destination	TCP	or	UDP	ports	and	more.	Because	the	filtering	of	extended	ACLs	is	so	specific,	extended	ACLs	should	be	located	as	close	as	possible
to	the	source	of	the	traffic	to	be	filtered.	Undesirable	traffic	is	denied	close	to	the	source	network	without	crossing	the	network	infrastructure.	56.	What	does	the	CLI	prompt	change	to	after	entering	the	command	ip	access-list	standard	aaa	from	global	configuration	mode?	Router(config-line)#	Router(config-std-nacl)#	Router(config)#	Router(config-
router)#	Router(config-if)#	57.	Refer	to	the	exhibit.	Many	employees	are	wasting	company	time	accessing	social	media	on	their	work	computers.	The	company	wants	to	stop	this	access.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	extended	ACL	outbound	on	R2	WAN	interface	towards	the	internet	standard	ACL	outbound	on	R2
WAN	interface	towards	the	internet	standard	ACL	outbound	on	R2	S0/0/0	extended	ACLs	inbound	on	R1	G0/0	and	G0/1	58.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	40	deny	host	192.168.23.8	configuration	option	or	command?	to	remove	all	ACLs	from	the	router	to	create	an	entry	in	a	numbered
ACL	to	apply	an	ACL	to	all	router	interfaces	to	secure	administrative	access	to	the	router	59.	What	is	the	best	description	of	Trojan	horse	malware?	It	is	malware	that	can	only	be	distributed	over	the	Internet.	It	appears	as	useful	software	but	hides	malicious	code.	It	is	software	that	causes	annoying	but	not	fatal	computer	problems.	It	is	the	most	easily
detected	form	of	malware.	60.	What	wild	card	mask	will	match	networks	172.16.0.0	through	172.19.0.0?	0.0.3.255	0.252.255.255	0.3.255.255	0.0.255.255	Explanation:	The	subnets	172.16.0.0	through	172.19.0.0	all	share	the	same	14	high	level	bits.	A	wildcard	mask	in	binary	that	matches	14	high	order	bits	is
00000000.00000011.11111111.11111111.	In	dotted	decimal	this	wild	card	mask	is	0.3.255.255.	61.	What	is	the	term	used	to	describe	gray	hat	hackers	who	publicly	protest	organizations	or	governments	by	posting	articles,	videos,	leaking	sensitive	information,	and	performing	network	attacks?	white	hat	hackers	grey	hat	hackers	hacktivists	state-
sponsored	hacker	62.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	no	ip	access-list	101	configuration	option	or	command?	to	apply	an	ACL	to	all	router	interfaces	to	secure	administrative	access	to	the	router	to	remove	all	ACLs	from	the	router	to	remove	a	configured	ACL	63.	What	is	the	term	used	to
describe	unethical	criminals	who	compromise	computer	and	network	security	for	personal	gain,	or	for	malicious	reasons?	hacktivists	vulnerability	broker	black	hat	hackers	script	kiddies	Explanation:	Black	hat	hackers	are	unethical	threat	actors	who	use	their	skills	to	compromise	computer	and	network	security	vulnerabilities.	The	goal	is	usually
financial	gain	or	personal	gain,	or	the	hacker	may	have	malicious	intent.	A	vulnerability	broker	is	a	gray	hat	hacker	who	attempts	to	discover	exploits	and	report	them	to	vendors,	sometimes	for	prizes	or	rewards.	Hacktivists	are	gray	hat	hackers	who	publicly	protest	organizations	or	governments	by	posting	articles	or	videos,	leaking	sensitive
information,	and	performing	network	attacks.	Script	kiddies	are	inexperienced	hackers	(sometimes	teenagers)	running	existing	scripts,	tools,	and	exploits	to	cause	harm—but	typically	not	for	profit.	64.	What	is	the	term	used	to	describe	a	guarantee	that	the	message	is	not	a	forgery	and	does	actually	come	from	whom	it	states?	origin	authentication
mitigation	exploit	data	non-repudiation	65.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	ip	access-group	101	in	configuration	option	or	command?	to	secure	administrative	access	to	the	router	to	apply	an	extended	ACL	to	an	interface	to	display	all	restricted	traffic	to	secure	management	traffic	into	the
router	66.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	remark	configuration	option	or	command?	to	generate	and	send	an	informational	message	whenever	the	ACE	is	matched	to	add	a	text	entry	for	documentation	purposes	to	identify	one	specific	IP	address	to	restrict	specific	traffic	access	through	an
interface	67.	Refer	to	the	exhibit.	The	company	CEO	demands	that	one	ACL	be	created	to	permit	email	traffic	to	the	internet	and	deny	FTP	access.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	extended	ACL	outbound	on	R2	WAN	interface	towards	the	internet	standard	ACL	outbound	on	R2	S0/0/0	extended	ACL	inbound	on	R2
S0/0/0	standard	ACL	inbound	on	R2	WAN	interface	connecting	to	the	internet	68.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	established	configuration	option	or	command?	to	add	a	text	entry	for	documentation	purposes	to	display	all	restricted	traffic	to	allow	specified	traffic	through	an	interface	to
allow	returning	reply	traffic	to	enter	the	internal	network	69.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	deny	configuration	option	or	command?	to	identify	one	specific	IP	address	to	display	all	restricted	traffic	to	restrict	specific	traffic	access	through	an	interface	to	generate	and	send	an
informational	message	whenever	the	ACE	is	matched	70.	Refer	to	the	exhibit.	Only	authorized	remote	users	are	allowed	remote	access	to	the	company	server	192.168.30.10.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	extended	ACLs	inbound	on	R1	G0/0	and	G0/1	extended	ACL	outbound	on	R2	WAN	interface	towards	the
internet	extended	ACL	inbound	on	R2	S0/0/0	extended	ACL	inbound	on	R2	WAN	interface	connected	to	the	internet	71.	Refer	to	the	exhibit.	Employees	on	192.168.11.0/24	work	on	critically	sensitive	information	and	are	not	allowed	access	off	their	network.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?	standard	ACL	inbound	on	R1
vty	lines	extended	ACL	inbound	on	R1	G0/0	standard	ACL	inbound	on	R1	G0/1	extended	ACL	inbound	on	R3	S0/0/1	72.	A	technician	is	tasked	with	using	ACLs	to	secure	a	router.	When	would	the	technician	use	the	host	configuration	option	or	command?	to	add	a	text	entry	for	documentation	purposes	to	generate	and	send	an	informational	message
whenever	the	ACE	is	matched	to	identify	any	IP	address	to	identify	one	specific	IP	address	73.	What	commonly	motivates	cybercriminals	to	attack	networks	as	compared	to	hacktivists	or	state-sponsored	hackers?	financial	gain	political	reasons	fame	seeking	status	among	peers	Explanation:	Cybercriminals	are	commonly	motivated	by	money.	Hackers
are	known	to	hack	for	status.	Cyberterrorists	are	motivated	to	commit	cybercrimes	for	religious	or	political	reasons.	74.	Refer	to	the	exhibit.	The	company	has	provided	IP	phones	to	employees	on	the	192.168.10.0/24	network	and	the	voice	traffic	will	need	priority	over	data	traffic.	What	is	the	best	ACL	type	and	placement	to	use	in	this	situation?
extended	ACL	inbound	on	R1	G0/0	extended	ACL	outbound	on	R2	WAN	interface	towards	the	internet	extended	ACL	outbound	on	R2	S0/0/1	extended	ACLs	inbound	on	R1	G0/0	and	G0/1	Explanation:	Standard	ACLs	permit	or	deny	packets	based	only	on	the	source	IPv4	address.	Because	all	traffic	types	are	permitted	or	denied,	standard	ACLs	should
be	located	as	close	to	the	destination	as	possible.	Extended	ACLs	permit	or	deny	packets	based	on	the	source	IPv4	address	and	destination	IPv4	address,	protocol	type,	source	and	destination	TCP	or	UDP	ports	and	more.	Because	the	filtering	of	extended	ACLs	is	so	specific,	extended	ACLs	should	be	located	as	close	as	possible	to	the	source	of	the
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Checkpoint	Exam:	IP	Addressing	Exam	Answers	Modules	11	–	13	of	the	CCNA1	–	Introduction	to	Networks	v7.0	(ITN)	1.	What	is	the	prefix	length	notation	for	the	subnet	mask	255.255.255.224?	Explanation:	The	binary	format	for	255.255.255.224	is	11111111.11111111.11111111.11100000.	The	prefix	length	is	the	number	of	consecutive	1s	in	the
subnet	mask.	Therefore,	the	prefix	length	is	/27.	2.	How	many	valid	host	addresses	are	available	on	an	IPv4	subnet	that	is	configured	with	a	/26	mask?	3.	Which	subnet	mask	would	be	used	if	5	host	bits	are	available?	255.255.255.0	255.255.255.128	255.255.255.224​	255.255.255.240	4.	A	network	administrator	subnets	the	192.168.10.0/24	network
into	subnets	with	/26	masks.	How	many	equal-sized	subnets	are	created?	5.	Match	the	subnetwork	to	a	host	address	that	would	be	included	within	the	subnetwork.	(Not	all	options	are	used.)	Explanation:	Subnet	192.168.1.32/27	will	have	a	valid	host	range	from	192.168.1.33	–	192.168.1.62	with	the	broadcast	address	as	192.168.1.63	Subnet
192.168.1.64/27	will	have	a	valid	host	range	from	192.168.1.65	–	192.168.1.94	with	the	broadcast	address	as	192.168.1.95	Subnet	192.168.1.96/27	will	have	a	valid	host	range	from	192.168.1.97	–	192.168.1.126	with	the	broadcast	address	as	192.168.1.127	6.	An	administrator	wants	to	create	four	subnetworks	from	the	network	address
192.168.1.0/24.	What	is	the	network	address	and	subnet	mask	of	the	second	useable	subnet?	subnetwork	192.168.1.64	subnet	mask	255.255.255.192	subnetwork	192.168.1.32	subnet	mask	255.255.255.240	subnetwork	192.168.1.64	subnet	mask	255.255.255.240	subnetwork	192.168.1.128	subnet	mask	255.255.255.192	subnetwork	192.168.1.8
subnet	mask	255.255.255.224	Explanation:	The	number	of	bits	that	are	borrowed	would	be	two,	thus	giving	a	total	of	4	useable	subnets:	192.168.1.0	192.168.1.64	192.168.1.128	192.168.1.192	Because	2	bits	are	borrowed,	the	new	subnet	mask	would	be	/26	or	255.255.255.192	7.	How	many	bits	must	be	borrowed	from	the	host	portion	of	an	address
to	accommodate	a	router	with	five	connected	networks?	Explanation:	Each	network	that	is	directly	connected	to	an	interface	on	a	router	requires	its	own	subnet.	The	formula	2n,	where	n	is	the	number	of	bits	borrowed,	is	used	to	calculate	the	available	number	of	subnets	when	borrowing	a	specific	number	of	bits.	8.	How	many	host	addresses	are
available	on	the	192.168.10.128/26	network?	Explanation:	A	/26	prefix	gives	6	host	bits,	which	provides	a	total	of	64	addresses,	because	2^6	=	64.	Subtracting	the	network	and	broadcast	addresses	leaves	62	usable	host	addresses.	9.	How	many	host	addresses	are	available	on	the	network	172.16.128.0	with	a	subnet	mask	of	255.255.252.0?	510	512
1022	1024	2046	2048	Explanation:	A	mask	of	255.255.252.0	is	equal	to	a	prefix	of	/22.	A	/22	prefix	provides	22	bits	for	the	network	portion	and	leaves	10	bits	for	the	host	portion.	The	10	bits	in	the	host	portion	will	provide	1022	usable	IP	addresses	(210	–	2	=	1022).	10.	Match	each	IPv4	address	to	the	appropriate	address	category.	(Not	all	options	are
used.)	11.	What	three	blocks	of	addresses	are	defined	by	RFC	1918	for	private	network	use?	(Choose	three.)	10.0.0.0/8	172.16.0.0/12	192.168.0.0/16	100.64.0.0/14	169.254.0.0/16	239.0.0.0/8	Explanation:	RFC	1918,	Address	Allocation	for	Private	Internets,	defines	three	blocks	of	IPv4	address	for	private	networks	that	should	not	be	routable	on	the



public	Internet.	10.0.0.0/8	172.16.0.0/12	192.168.0.0/16	12.	Refer	to	the	exhibit.	An	administrator	must	send	a	message	to	everyone	on	the	router	A	network.	What	is	the	broadcast	address	for	network	172.16.16.0/22?	172.16.16.255	172.16.20.255	172.16.19.255	172.16.23.255	172.16.255.255	Explanation:	The	172.16.16.0/22	network	has	22	bits	in
the	network	portion	and	10	bits	in	the	host	portion.	Converting	the	network	address	to	binary	yields	a	subnet	mask	of	255.255.252.0.	The	range	of	addresses	in	this	network	will	end	with	the	last	address	available	before	172.16.20.0.	Valid	host	addresses	for	this	network	range	from	172.16.16.1-172.16.19.254,	making	172.16.19.255	the	broadcast
address.	13.	A	site	administrator	has	been	told	that	a	particular	network	at	the	site	must	accommodate	126	hosts.	Which	subnet	mask	would	be	used	that	contains	the	required	number	of	host	bits?	255.255.255.0	255.255.255.128	255.255.255.224	255.255.255.240	Explanation:	The	subnet	mask	of	255.255.255.0	has	8	host	bits.	The	mask	of
255.255.255.128	results	in	7	host	bits.	The	mask	of	255.255.255.224	has	5	host	bits.	Finally,	255.255.255.240	represents	4	host	bits.	14.	Refer	to	the	exhibit.	Considering	the	addresses	already	used	and	having	to	remain	within	the	10.16.10.0/24	network	range,	which	subnet	address	could	be	assigned	to	the	network	containing	25	hosts?
10.16.10.160/26	10.16.10.128/28	10.16.10.64/27	10.16.10.224/26	10.16.10.240/27	10.16.10.240/28	Explanation:	Addresses	10.16.10.0	through	10.16.10.63	are	taken	for	the	leftmost	network.	Addresses	10.16.10.192	through	10.16.10.207	are	used	by	the	center	network.The	address	space	from	208-255	assumes	a	/28	mask,	which	does	not	allow
enough	host	bits	to	accommodate	25	host	addresses.The	address	ranges	that	are	available	include	10.16.10.64/26	and10.16.10.128/26.	To	accommodate	25	hosts,	5	host	bits	are	needed,	so	a	/27	mask	is	necessary.	Four	possible	/27	subnets	could	be	created	from	the	available	addresses	between	10.16.10.64	and	10.16.10.191:	10.16.10.64/27
10.16.10.96/27	10.16.10.128/27	10.16.10.160/27	15.	What	is	the	usable	number	of	host	IP	addresses	on	a	network	that	has	a	/26	mask?	Explanation:	A	/26	mask	is	the	same	as	255.255.255.192.	The	mask	leaves	6	host	bits.	With	6	host	bits,	64	IP	addresses	are	possible.	One	address	represents	the	subnet	number	and	one	address	represents	the
broadcast	address,	which	means	that	62	addresses	can	then	be	used	to	assign	to	network	devices.	16.	Which	address	prefix	range	is	reserved	for	IPv4	multicast?	240.0.0.0	–	254.255.255.255	224.0.0.0	–	239.255.255.255	169.254.0.0	–	169.254.255.255	127.0.0.0	–	127.255.255.255	Explanation:	Multicast	IPv4	addresses	use	the	reserved	class	D	address
range	of	224.0.0.0	to	239.255.255.255.	17.	Refer	to	the	exhibit.	Match	the	network	with	the	correct	IP	address	and	prefix	that	will	satisfy	the	usable	host	addressing	requirements	for	each	network.	Place	the	options	in	the	following	order:	Network	A	192.168.0.128	/25	Network	B	192.168.0.0	/26	Network	C	192.168.0.96	/27	Network	D	192.168.0.80
/30	Explanation:	Network	A	needs	to	use	192.168.0.128	/25,	which	yields	128	host	addresses.	Network	B	needs	to	use	192.168.0.0	/26,	which	yields	64	host	addresses.	Network	C	needs	to	use	192.168.0.96	/27,	which	yields	32	host	addresses.	Network	D	needs	to	use	192.168.0.80/30,	which	yields	4	host	addresses.	18.	A	high	school	in	New	York
(school	A)	is	using	videoconferencing	technology	to	establish	student	interactions	with	another	high	school	(school	B)	in	Russia.	The	videoconferencing	is	conducted	between	two	end	devices	through	the	Internet.	The	network	administrator	of	school	A	configures	the	end	device	with	the	IP	address	209.165.201.10.	The	administrator	sends	a	request
for	the	IP	address	for	the	end	device	in	school	B	and	the	response	is	192.168.25.10.	Neither	school	is	using	a	VPN.	The	administrator	knows	immediately	that	this	IP	will	not	work.	Why?	This	is	a	loopback	address.	This	is	a	link-local	address.	This	is	a	private	IP	address.	There	is	an	IP	address	conflict.	Explanation:	The	IP	address	192.168.25.10	is	an
IPv4	private	address.	This	address	will	not	be	routed	over	the	Internet,	so	school	A	will	not	be	able	to	reach	school	B.	Because	the	address	is	a	private	one,	it	can	be	used	freely	on	an	internal	network.	As	long	as	no	two	devices	on	the	internal	network	are	assigned	the	same	private	IP,	there	is	no	IP	conflict	issue.	Devices	that	are	assigned	a	private	IP
will	need	to	use	NAT	in	order	to	communicate	over	the	Internet.	19.	Which	three	addresses	are	valid	public	addresses?	(Choose	three.)	198.133.219.17	192.168.1.245	10.15.250.5	128.107.12.117	172.31.1.25	64.104.78.227	Explanation:	The	ranges	of	private	IPv4	addresses	are	as	folllows:	10.0.0.0	–	10.255.255.255	172.16.0.0	–	172.31.255.255
192.168.0.0	–	192.168.255.255	20.	A	message	is	sent	to	all	hosts	on	a	remote	network.	Which	type	of	message	is	it?	limited	broadcast	multicast	directed	broadcast	unicast	Explanation:	A	directed	broadcast	is	a	message	sent	to	all	hosts	on	a	specific	network.	It	is	useful	for	sending	a	broadcast	to	all	hosts	on	a	nonlocal	network.	A	multicast	message	is
a	message	sent	to	a	selected	group	of	hosts	that	are	part	of	a	subscribing	multicast	group.	A	limited	broadcast	is	used	for	a	communication	that	is	limited	to	the	hosts	on	the	local	network.	A	unicast	message	is	a	message	sent	from	one	host	to	another.	21.	A	company	has	a	network	address	of	192.168.1.64	with	a	subnet	mask	of	255.255.255.192.	The
company	wants	to	create	two	subnetworks	that	would	contain	10	hosts	and	18	hosts	respectively.	Which	two	networks	would	achieve	that?	(Choose	two.)	192.168.1.16/28	192.168.1.64/27	192.168.1.128/27	192.168.1.96/28	192.168.1.192/28	Explanation:	Subnet	192.168.1.64	/27	has	5	bits	that	are	allocated	for	host	addresses	and	therefore	will	be	able
to	support	32	addresses,	but	only	30	valid	host	IP	addresses.	Subnet	192.168.1.96/28	has	4	bits	for	host	addresses	and	will	be	able	to	support	16	addresses,	but	only	14	valid	host	IP	addresses.	22.	Which	address	is	a	valid	IPv6	link-local	unicast	address?	FEC8:1::FFFF	FD80::1:1234	FE80::1:4545:6578:ABC1	FE0A::100:7788:998F
FC90:5678:4251:FFFF	Explanation:	IPv6	LLAs	are	in	the	fe80::/10	range.	The	/10	indicates	that	the	first	10	bits	are	1111	1110	10xx	xxxx.	The	first	hextet	has	a	range	of	1111	1110	1000	0000	(fe80)	to	1111	1110	1011	1111	(febf).	23.	Which	of	these	addresses	is	the	shortest	abbreviation	for	the	IP	address:
3FFE:1044:0000:0000:00AB:0000:0000:0057?	3FFE:1044::AB::57	3FFE:1044::00AB::0057	3FFE:1044:0:0:AB::57	3FFE:1044:0:0:00AB::0057	3FFE:1044:0000:0000:00AB::57	3FFE:1044:0000:0000:00AB::0057	Explanation:	The	rules	for	reducing	the	notation	of	IPv6	addresses	are:	1.	Omit	any	leading	0s	(zeros)	in	any	hextet.	2.	Replace	any	single,
contiguous	string	of	one	or	more	16-bit	hextets	consisting	of	all	zeros	with	a	double	colon	(::)	.	3.	The	double	colon	(::)	can	only	be	used	once	within	an	address.	24.	A	network	administrator	has	received	the	IPv6	prefix	2001:DB8::/48	for	subnetting.	Assuming	the	administrator	does	not	subnet	into	the	interface	ID	portion	of	the	address	space,	how
many	subnets	can	the	administrator	create	from	the	/48	prefix?	Explanation:	With	a	network	prefix	of	48,	there	will	be	16	bits	available	for	subnetting	because	the	interface	ID	starts	at	bit	64.	Sixteen	bits	will	yield	65536	subnets.	25.	Given	IPv6	address	prefix	2001:db8::/48,	what	will	be	the	last	subnet	that	is	created	if	the	subnet	prefix	is	changed	to
/52?	2001:db8:0:f00::/52	2001:db8:0:8000::/52	2001:db8:0:f::/52	2001:db8:0:f000::/52	Explanation:	Prefix	2001:db8::/48	has	48	network	bits.	If	we	subnet	to	a	/52,	we	are	moving	the	network	boundary	four	bits	to	the	right	and	creating	16	subnets.	The	first	subnet	is	2001:db8::/52	the	last	subnet	is	2001:db8:0:f000::/52.	26.	Consider	the	following
range	of	addresses:	2001:0DB8:BC15:00A0:0000::	2001:0DB8:BC15:00A1:0000::	2001:0DB8:BC15:00A2:0000::	…	2001:0DB8:BC15:00AF:0000::	The	prefix-length	for	the	range	of	addresses	is			/60	.	Explanation:	All	the	addresses	have	the	part	2001:0DB8:BC15:00A	in	common.	Each	number	or	letter	in	the	address	represents	4	bits,	so	the	prefix-
length	is	/60.	27.	What	type	of	IPv6	address	is	FE80::1?	loopback	link-local	multicast	global	unicast	Explanation:	Link-local	IPv6	addresses	start	with	FE80::/10,	which	is	any	address	from	FE80::	to	FEBF::.	Link-local	addresses	are	used	extensively	in	IPv6	and	allow	directly	connected	devices	to	communicate	with	each	other	on	the	link	they	share.	28.
Refer	to	the	exhibit.	A	company	is	deploying	an	IPv6	addressing	scheme	for	its	network.	The	company	design	document	indicates	that	the	subnet	portion	of	the	IPv6	addresses	is	used	for	the	new	hierarchical	network	design,	with	the	site	subsection	to	represent	multiple	geographical	sites	of	the	company,	the	sub-site	section	to	represent	multiple
campuses	at	each	site,	and	the	subnet	section	to	indicate	each	network	segment	separated	by	routers.	With	such	a	scheme,	what	is	the	maximum	number	of	subnets	achieved	per	sub-site?	Refer	to	the	exhibit.	A	company	is	deploying	an	IPv6	addressing	scheme	for	its	network.	The	company	design	document	indicates	that	the	subnet	portion	of	the
IPv6	addresses	is	used	for	the	new	hierarchical	network	design,	with	the	s	ite	subsection	to	represent	multiple	geographical	sites	of	the	company,	the	s	ub-site	section	to	represent	multiple	campuses	at	each	site,	and	the	s	ubnet	section	to	indicate	each	network	segment	separated	by	routers.	With	such	a	scheme,	what	is	the	maximum	number	of
subnets	achieved	per	sub-site	?	Explanation:	Because	only	one	hexadecimal	character	is	used	to	represent	the	subnet,	that	one	character	can	represent	16	different	values	0	through	F.	29.	What	is	used	in	the	EUI-64	process	to	create	an	IPv6	interface	ID	on	an	IPv6	enabled	interface?	the	MAC	address	of	the	IPv6	enabled	interface	a	randomly
generated	64-bit	hexadecimal	address	an	IPv6	address	that	is	provided	by	a	DHCPv6	server	an	IPv4	address	that	is	configured	on	the	interface	Explanation:	The	EUI-64	process	uses	the	MAC	address	of	an	interface	to	construct	an	interface	ID	(IID).	Because	the	MAC	address	is	only	48	bits	in	length,	16	additional	bits	(FF:FE)	must	be	added	to	the
MAC	address	to	create	the	full	64-bit	interface	ID.	30.	What	is	the	prefix	for	the	host	address	2001:DB8:BC15:A:12AB::1/64?	2001:DB8:BC15	2001:DB8:BC15:A	2001:DB8:BC15:A:1	2001:DB8:BC15:A:12	Explanation:	The	network	portion,	or	prefix,	of	an	IPv6	address	is	identified	through	the	prefix	length.	A	/64	prefix	length	indicates	that	the	first	64
bits	of	the	IPv6	address	is	the	network	portion.	Hence	the	prefix	is	2001:DB8:BC15:A.	31.	An	IPv6	enabled	device	sends	a	data	packet	with	the	destination	address	of	FF02::1.	What	is	the	target	of	this	packet?​	the	one	IPv6	device	on	the	link	that	has	been	uniquely	configured	with	this	address	all	IPv6	enabled	devices	on	the	local	link​	or	network	only
IPv6	DHCP	servers​	only	IPv6	configured	routers	Explanation:	This	address	is	one	of	the	assigned	IPv6	multicast	addresses.	Packets	addressed	to	FF02::1	are	for	all	IPv6	enabled	devices	on	the	link	or	network.	FF02::2	is	for	all	IPv6	routers	that	exist	on	the	network.	32.	Match	the	IPv6	address	with	the	IPv6	address	type.	(Not	all	options	are	used.)
Place	the	options	in	the	following	order:	::1	loopback	FF02::1	all	node	multicast	FF02::1:FFAE:F85F	solicited	node	multicast	2001:DB8::BAF:3F57:FE94	global	unicast	Explanation:	FF02::1:FFAE:F85F	is	a	solicited	node	multicast	address.	2001:DB8::BAF:3F57:FE94	is	a	global	unicast	address.	FF02::1	is	the	all	node	multicast	address.	Packets	sent	to
this	address	will	be	received	by	all	IPv6	hosts	on	the	local	link.	::1	is	the	IPv6	loopback	address.	There	are	no	examples	of	link	local	or	unique	local	addresses	provided.	33.	Which	IPv6	prefix	is	reserved	for	communication	between	devices	on	the	same	link?	FC00::/7	2001::/32	FE80::/10	FDFF::/7	Explanation:	IPv6	link-local	unicast	addresses	are	in	the
FE80::/10	prefix	range	and	are	not	routable.	They	are	used	only	for	communications	between	devices	on	the	same	link.	34.	Which	type	of	IPv6	address	refers	to	any	unicast	address	that	is	assigned	to	multiple	hosts?	unique	local	global	unicast	link-local	anycast	Explanation:	The	IPv6	specifications	include	anycast	addresses.	An	anycast	address	is	any
unicast	IPv6	address	that	is	assigned	to	multiple	devices.	35.	What	are	two	types	of	IPv6	unicast	addresses?	(Choose	two.)	multicast	loopback	link-local	anycast	broadcast	Explanation:	Multicast,	anycast,	and	unicast	are	types	of	IPv6	addresses.	There	is	no	broadcast	address	in	IPv6.	Loopback	and	link-local	are	specific	types	of	unicast	addresses.	36.
Which	service	provides	dynamic	global	IPv6	addressing	to	end	devices	without	using	a	server	that	keeps	a	record	of	available	IPv6	addresses?	stateful	DHCPv6	SLAAC	static	IPv6	addressing	stateless	DHCPv6	Explanation:	Using	stateless	address	autoconfiguration	(SLAAC),	a	PC	can	solicit	a	router	and	receive	the	prefix	length	of	the	network.	From
this	information	the	PC	can	then	create	its	own	IPv6	global	unicast	address.	37.	Which	protocol	supports	Stateless	Address	Autoconfiguration	(SLAAC)	for	dynamic	assignment	of	IPv6	addresses	to	a	host?	Explanation:	SLAAC	uses	ICMPv6	messages	when	dynamically	assigning	an	IPv6	address	to	a	host.	DHCPv6	is	an	alternate	method	of	assigning	an
IPv6	addresses	to	a	host.	ARPv6	does	not	exist.	Neighbor	Discovery	Protocol	(NDP)	provides	the	functionality	of	ARP	for	IPv6	networks.	UDP	is	the	transport	layer	protocol	used	by	DHCPv6.	38.	Three	methods	allow	IPv6	and	IPv4	to	co-exist.	Match	each	method	with	its	description.	(Not	all	options	are	used.)	Place	the	options	in	the	following	order:
The	IPv4	packets	and	IPv6	packets	coexist	in	the	same	network.	dual-stack	The	IPv6	packet	is	transported	inside	an	IPv4	packet.	tunneling	IPv6	packets	are	converted	into	IPv4	packets,	and	vice	versa.	translation	39.	A	technician	uses	the	ping	127.0.0.1	command.	What	is	the	technician	testing?	the	TCP/IP	stack	on	a	network	host	connectivity
between	two	adjacent	Cisco	devices	connectivity	between	a	PC	and	the	default	gateway	connectivity	between	two	PCs	on	the	same	network	physical	connectivity	of	a	particular	PC	and	the	network	40.	Refer	to	the	exhibit.	An	administrator	is	trying	to	troubleshoot	connectivity	between	PC1	and	PC2	and	uses	the	tracert	command	from	PC1	to	do	it.
Based	on	the	displayed	output,	where	should	the	administrator	begin	troubleshooting?	Explanation:	Tracert	is	used	to	trace	the	path	a	packet	takes.	The	only	successful	response	was	from	the	first	device	along	the	path	on	the	same	LAN	as	the	sending	host.	The	first	device	is	the	default	gateway	on	router	R1.	The	administrator	should	therefore	start
troubleshooting	at	R1.	41.	Which	protocol	is	used	by	the	traceroute	command	to	send	and	receive	echo-requests	and	echo-replies?	Explanation:	Traceroute	uses	the	ICMP	(Internet	Control	Message	Protocol)	to	send	and	receive	echo-request	and	echo-reply	messages.	42.	Which	ICMPv6	message	is	sent	when	the	IPv6	hop	limit	field	of	a	packet	is
decremented	to	zero	and	the	packet	cannot	be	forwarded?	network	unreachable	time	exceeded	protocol	unreachable	port	unreachable	Explanation:	ICMPv6	uses	the	hop	limit	field	in	the	IPv6	packet	header	to	determine	if	the	packet	has	expired.	If	the	hop	limit	field	has	reached	zero,	a	router	will	send	a	time	exceeded	message	back	towards	the
source	indicating	that	the	router	cannot	forward	the	packet.	43.	A	user	executes	a	traceroute	over	IPv6.	At	what	point	would	a	router	in	the	path	to	the	destination	device	drop	the	packet?	when	the	value	of	the	Hop	Limit	field	reaches	255	when	the	value	of	the	Hop	Limit	field	reaches	zero	when	the	router	receives	an	ICMP	time	exceeded	message
when	the	target	host	responds	with	an	ICMP	echo	reply	message	Explanation:	When	a	traceroute	is	performed,	the	value	in	the	Hop	Limit	field	of	an	IPv6	packet	determines	how	many	router	hops	the	packet	can	travel.	Once	the	Hop	Limit	field	reaches	a	value	of	zero,	it	can	no	longer	be	forwarded	and	the	receiving	router	will	drop	the	packet.	44.
What	is	the	purpose	of	ICMP	messages?	to	inform	routers	about	network	topology	changes	to	ensure	the	delivery	of	an	IP	packet	to	provide	feedback	of	IP	packet	transmissions	to	monitor	the	process	of	a	domain	name	to	IP	address	resolution	Explanation:	The	purpose	of	ICMP	messages	is	to	provide	feedback	about	issues	that	are	related	to	the
processing	of	IP	packets.	45.	What	source	IP	address	does	a	router	use	by	default	when	the	traceroute	command	is	issued?	the	highest	configured	IP	address	on	the	router	a	loopback	IP	address	the	IP	address	of	the	outbound	interface	the	lowest	configured	IP	address	on	the	router	Explanation:	When	sending	an	echo	request	message,	a	router	will
use	the	IP	address	of	the	exit	interface	as	the	source	IP	address.	This	default	behavior	can	be	changed	by	using	an	extended	ping	and	specifying	a	specific	source	IP	address.	46.	Match	each	description	with	an	appropriate	IP	address.	(Not	all	options	are	used.)	Place	the	options	in	the	following	order:	a	link-local	address	169.254.1.5	a	TEST-NET
address	192.0.2.123	an	experimental	address	240.2.6.255	a	private	address	172.19.20.5	a	loopback	address	127.0.0.1	Explanation:	Link-Local	addresses	are	assigned	automatically	by	the	OS	environment	and	are	located	in	the	block	169.254.0.0/16.	The	private	addresses	ranges	are	10.0.0.0/8,	172.16.0.0/12,	and	192.168.0.0/16.	TEST-NET	addresses
belong	to	the	range	192.0.2.0/24.	The	addresses	in	the	block	240.0.0.0	to	255.255.255.254	are	reserved	as	experimental	addresses.	Loopback	addresses	belong	to	the	block	127.0.0.0/8.	47.	A	user	issues	a	ping	192.135.250.103	command	and	receives	a	response	that	includes	a	code	of	1.	What	does	this	code	represent?	host	unreachable	protocol
unreachable	port	unreachable	network	unreachable	48.	Which	subnet	would	include	the	address	192.168.1.96	as	a	usable	host	address?	192.168.1.64/26	192.168.1.32/27	192.168.1.32/28	192.168.1.64/29	Explanation:	For	the	subnet	of	192.168.1.64/26,	there	are	6	bits	for	host	addresses,	yielding	64	possible	addresses.	However,	the	first	and	last
subnets	are	the	network	and	broadcast	addresses	for	this	subnet.	Therefore,	the	range	of	host	addresses	for	this	subnet	is	192.168.1.65	to	192.168.1.126.	The	other	subnets	do	not	contain	the	address	192.168.1.96	as	a	valid	host	address.	49.	Open	the	PT	Activity.	Perform	the	tasks	in	the	activity	instructions	and	then	answer	the	question.	CCNA	1	v7
Modules	11	–	13	IP	Addressing	Exam	Answers	Full	What	are	the	three	IPv6	addresses	displayed	when	the	route	from	PC1	to	PC2	is	traced?	(Choose	three.)	2001:DB8:1:1::1	2001:DB8:1:1::A	2001:DB8:1:2::2	2001:DB8:1:2::1	2001:DB8:1:3::1	2001:DB8:1:3::2	2001:DB8:1:4::1	Explanation:	Using	the	ipv6config	command	on	PC2	displays	the	IPv6
address	of	PC2,	which	is	2001:DB8:1:4::A.	The	IPV6	link-local	address,	FE80::260:70FF:FE34:6930,	is	not	used	in	route	tracing.	Using	the	tracert	2001:DB8:1:4::A	command	on	PC1	displays	four	addresses:	2001:DB8:1:1::1,	2001:DB8:1:2::1	,	2001:DB8:1:3::2,	and	2001:DB8:1:4::A.	50.	A	host	is	transmitting	a	broadcast.	Which	host	or	hosts	will	receive
it?	all	hosts	in	the	same	subnet	a	specially	defined	group	of	hosts	the	closest	neighbor	on	the	same	network	all	hosts	on	the	Internet	Explanation:	A	broadcast	is	delivered	to	every	host	that	has	an	IP	address	within	the	same	network.	51.	A	host	is	transmitting	a	unicast.	Which	host	or	hosts	will	receive	it?	one	specific	host	a	specially	defined	group	of
hosts	all	hosts	on	the	Internet	the	closest	neighbor	on	the	same	network	52.	A	user	issues	a	ping	2001:db8:FACE:39::10	command	and	receives	a	response	that	includes	a	code	of	3.	What	does	this	code	represent?	address	unreachable	network	unreachable	host	unreachable	protocol	unreachable	53.	A	host	is	transmitting	a	multicast.	Which	host	or
hosts	will	receive	it?	a	specially	defined	group	of	hosts	the	closest	neighbor	on	the	same	network	one	specific	host	directly	connected	network	devices	60.	Which	is	the	compressed	format	of	the	IPv6	address	2001:0db8:0000:0000:0000:a0b0:0008:0001?	2001:db8::a0b0:8:1	2001:db8::ab8:1:0:1000	2001:db80:0:1::80:1	2001:db80:::1::80:1	61.	Which	is
the	compressed	format	of	the	IPv6	address	fe80:09ea:0000:2200:0000:0000:0fe0:0290?	fe80:9ea:0:2200::fe0:290	fe80:9:20::b000:290	fe80:9ea0::2020:0:bf:e0:9290	fe80:9ea0::2020::bf:e0:9290	62.	Which	is	the	compressed	format	of	the	IPv6	address	2002:0042:0010:c400:0000:0000:0000:0909?	2002:42:10:c400::909	200:420:110:c4b::910:0:90
2002:4200::25:1090:0:99	2002:42::25:1090:0:99	63.	Which	is	the	compressed	format	of	the	IPv6	address	2001:0db8:0000:0000:0ab8:0001:0000:1000?	2001:db8::ab8:1:0:1000	2001:db8::a0b0:8:1	2001:db8:1::ab8:0:1	2001:db8:0:1::8:1	64.	Which	is	the	compressed	format	of	the	IPv6	address	2002:0420:00c4:1008:0025:0190:0000:0990?
2002:420:c4:1008:25:190::990	2002:42:10:c400::909	2002:4200::25:1090:0:99	2002:42::25:1090:0:99	65.	Which	is	the	compressed	format	of	the	IPv6	address	2001:0db8:0000:0000:0000:a0b0:0008:0001?	2001:db8::a0b0:8:1	2001:db8:1::ab8:0:1	2001:db8::ab8:1:0:1000	2001:db8:0:1::8:1	66.	Which	is	the	compressed	format	of	the	IPv6	address
fe80:0000:0000:0000:0220:0b3f:f0e0:0029?	fe80::220:b3f:f0e0:29	fe80:9ea:0:2200::fe0:290	fe80:9ea0::2020:0:bf:e0:9290	fe80:9ea0::2020::bf:e0:9290	67.	Which	is	the	compressed	format	of	the	IPv6	address	2001:0db8:0000:0000:0000:a0b0:0008:0001?	2001:db8::a0b0:8:1	2001:db8::ab8:1:0:1000	2001:db80:0:1::80:1	2001:db8:0:1::8:1	68.	Which	is
the	compressed	format	of	the	IPv6	address	2002:0042:0010:c400:0000:0000:0000:0909?	2002:42:10:c400::909	2002:4200::25:1090:0:99	2002:420:c4:1008:25:190::990	2002:42::25:1090:0:99	69.	Which	is	the	compressed	format	of	the	IPv6	address	fe80:09ea:0000:2200:0000:0000:0fe0:0290?	fe80:9ea:0:2200::fe0:290	fe80:9ea0::2020:0:bf:e0:9290
fe80::220:b3f:f0e0:29	fe80::0220:0b3f:f0e0:0029	70.	A	user	issues	a	ping	2001:db8:FACE:39::10	command	and	receives	a	response	that	includes	a	code	of	2.	What	does	this	code	represent?	beyond	scope	of	the	source	address	communication	with	the	destination	administratively	prohibited	address	unreachable	no	route	to	destination	71.	A	user	issues
a	ping	192.135.250.103	command	and	receives	a	response	that	includes	a	code	of	1.	What	does	this	code	represent?	host	unreachable	beyond	scope	of	the	source	address	address	unreachable	communication	with	the	destination	administratively	prohibited	72.	A	user	issues	a	ping	fe80:65ab:dcc1::100	command	and	receives	a	response	that	includes	a
code	of	3.	What	does	this	code	represent?	address	unreachable	communication	with	the	destination	administratively	prohibited	beyond	scope	of	the	source	address	no	route	to	destination	73.	A	user	issues	a	ping	10.10.14.67	command	and	receives	a	response	that	includes	a	code	of	0.	What	does	this	code	represent?	network	unreachable	protocol
unreachable	port	unreachable	host	unreachable	74.	A	user	issues	a	ping	fe80:65ab:dcc1::100	command	and	receives	a	response	that	includes	a	code	of	4.	What	does	this	code	represent?	A	user	issues	a	ping	fe80:65ab:dcc1::100	command	and	receives	a	response	that	includes	a	code	of	4.	What	does	this	code	represent?	port	unreachable	host
unreachable	protocol	unreachable	network	unreachable	75.	A	user	issues	a	ping	198.133.219.8	command	and	receives	a	response	that	includes	a	code	of	0.	What	does	this	code	represent?	network	unreachable	protocol	unreachable	port	unreachable	host	unreachable	76.	A	user	issues	a	ping	2001:db8:3040:114::88	command	and	receives	a	response
that	includes	a	code	of	4.	What	does	this	code	represent?	port	unreachable	host	unreachable	protocol	unreachable	network	unreachable	77.	A	user	issues	a	ping	2001:db8:FACE:39::10	command	and	receives	a	response	that	includes	a	code	of	2.	What	does	this	code	represent?	beyond	scope	of	the	source	address	host	unreachable	protocol
unreachable	network	unreachable	How	to	find:	Press	“Ctrl	+	F”	in	the	browser	and	fill	in	whatever	wording	is	in	the	question	to	find	that	question/answer.	If	the	question	is	not	here,	find	it	in	Questions	Bank.NOTE:	If	you	have	the	new	question	on	this	test,	please	comment	Question	and	Multiple-Choice	list	in	form	below	this	article.	We	will	update
answers	for	you	in	the	shortest	time.	Thank	you!	We	truly	value	your	contribution	to	the	website.	Checkpoint	Exam:	Ethernet	Concepts	Exam	Answers	Modules	4	–	7	of	the	CCNA1	–	Introduction	to	Networks	v7.0	(ITN)	1.	What	is	the	purpose	of	the	OSI	physical	layer?	controlling	access	to	media	transmitting	bits	across	the	local	media	performing
error	detection	on	received	frames	exchanging	frames	between	nodes	over	physical	network	media	2.	Why	are	two	strands	of	fiber	used	for	a	single	fiber	optic	connection?	The	two	strands	allow	the	data	to	travel	for	longer	distances	without	degrading.	They	prevent	crosstalk	from	causing	interference	on	the	connection.	They	increase	the	speed	at
which	the	data	can	travel.	They	allow	for	full-duplex	connectivity.	3.	Which	characteristic	describes	crosstalk?	the	distortion	of	the	network	signal	from	fluorescent	lighting	the	distortion	of	the	transmitted	messages	from	signals	carried	in	adjacent	wires	the	weakening	of	the	network	signal	over	long	cable	lengths	the	loss	of	wireless	signal	over
excessive	distance	from	the	access	point	4.	Which	procedure	is	used	to	reduce	the	effect	of	crosstalk	in	copper	cables?	requiring	proper	grounding	connections	twisting	opposing	circuit	wire	pairs	together	wrapping	the	bundle	of	wires	with	metallic	shielding	designing	a	cable	infrastructure	to	avoid	crosstalk	interference	avoiding	sharp	bends	during
installation	5.	Match	the	situation	with	the	appropriate	use	of	network	media.	Place	the	options	in	the	following	order:	Copper	Cables	Fiber	optic	Wireless	horizontal	cabling	structure	backbone	cabling	in	an	enterprise	guest	access	in	a	coffee	shop	desktop	PCs	in	offices	in	an	enterprise	long-haul	networks	waiting	rooms	in	a	hospital	6.	A	network
administrator	is	measuring	the	transfer	of	bits	across	the	company	backbone	for	a	mission	critical	financial	application.	The	administrator	notices	that	the	network	throughput	appears	lower	than	the	bandwidth	expected.	Which	three	factors	could	influence	the	differences	in	throughput?	(Choose	three.)	the	amount	of	traffic	that	is	currently	crossing
the	network	the	sophistication	of	the	encapsulation	method	applied	to	the	data	the	type	of	traffic	that	is	crossing	the	network	the	latency	that	is	created	by	the	number	of	network	devices	that	the	data	is	crossing	the	bandwidth	of	the	WAN	connection	to	the	Internet	the	reliability	of	the	gigabit	Ethernet	infrastructure	of	the	backbone	Explanation:
Throughput	usually	does	not	match	the	specified	bandwidth	of	physical	links	due	to	multiple	factors.	These	factors	include,	the	amount	of	traffic,	type	of	traffic,	and	latency	created	by	the	network	devices	the	data	has	to	cross.	7.	What	are	two	characteristics	of	fiber-optic	cable?	(Choose	two.)	It	is	not	affected	by	EMI	or	RFI.	Each	pair	of	cables	is
wrapped	in	metallic	foil.	It	combines	the	technique	of	cancellation,	shielding,	and	twisting	to	protect	data.	It	typically	contains	4	pairs	of	fiber-optic	wires.	It	is	more	expensive	than	UTP	cabling	is.	Explanation:	Fiber-optic	cabling	supports	higher	bandwidth	than	UTP	for	longer	distances.	Fiber	is	immune	to	EMI	and	RFI,	but	costs	more,	requires	more
skill	to	install,	and	requires	more	safety	precautions.	8.	What	is	a	primary	role	of	the	Physical	layer	in	transmitting	data	on	the	network?	create	the	signals	that	represent	the	bits	in	each	frame	on	to	the	media	provide	physical	addressing	to	the	devices	determine	the	path	packets	take	through	the	network	control	data	access	to	the	media	Explanation:
The	OSI	physical	layer	provides	the	means	to	transport	the	bits	that	make	up	a	frame	across	the	network	media.	This	layer	accepts	a	complete	frame	from	the	data	link	layer	and	encodes	it	as	a	series	of	signals	that	are	transmitted	to	the	local	media.	9.	With	the	use	of	unshielded	twisted-pair	copper	wire	in	a	network,	what	causes	crosstalk	within	the
cable	pairs?	the	magnetic	field	around	the	adjacent	pairs	of	wire	the	use	of	braided	wire	to	shield	the	adjacent	wire	pairs	the	reflection	of	the	electrical	wave	back	from	the	far	end	of	the	cable	the	collision	caused	by	two	nodes	trying	to	use	the	media	simultaneously	Explanation:	Crosstalk	is	a	type	of	noise,	or	interference	that	occurs	when	signal
transmission	on	one	wire	interferes	with	another	wire.	When	current	flows	through	a	wire	a	magnetic	field	is	produced.	The	produced	magnetic	field	will	interface	the	signal	carried	in	the	adjacent	wire.	10.	Refer	to	the	graphic.	What	type	of	cabling	is	shown?	Explanation:	Network	cabling	include	different	types	of	cables:	UTP	cable	consists	of	four
pairs	of	color-coded	wires	that	have	been	twisted	together	and	then	encased	in	a	flexible	plastic	sheath.	STP	cable	uses	four	pairs	of	wires,	each	wrapped	in	a	foil	shield,	which	are	then	wrapped	in	an	overall	metallic	braid	or	foil.	Coaxial	cable	uses	a	copper	conductor	and	a	layer	of	flexible	plastic	insulation	surrounds	the	copper	conductor.	Fiber
cable	is	a	flexible,	extremely	thin,	transparent	strand	of	glass	surrounded	by	plastic	insulation.	11.	In	addition	to	the	cable	length,	what	two	factors	could	interfere	with	the	communication	carried	over	UTP	cables?	(Choose	two.)	crosstalk	bandwidth	size	of	the	network	signal	modulation	technique	electromagnetic	interference	Explanation:	Copper
media	is	widely	used	in	network	communications.	However,	copper	media	is	limited	by	distance	and	signal	interference.	Data	is	transmitted	on	copper	cables	as	electrical	pulses.	The	electrical	pulses	are	susceptible	to	interference	from	two	sources:	Electromagnetic	interference	(EMI)	or	radio	frequency	interference	(RFI)	–	EMI	and	RFI	signals	can
distort	and	corrupt	the	data	signals	being	carried	by	copper	media.	Crosstalk	–	Crosstalk	is	a	disturbance	caused	by	the	electric	or	magnetic	fields	of	a	signal	on	one	wire	interfering	with	the	signal	in	an	adjacent	wire.	12.	Refer	to	the	graphic.	What	type	of	cabling	is	shown?	13.	Which	two	devices	commonly	affect	wireless	networks?	(Choose	two.)	Blu-
ray	players	home	theaters	cordless	phones	microwaves	incandescent	light	bulbs	external	hard	drives	Explanation:	Radio	Frequency	Interference	(RFI)	is	the	interference	that	is	caused	by	radio	transmitters	and	other	devices	that	are	transmitting	in	the	same	frequency.	14.	Which	two	statements	describe	the	services	provided	by	the	data	link	layer?
(Choose	two.)	It	defines	the	end-to-end	delivery	addressing	scheme.	It	maintains	the	path	between	the	source	and	destination	devices	during	the	data	transmission.	It	manages	the	access	of	frames	to	the	network	media.	It	provides	reliable	delivery	through	link	establishment	and	flow	control.	It	ensures	that	application	data	will	be	transmitted
according	to	the	prioritization.	It	packages	various	Layer	3	PDUs	into	a	frame	format	that	is	compatible	with	the	network	interface.	Explanation:	The	data	link	layer	is	divided	into	two	sub	layers,	namely	Logical	Link	Control	(LLC)	and	Media	Access	Control	(MAC).	LLC	forms	a	frame	from	the	network	layer	PDU	into	a	format	that	conforms	to	the
requirements	of	the	network	interface	and	media.	A	network	layer	PDU	might	be	for	IPv4	or	IPv6.	The	MAC	sub	layer	defines	the	media	access	processes	performed	by	the	hardware.	It	manages	the	frame	access	to	the	network	media	according	to	the	physical	signaling	requirements	(copper	cable,	fiber	optic,	wireless,	etc.)	15.	What	is	the	function	of
the	CRC	value	that	is	found	in	the	FCS	field	of	a	frame?	to	verify	the	integrity	of	the	received	frame	to	verify	the	physical	address	in	the	frame	to	verify	the	logical	address	in	the	frame	to	compute	the	checksum	header	for	the	data	field	in	the	frame	Explanation:	The	CRC	value	in	the	FCS	field	of	the	received	frame	is	compared	to	the	computed	CRC
value	of	that	frame,	in	order	to	verify	the	integrity	of	the	frame.	If	the	two	values	do	not	match,	then	the	frame	is	discarded.	16.	What	is	contained	in	the	trailer	of	a	data-link	frame?	logical	address	physical	address	data	error	detection	Explanation:	The	trailer	in	a	data-link	frame	contains	error	detection	information	that	is	pertinent	to	the	frame
included	in	the	FCS	field.	The	header	contains	control	information,	such	as	the	addressing,	while	the	area	that	is	indicated	by	the	word	“data”	includes	the	data,	transport	layer	PDU,	and	the	IP	header.	17.	Which	statement	describes	a	characteristic	of	the	frame	header	fields	of	the	data	link	layer?	They	all	include	the	flow	control	and	logical
connection	fields.	Ethernet	frame	header	fields	contain	Layer	3	source	and	destination	addresses.	They	vary	depending	on	protocols.	They	include	information	on	user	applications.	Explanation:	All	data	link	layer	protocols	encapsulate	the	Layer	3	PDU	within	the	data	field	of	the	frame.	However,	the	structure	of	the	frame	and	the	fields	that	are
contained	in	the	header	vary	according	to	the	protocol.	Different	data	link	layer	protocols	may	use	different	fields,	like	priority/quality	of	service,	logical	connection	control,	physical	link	control,	flow	control,	and	congestion	control.	18.	A	network	team	is	comparing	physical	WAN	topologies	for	connecting	remote	sites	to	a	headquarters	building.
Which	topology	provides	high	availability	and	connects	some,	but	not	all,	remote	sites?	mesh	partial	mesh	hub	and	spoke	point-to-point	Explanation:	Partial	mesh	topologies	provide	high	availability	by	interconnecting	multiple	remote	sites,	but	do	not	require	a	connection	between	all	remote	sites.	A	mesh	topology	requires	point-to-point	links	with
every	system	being	connected	to	every	other	system.	A	point-to-point	topology	is	where	each	device	is	connected	to	one	other	device.	A	hub	and	spoke	uses	a	central	device	in	a	star	topology	that	connects	to	other	point-to-point	devices.	19.	Which	two	fields	or	features	does	Ethernet	examine	to	determine	if	a	received	frame	is	passed	to	the	data	link
layer	or	discarded	by	the	NIC?	(Choose	two.)	auto-MDIX	CEF	Frame	Check	Sequence	minimum	frame	size	source	MAC	address	Explanation:	An	Ethernet	frame	is	not	processed	and	is	discarded	if	it	is	smaller	than	the	minimum	(64	bytes)	or	if	the	calculated	frame	check	sequence	(FCS)	value	does	not	match	the	received	FCS	value.	Auto-MDIX
(automatic	medium-dependent	interface	crossover)	is	Layer	1	technology	that	detects	cable	straight-through	or	crossover	types.	The	source	MAC	address	is	not	used	to	determine	how	the	frame	is	received.	CEF	(Cisco	Express	Forwarding)	is	a	technology	used	to	expedite	Layer	3	switching.	20.	Which	media	communication	type	does	not	require
media	arbitration	in	the	data	link	layer?	deterministic	half-duplex	full-duplex	controlled	access	Explanation:	Half-duplex	communication	occurs	when	both	devices	can	both	transmit	and	receive	on	the	medium	but	cannot	do	so	simultaneously.	Full-duplex	communication	occurs	when	both	devices	can	transmit	and	receive	on	the	medium	at	the	same
time	and	therefore	does	not	require	media	arbitration.	Half-duplex	communication	is	typically	contention-based,	whereas	controlled	(deterministic)	access	is	applied	in	technologies	where	devices	take	turns	to	access	the	medium.	21.	Which	statement	describes	an	extended	star	topology?	End	devices	connect	to	a	central	intermediate	device,	which	in
turn	connects	to	other	central	intermediate	devices.	End	devices	are	connected	together	by	a	bus	and	each	bus	connects	to	a	central	intermediate	device.	Each	end	system	is	connected	to	its	respective	neighbor	via	an	intermediate	device.	All	end	and	intermediate	devices	are	connected	in	a	chain	to	each	other.	Explanation:	In	an	extended	star
topology,	central	intermediate	devices	interconnect	other	star	topologies.	22.	What	is	a	characteristic	of	the	LLC	sublayer?	It	provides	the	logical	addressing	required	that	identifies	the	device.	It	provides	delimitation	of	data	according	to	the	physical	signaling	requirements	of	the	medium.	It	places	information	in	the	frame	allowing	multiple	Layer	3
protocols	to	use	the	same	network	interface	and	media.	It	defines	software	processes	that	provide	services	to	the	physical	layer.	Explanation:	The	Logical	Link	Control	(LLC)	defines	the	software	processes	that	provide	services	to	the	network	layer	protocols.	The	information	is	placed	by	LLC	in	the	frame	and	identifies	which	network	layer	protocol	is
being	used	for	the	frame.	This	information	allows	multiple	Layer	3	protocols,	such	as	IPv4	and	IPv6,	to	utilize	the	same	network	interface	and	media.	23.	What	are	three	ways	that	media	access	control	is	used	in	networking?	(Choose	three.)	Ethernet	utilizes	CSMA/CD.	Media	access	control	provides	placement	of	data	frames	onto	the	media.
Contention-based	access	is	also	known	as	deterministic.	802.11	utilizes	CSMA/CD.	Data	link	layer	protocols	define	the	rules	for	access	to	different	media.	Networks	with	controlled	access	have	reduced	performance	due	to	data	collisions.	Explanation:	Wired	Ethernet	networks	use	CSMA/CD	for	media	access	control.	IEEE	802.11	wireless	networks	use
CSMA/CA,	a	similar	method.	Media	access	control	defines	the	way	data	frames	get	placed	on	the	media.	The	controlled	access	method	is	deterministic,	not	a	contention-based	access	to	networks.	Because	each	device	has	its	own	time	to	use	the	medium,	controlled	access	networks	such	as	legacy	Token	Ring	do	not	have	collisions.	24.	During	the
encapsulation	process,	what	occurs	at	the	data	link	layer	for	a	PC	connected	to	an	Ethernet	network?	An	IP	address	is	added.	The	logical	address	is	added.	The	physical	address	is	added.	The	process	port	number	is	added.	Explanation:	The	Ethernet	frame	includes	the	source	and	destination	physical	address.	The	trailer	includes	a	CRC	value	in	the
Frame	Check	Sequence	field	to	allow	the	receiving	device	to	determine	if	the	frame	has	been	changed	(has	errors)	during	the	transmission.	25.	What	three	items	are	contained	in	an	Ethernet	header	and	trailer?	(Choose	three.)	source	IP	address	source	MAC	address	destination	IP	address	destination	MAC	address	error-checking	information
Explanation:	Layer	2	headers	contain	the	following:	Frame	start	and	stop	indicator	flags	at	the	beginning	and	end	of	a	frame	Addressing	–	for	Ethernet	networks	this	part	of	the	header	contains	source	and	destination	MAC	addresses	Type	field	to	indicate	what	Layer	3	protocol	is	being	used	Error	detection	to	determine	if	the	frame	arrived	without
error	26.	What	type	of	communication	rule	would	best	describe	CSMA/CD?	access	method	flow	control	message	encapsulation	message	encoding	Explanation:	Carrier	sense	multiple	access	collision	detection	(CSMA/CD)	is	the	access	method	used	with	Ethernet.	The	access	method	rule	of	communication	dictates	how	a	network	device	is	able	to	place
a	signal	on	the	carrier.	CSMA/CD	dictates	those	rules	on	an	Ethernet	network	and	CSMA/CA	dictates	those	rules	on	an	802.11	wireless	LAN.	27.	Which	three	basic	parts	are	common	to	all	frame	types	supported	by	the	data	link	layer?	(Choose	three.)	header	type	field	MTU	size	data	trailer	CRC	value	Explanation:	The	data	link	protocol	is	responsible
for	NIC-to-NIC	communications	within	the	same	network.	Although	there	are	many	different	data	link	layer	protocols	that	describe	data	link	layer	frames,	each	frame	type	has	three	basic	parts:	28.	Which	statement	is	true	about	the	CSMA/CD	access	method	that	is	used	in	Ethernet?	When	a	device	hears	a	carrier	signal	and	transmits,	a	collision
cannot	occur.	A	jamming	signal	causes	only	devices	that	caused	the	collision	to	execute	a	backoff	algorithm.	All	network	devices	must	listen	before	transmitting.	Devices	involved	in	a	collision	get	priority	to	transmit	after	the	backoff	period.	Explanation:	Legacy	bus-topology	Ethernet	LAN	uses	CSMA/CD	as	network	media	access	control	protocol.	It
works	by	detecting	a	collision	in	the	medium	and	backing	off	(after	transmitting	a	jam	signal)	as	necessary.	When	one	host	wants	to	transmit	a	frame,	it	listens	on	the	medium	to	check	if	the	medium	is	busy.	After	it	senses	that	no	one	else	is	transmitting,	the	host	starts	transmitting	the	frame,	it	also	monitors	the	current	level	to	detect	a	collision.	If	it
detects	a	collision,	it	transmits	a	special	jam	signal	so	that	all	other	hosts	can	know	there	was	a	collision.	The	other	host	will	receive	this	jam	signal	and	stop	transmitting.	After	this,	both	hosts	enter	an	exponential	backoff	phase	and	retry	transmission.	29.	What	is	the	auto-MDIX	feature	on	a	switch?	the	automatic	configuration	of	an	interface	for
10/100/1000	Mb/s	operation	the	automatic	configuration	of	an	interface	for	a	straight-through	or	a	crossover	Ethernet	cable	connection	the	automatic	configuration	of	full-duplex	operation	over	a	single	Ethernet	copper	or	optical	cable	the	ability	to	turn	a	switch	interface	on	or	off	accordingly	if	an	active	connection	is	detected	Explanation:	The	auto-
MDIX	enables	a	switch	to	use	a	crossover	or	a	straight-through	Ethernet	cable	to	connect	to	a	device	regardless	of	the	device	on	the	other	end	of	the	connection.	30.	Refer	to	the	exhibit.	What	is	the	destination	MAC	address	of	the	Ethernet	frame	as	it	leaves	the	web	server	if	the	final	destination	is	PC1?	00-60-2F-3A-07-AA	00-60-2F-3A-07-BB	00-60-
2F-3A-07-CC	00-60-2F-3A-07-DD	Explanation:	The	destination	MAC	address	is	used	for	local	delivery	of	Ethernet	frames.	The	MAC	(Layer	2)	address	changes	at	each	network	segment	along	the	path.	As	the	frame	leaves	the	web	server,	it	will	be	delivered	by	using	the	MAC	address	of	the	default	gateway.	31.	A	Layer	2	switch	is	used	to	switch
incoming	frames	from	a	1000BASE-T	port	to	a	port	connected	to	a	100Base-T	network.	Which	method	of	memory	buffering	would	work	best	for	this	task?	port-based	buffering	level	1	cache	buffering	shared	memory	buffering	fixed	configuration	buffering	Explanation:	With	shared	memory	buffering,	the	number	of	frames	stored	in	the	buffer	is
restricted	only	by	the	of	the	entire	memory	buffer	and	not	limited	to	a	single	port	buffer.	This	permits	larger	frames	to	be	transmitted	with	fewer	dropped	frames.	This	is	important	to	asymmetric	switching,	which	applies	to	this	scenario,	where	frames	are	being	exchanged	between	ports	of	different	rates.	With	port-based	memory	buffering,	frames	are
stored	in	queues	that	are	linked	to	specific	incoming	and	outgoing	ports	making	it	possible	for	a	single	frame	to	delay	the	transmission	of	all	the	frames	in	memory	because	of	a	busy	destination	port.	Level	1	cache	is	memory	used	in	a	CPU.	Fixed	configuration	refers	to	the	port	arrangement	in	switch	hardware.	32.	What	are	two	examples	of	the	cut-
through	switching	method?	(Choose	two.)	store-and-forward	switching	fast-forward	switching	CRC	switching	fragment-free	switching	QOS	switching	Explanation:	Store-and	forward	switching	accepts	the	entire	frame	and	performs	error	checking	using	CRC	before	forwarding	the	frame.	Store-and-forward	is	often	required	for	QOS	analysis.	Fast-
forward	and	fragment-free	are	both	variations	of	the	cut-through	switching	method	where	only	part	of	the	frame	is	received	before	the	switch	begins	to	forward	it.	33.	Which	frame	forwarding	method	receives	the	entire	frame	and	performs	a	CRC	check	to	detect	errors	before	forwarding	the	frame?	cut-through	switching	store-and-forward	switching
fragment-free	switching	fast-forward	switching	Explanation:	Fast-forward	and	fragment-free	switching	are	variations	of	cut-through	switching,	which	begins	to	forward	the	frame	before	the	entire	frame	is	received.	34.	What	is	the	purpose	of	the	FCS	field	in	a	frame?	to	obtain	the	MAC	address	of	the	sending	node	to	verify	the	logical	address	of	the
sending	node	to	compute	the	CRC	header	for	the	data	field	to	determine	if	errors	occurred	in	the	transmission	and	reception	Explanation:	The	FCS	field	in	a	frame	is	used	to	detect	any	errors	in	the	transmission	and	receipt	of	a	frame.	This	is	done	by	comparing	the	CRC	value	within	the	frame	against	a	computed	CRC	value	of	the	frame.	If	the	two
values	do	not	match,	then	the	frame	is	discarded.	35.	Which	switching	method	has	the	lowest	level	of	latency?	cut-through	store-and-forward	fragment-free	fast-forward	Explanation:	Fast-forward	switching	begins	to	forward	a	frame	after	reading	the	destination	MAC	address,	resulting	in	the	lowest	latency.	Fragment-free	reads	the	first	64	bytes
before	forwarding.	Store-and-forward	has	the	highest	latency	because	it	reads	the	entire	frame	before	beginning	to	forward	it.	Both	fragment-free	and	fast-forward	are	types	of	cut-through	switching.	36.	A	network	administrator	is	connecting	two	modern	switches	using	a	straight-through	cable.	The	switches	are	new	and	have	never	been	configured.
Which	three	statements	are	correct	about	the	final	result	of	the	connection?	(Choose	three.)	The	link	between	the	switches	will	work	at	the	fastest	speed	that	is	supported	by	both	switches.	The	link	between	switches	will	work	as	full-duplex.	If	both	switches	support	different	speeds,	they	will	each	work	at	their	own	fastest	speed.	The	auto-MDIX
feature	will	configure	the	interfaces	eliminating	the	need	for	a	crossover	cable.	The	connection	will	not	be	possible	unless	the	administrator	changes	the	cable	to	a	crossover	cable.	The	duplex	capability	has	to	be	manually	configured	because	it	cannot	be	negotiated.	Explanation:	Modern	switches	can	negotiate	to	work	in	full-duplex	mode	if	both
switches	are	capable.	They	will	negotiate	to	work	using	the	fastest	possible	speed	and	the	auto-MDIX	feature	is	enabled	by	default,	so	a	cable	change	is	not	needed.	37.	Which	advantage	does	the	store-and-forward	switching	method	have	compared	with	the	cut-through	switching	method?	collision	detecting	frame	error	checking	faster	frame
forwarding	frame	forwarding	using	IPv4	Layer	3	and	4	information	Explanation:	A	switch	using	the	store-and-forward	switching	method	performs	an	error	check	on	an	incoming	frame	by	comparing	the	FCS	value	against	its	own	FCS	calculations	after	the	entire	frame	is	received.	In	comparison,	a	switch	using	the	cut-through	switching	method	makes
quick	forwarding	decisions	and	starts	the	forwarding	process	without	waiting	for	the	entire	frame	to	be	received.	Thus	a	switch	using	cut-through	switching	may	send	invalid	frames	to	the	network.	The	performance	of	store-and-forward	switching	is	slower	compared	to	cut-through	switching	performance.	Collision	detection	is	monitored	by	the
sending	device.	Store-and-forward	switching	does	not	use	IPv4	Layer	3	and	4	information	for	its	forwarding	decisions.	38.	When	the	store-and-forward	method	of	switching	is	in	use,	what	part	of	the	Ethernet	frame	is	used	to	perform	an	error	check?	CRC	in	the	trailer	source	MAC	address	in	the	header	destination	MAC	address	in	the	header	protocol
type	in	the	header	Explanation:	The	cyclic	redundancy	check	(CRC)	part	of	the	trailer	is	used	to	determine	if	the	frame	has	been	modified	during	transit.​	If	the	integrity	of	the	frame	is	verified,	the	frame	is	forwarded.	If	the	integrity	of	the	frame	cannot	be	verified,	then	the	frame	is	dropped.	39.	Which	switching	method	uses	the	CRC	value	in	a	frame?
cut-through	fast-forward	fragment-free	store-and-forward	Explanation:	When	the	store-and-forward	switching	method	is	used,	the	switch	receives	the	complete	frame	before	forwarding	it	on	to	the	destination.	The	cyclic	redundancy	check	(CRC)	part	of	the	trailer	is	used	to	determine	if	the	frame	has	been	modified	during	transit.​​	In	contrast,	a	cut-
through	switch	forwards	the	frame	once	the	destination	Layer	2	address	is	read.	Two	types	of	cut-through	switching	methods	are	fast-forward	and	fragment-free.	40.	What	are	two	actions	performed	by	a	Cisco	switch?	(Choose	two.)	building	a	routing	table	that	is	based	on	the	first	IP	address	in	the	frame	header	using	the	source	MAC	addresses	of
frames	to	build	and	maintain	a	MAC	address	table	forwarding	frames	with	unknown	destination	IP	addresses	to	the	default	gateway	utilizing	the	MAC	address	table	to	forward	frames	via	the	destination	MAC	address	examining	the	destination	MAC	address	to	add	new	entries	to	the	MAC	address	table	Explanation:	Important	actions	that	a	switch
performs	are	as	follows:	When	a	frame	comes	in,	the	switch	examines	the	Layer	2	source	address	to	build	and	maintain	the	Layer	2	MAC	address	table.	It	examines	the	Layer	2	destination	address	to	determine	how	to	forward	the	frame.	When	the	destination	address	is	in	the	MAC	address	table,	then	the	frame	is	sent	out	a	particular	port.	When	the
address	is	unknown,	the	frame	is	sent	to	all	ports	that	have	devices	connected	to	that	network.	41.	Which	two	statements	describe	features	or	functions	of	the	logical	link	control	sublayer	in	Ethernet	standards?	(Choose	two.)	Logical	link	control	is	implemented	in	software.	Logical	link	control	is	specified	in	the	IEEE	802.3	standard.	The	LLC	sublayer
adds	a	header	and	a	trailer	to	the	data.	The	data	link	layer	uses	LLC	to	communicate	with	the	upper	layers	of	the	protocol	suite.	The	LLC	sublayer	is	responsible	for	the	placement	and	retrieval	of	frames	on	and	off	the	media.	Explanation:	Logical	link	control	is	implemented	in	software	and	enables	the	data	link	layer	to	communicate	with	the	upper
layers	of	the	protocol	suite.	Logical	link	control	is	specified	in	the	IEEE	802.2	standard.	IEEE	802.3	is	a	suite	of	standards	that	define	the	different	Ethernet	types.	The	MAC	(Media	Access	Control)	sublayer	is	responsible	for	the	placement	and	retrieval	of	frames	on	and	off	the	media.	The	MAC	sublayer	is	also	responsible	for	adding	a	header	and	a
trailer	to	the	network	layer	protocol	data	unit	(PDU).	42.	What	is	the	auto-MDIX	feature?	It	enables	a	device	to	automatically	configure	an	interface	to	use	a	straight-through	or	a	crossover	cable.	It	enables	a	device	to	automatically	configure	the	duplex	settings	of	a	segment.	It	enables	a	device	to	automatically	configure	the	speed	of	its	interface.	It
enables	a	switch	to	dynamically	select	the	forwarding	method.	Explanation:	The	auto-MDIX	feature	allows	the	device	to	configure	its	network	port	according	to	the	cable	type	that	is	used	(straight-through	or	crossover)	and	the	type	of	device	that	is	connected	to	that	port.	When	a	port	of	a	switch	is	configured	with	auto-MDIX,	this	switch	can	be
connected	to	another	switch	by	the	use	of	either	a	straight-through	cable	or	a	crossover	cable.	43.	What	is	one	advantage	of	using	the	cut-through	switching	method	instead	of	the	store-and-forward	switching	method?	has	a	positive	impact	on	bandwidth	by	dropping	most	of	the	invalid	frames	makes	a	fast	forwarding	decision	based	on	the	source	MAC
address	of	the	frame	has	a	lower	latency	appropriate	for	high-performance	computing	applications​	provides	the	flexibility	to	support	any	mix	of	Ethernet	speeds	Explanation:	Cut-through	switching	provides	lower	latency	switching	for	high-performance	computing	(HPC)	applications.	Cut-through	switching	allows	more	invalid	frames	to	cross	the
network	than	store-and-forward	switching.	The	cut-through	switching	method	can	make	a	forwarding	decision	as	soon	as	it	looks	up	the	destination	MAC	address	of	the	frame.	44.	Which	is	a	multicast	MAC	address?	FF-FF-FF-FF-FF-FF	5C-26-0A-4B-19-3E	01-00-5E-00-00-03	00-26-0F-4B-00-3E	Explanation:	Multicast	MAC	addresses	begin	with	the
special	value	of	01-00-5E.	45.	Refer	to	the	exhibit.	What	is	wrong	with	the	displayed	termination?	The	woven	copper	braid	should	not	have	been	removed.	The	wrong	type	of	connector	is	being	used.	The	untwisted	length	of	each	wire	is	too	long.	The	wires	are	too	thick	for	the	connector	that	is	used.	Explanation:	When	a	cable	to	an	RJ-45	connector	is
terminated,	it	is	important	to	ensure	that	the	untwisted	wires	are	not	too	long	and	that	the	flexible	plastic	sheath	surrounding	the	wires	is	crimped	down	and	not	the	bare	wires.	None	of	the	colored	wires	should	be	visible	from	the	bottom	of	the	jack.	46.	Refer	to	the	exhibit.	The	PC	is	connected	to	the	console	port	of	the	switch.	All	the	other
connections	are	made	through	FastEthernet	links.	Which	types	of	UTP	cables	can	be	used	to	connect	the	devices?​	1	-	rollover,	2	-	crossover,	3	-	straight-through	1	-	rollover,	2	-	straight-through,	3	-	crossover	1	-	crossover,	2	-	rollover,	3	-	straight-through	1	-	crossover,	2	-	straight-through,	3	-	rollover	Explanation:	A	straight-through	cable	is	commonly
used	to	interconnect	a	host	to	a	switch	and	a	switch	to	a	router.	A	crossover	cable	is	used	to	interconnect	similar	devices	together	like	switch	to	a	switch,	a	host	to	a	host,	or	a	router	to	a	router.	If	a	switch	has	the	MDIX	capability,	a	crossover	could	be	used	to	connect	the	switch	to	the	router;	however,	that	option	is	not	available.	A	rollover	cable	is
used	to	connect	to	a	router	or	switch	console	port.	47.	Open	the	PT	Activity.	Perform	the	tasks	in	the	activity	instructions	and	then	answer	the	question.	Which	port	does	Switch0	use	to	send	frames	to	the	host	with	the	IPv4	address	10.1.1.5?	Explanation:	Issuing	the	command	ipconfig	/all	from	the	PC0	command	prompt	displays	the	IPv4	address	and
MAC	address.	When	the	IPv4	address	10.1.1.5	is	pinged	from	PC0,	the	switch	stores	the	source	MAC	address	(from	PC0)	along	with	the	port	to	which	PC0	is	connected.	When	the	destination	reply	is	received,	the	switch	takes	the	destination	MAC	address	and	compares	to	MAC	addresses	stored	in	the	MAC	address	table.	Issuing	the	show	mac-
address-table	on	the	PC0	Terminal	application	displays	two	dynamic	MAC	address	entries.	The	MAC	address	and	port	entry	that	does	not	belong	to	PC0	must	be	the	MAC	address	and	port	of	the	destination	with	the	IPv4	address	10.1.1.5.	48.	What	does	the	term	“attenuation”	mean	in	data	communication?	loss	of	signal	strength	as	distance	increases
time	for	a	signal	to	reach	its	destination	leakage	of	signals	from	one	cable	pair	to	another	strengthening	of	a	signal	by	a	networking	device	Explanation:	Data	is	transmitted	on	copper	cables	as	electrical	pulses.	A	detector	in	the	network	interface	of	a	destination	device	must	receive	a	signal	that	can	be	successfully	decoded	to	match	the	signal	sent.
However,	the	farther	the	signal	travels,	the	more	it	deteriorates.	This	is	referred	to	as	signal	attenuation.	49.	What	makes	fiber	preferable	to	copper	cabling	for	interconnecting	buildings?	(Choose	three.)	greater	distances	per	cable	run	lower	installation	cost	limited	susceptibility	to	EMI/RFI	durable	connections	greater	bandwidth	potential	easily
terminated	Explanation:	Optical	fiber	cable	transmits	data	over	longer	distances	and	at	higher	bandwidths	than	any	other	networking	media.	Unlike	copper	wires,	fiber-optic	cable	can	transmit	signals	with	less	attenuation	and	is	completely	immune	to	EMI	and	RFI.	50.	What	OSI	physical	layer	term	describes	the	process	by	which	one	wave	modifies
another	wave?	modulation	IEEE	EIA/TIA	air	51.	What	OSI	physical	layer	term	describes	the	capacity	at	which	a	medium	can	carry	data?	bandwidth	IEEE	EIA/TIA	air	53.	What	OSI	physical	layer	term	describes	the	measure	of	the	transfer	of	bits	across	a	medium	over	a	given	period	of	time?	throughput	bandwidth	latency	goodput	54.	What	OSI	physical
layer	term	describes	the	amount	of	time,	including	delays,	for	data	to	travel	from	one	point	to	another?	latency	bandwidth	throughput	goodput	55.	What	OSI	physical	layer	term	describes	the	amount	of	time,	including	delays,	for	data	to	travel	from	one	point	to	another?	latency	fiber-optic	cable	air	copper	cable	56.	What	OSI	physical	layer	term
describes	the	measure	of	usable	data	transferred	over	a	given	period	of	time?	goodput	fiber-optic	cable	air	copper	cable	57.	What	OSI	physical	layer	term	describes	the	physical	medium	which	uses	electrical	pulses?	copper	cable	fiber-optic	cable	air	goodput	58.	What	OSI	physical	layer	term	describes	the	physical	medium	that	uses	the	propagation	of
light?	fiber-optic	cable	goodput	latency	throughput	59.	What	OSI	physical	layer	term	describes	the	physical	medium	for	microwave	transmissions?	air	goodput	latency	throughput	60.	Which	two	functions	are	performed	at	the	MAC	sublayer	of	the	OSI	data	link	layer?	(Choose	two.)	Adds	Layer	2	control	information	to	network	protocol	data.	Places
information	in	the	frame	that	identifies	which	network	layer	protocol	is	being	used	for	the	frame.	Controls	the	NIC	responsible	for	sending	and	receiving	data	on	the	physical	medium.	Implements	a	trailer	to	detect	transmission	errors.	Enables	IPv4	and	IPv6	to	utilize	the	same	network	interface	and	media.	Case	2:	Provides	synchronization	between
source	and	target	nodes.	Integrates	various	physical	technologies.	Communicates	between	the	networking	software	at	the	upper	layers	and	the	device	hardware	at	the	lower	layers.	Adds	Layer	2	control	information	to	network	protocol	data.	Enables	IPv4	and	IPv6	to	utilize	the	same	network	interface	and	media.	Case	3:	Enables	IPv4	and	IPv6	to
utilize	the	same	network	interface	and	media.	Provides	synchronization	between	source	and	target	nodes.	Implements	a	trailer	to	detect	transmission	errors.	Adds	Layer	2	control	information	to	network	protocol	data.	Places	information	in	the	frame	that	identifies	which	network	layer	protocol	is	being	used	for	the	frame.	Case	4:	Enables	IPv4	and
IPv6	to	utilize	the	same	network	interface	and	media.	Adds	Layer	2	control	information	to	network	protocol	data.	Integrates	various	physical	technologies.	Communicates	between	the	networking	software	at	the	upper	layers	and	the	device	hardware	at	the	lower	layers.	Provides	synchronization	between	source	and	target	nodes.	Case	5:	Places
information	in	the	frame	that	identifies	which	network	layer	protocol	is	being	used	for	the	frame.	Integrates	various	physical	technologies.	Adds	Layer	2	control	information	to	network	protocol	data.	Controls	the	NIC	responsible	for	sending	and	receiving	data	on	the	physical	medium.	Communicates	between	the	networking	software	at	the	upper
layers	and	the	device	hardware	at	the	lower	layers.	Case	6:	Controls	the	NIC	responsible	for	sending	and	receiving	data	on	the	physical	medium	Provides	a	mechanism	to	allow	multiple	devices	to	communicate	over	a	shared	medium.	61.	Which	two	functions	are	performed	at	the	LLC	sublayer	of	the	OSI	data	link	layer?	(Choose	two.)	Enables	IPv4	and
IPv6	to	utilize	the	same	network	interface	and	media.	Places	information	in	the	frame	that	identifies	which	network	layer	protocol	is	being	used	for	the	frame.	Integrates	various	physical	technologies.	Implements	a	process	to	delimit	fields	within	a	Layer	2	frame.	Controls	the	NIC	responsible	for	sending	and	receiving	data	on	the	physical	medium.	64.
Which	two	functions	are	performed	at	the	LLC	sublayer	of	the	OSI	data	link	layer?	(Choose	two.)	Adds	Layer	2	control	information	to	network	protocol	data.	Places	information	in	the	frame	that	identifies	which	network	layer	protocol	is	being	used	for	the	frame.	Performs	data	encapsulation.	Controls	the	NIC	responsible	for	sending	and	receiving	data
on	the	physical	medium.	Integrates	various	physical	technologies.	66.	Which	two	functions	are	performed	at	the	LLC	sublayer	of	the	OSI	data	link	layer?	(Choose	two.)	Adds	Layer	2	control	information	to	network	protocol	data.	Enables	IPv4	and	IPv6	to	utilize	the	same	network	interface	and	media.	Provides	data	link	layer	addressing.	Implements	a
trailer	to	detect	transmission	errors.	Provides	synchronization	between	source	and	target	nodes.	68.	Which	two	functions	are	performed	at	the	LLC	sublayer	of	the	OSI	data	link	layer?	(Choose	two.)	Enables	IPv4	and	IPv6	to	utilize	the	same	network	interface	and	media.	Adds	Layer	2	control	information	to	network	protocol	data.	Integrates	various
physical	technologies.	Implements	a	trailer	to	detect	transmission	errors.	Provides	synchronization	between	source	and	target	nodes.	71.	What	action	will	occur	if	a	switch	receives	a	frame	with	the	destination	MAC	address	FF:FF:FF:FF:FF:FF?	The	switch	forwards	it	out	all	ports	except	the	ingress	port.	The	switch	refreshes	the	timer	on	that	entry.
The	switch	does	not	forward	the	frame.	The	switch	sends	the	frame	to	a	connected	router	because	the	destination	MAC	address	is	not	local.	73.	What	action	will	occur	if	a	switch	receives	a	frame	with	the	destination	MAC	address	01:00:5E:00:00:D9?	The	switch	forwards	it	out	all	ports	except	the	ingress	port.	The	switch	does	not	forward	the	frame.
The	switch	sends	the	frame	to	a	connected	router	because	the	destination	MAC	address	is	not	local.	The	switch	shares	the	MAC	address	table	entry	with	any	connected	switches.	74.	What	action	will	occur	if	a	host	receives	a	frame	with	a	destination	MAC	address	of	FF:FF:FF:FF:FF:FF?	The	host	will	process	the	frame.	The	host	forwards	the	frame	to
the	router.	The	host	sends	the	frame	to	the	switch	to	update	the	MAC	address	table.	The	host	forwards	the	frame	to	all	other	hosts.	75.	What	action	will	occur	if	a	switch	receives	a	frame	and	does	have	the	source	MAC	address	in	the	MAC	table?	The	switch	refreshes	the	timer	on	that	entry.	The	switch	adds	it	to	its	MAC	address	table	associated	with
the	port	number.	The	switch	forwards	the	frame	to	the	associated	port.	The	switch	sends	the	frame	to	a	connected	router	because	the	destination	MAC	address	is	not	local.	76.	What	action	will	occur	if	a	host	receives	a	frame	with	a	destination	MAC	address	of	FF:FF:FF:FF:FF:FF?	The	host	will	process	the	frame.	The	host	returns	the	frame	to	the
switch.	The	host	replies	to	the	switch	with	its	own	IP	address.	The	host	forwards	the	frame	to	all	other	hosts.	78.	What	action	will	occur	if	a	host	receives	a	frame	with	a	destination	MAC	address	it	does	not	recognize?	The	host	will	discard	the	frame.	The	host	replies	to	the	switch	with	its	own	IP	address.	The	host	forwards	the	frame	to	all	other	hosts.
The	host	returns	the	frame	to	the	switch.	79.	Which	type	of	UTP	cable	is	used	to	connect	a	PC	to	a	switch	port?	console	rollover	crossover	straight-through	Explanation:	A	rollover	cable	is	a	Cisco	proprietary	cable	used	to	connect	to	a	router	or	switch	console	port.	A	straight-through	(also	called	patch)	cable	is	usually	used	to	interconnect	a	host	to	a
switch	and	a	switch	to	a	router.	A	crossover	cable	is	used	to	interconnect	similar	devices	together,	for	example,	between	two	switches,	two	routers,	and	two	hosts.	"ITExams	is	the	world's	first,	free,	reliable	&	professionally	maintained	source	for	actual	exam	questions	&	answers.	Our	aim	is	to	provide	everyone	with	equal	opportunity	of	a	career	in	the
IT	industry."	Nick	Martin,	Cisco	Exam	Specialist	"For	anyone	serious	about	passing	Microsoft	certification	exams,	ITExams	is	the	platform	to	trust.	With	carefully	reviewed	questions	and	answers	that	reflect	the	real	exam	environment,	it	offers	an	unmatched	level	of	preparation.	Strongly	recommended	for	professionals	looking	to	gain	a	competitive
edge."	Jared	Brooks,	Microsoft	Exam	Coach	"When	beginning	CompTIA	exam	preparation,	ITExams	should	be	the	go-to	resource.	The	content	is	sharp,	focused,	and	written	by	experts	who	understand	certification	standards.	A	reliable	companion	for	building	confidence	and	passing	A+	exams	with	precision."	Rachel	Kim,	CompTIA	Certification
Advisor	"What	sets	ITExams	apart	for	Fortinet	certification	candidates	is	its	focus	on	accuracy	and	reliability.	The	platform	offers	a	user-friendly	experience	and	provides	thoroughly	verified	questions	and	answers	that	reinforce	the	core	concepts	required	for	Fortinet	exams."	Elena	Ramirez,	Fortinet	Training	Specialist	"ITExams	offers	practical,	exam-
relevant	content	that	mirrors	the	structure	and	challenge	of	AWS	certification	tests.	For	professionals	pursuing	Amazon	credentials,	this	resource	adds	measurable	value	to	any	focused	study	plan."	Marcus	Lee,	Cloud	Solutions	Architect,	Amazon	Web	Services	Dec	18,	2019	Last	Updated:	Apr	9,	2025	CCNA	v7	Course	#1	How	to	find:	Press	“Ctrl	+	F”
in	the	browser	and	fill	in	whatever	wording	is	in	the	question	to	find	that	question/answer.	If	the	question	is	not	here,	find	it	in	Questions	Bank.NOTE:	If	you	have	the	new	question	on	this	test,	please	comment	Question	and	Multiple-Choice	list	in	form	below	this	article.	We	will	update	answers	for	you	in	the	shortest	time.	Thank	you!	We	truly	value
your	contribution	to	the	website.	Checkpoint	Exam:	Basic	Network	Connectivity	and	Communications	Exam	Answers	Modules	1	–	3	of	the	CCNA1	–	Introduction	to	Networks	v7.0	(ITN)	1.	During	a	routine	inspection,	a	technician	discovered	that	software	that	was	installed	on	a	computer	was	secretly	collecting	data	about	websites	that	were	visited	by
users	of	the	computer.	Which	type	of	threat	is	affecting	this	computer?	DoS	attack​	identity	theft	spyware	zero-day	attack	Explanation:	Spyware	is	software	that	is	installed	on	a	network	device	and	that	collects	information.	2.	Which	term	refers	to	a	network	that	provides	secure	access	to	the	corporate	offices	by	suppliers,	customers	and	collaborators?
Internet	intranet	extranet	extendednet	Explanation:	The	term	Internet	refers	to	the	worldwide	collection	of	connected	networks.	Intranet	refers	to	a	private	connection	of	LANs	and	WANS	that	belong	to	an	organization	and	is	designed	to	be	accessible	to	the	members	of	the	organization,	employees,	or	others	with	authorization.​	Extranets	provide
secure	and	safe	access	to	​suppliers,	customers,	and	collaborators.	Extendednet	is	not	a	type	of	network.	3.	A	large	corporation	has	modified	its	network	to	allow	users	to	access	network	resources	from	their	personal	laptops	and	smart	phones.	Which	networking	trend	does	this	describe?	cloud	computing	online	collaboration	bring	your	own	device
video	conferencing	Explanation:	BYOD	allows	end	users	to	use	personal	tools	to	access	the	corporate	network.	Allowing	this	trend	can	have	major	impacts	on	a	network,	such	as	security	and	compatibility	with	corporate	software	and	devices.	4.	What	is	an	ISP?	It	is	a	standards	body	that	develops	cabling	and	wiring	standards	for	networking.	It	is	a
protocol	that	establishes	how	computers	within	a	local	network	communicate.	It	is	an	organization	that	enables	individuals	and	businesses	to	connect	to	the	Internet.	It	is	a	networking	device	that	combines	the	functionality	of	several	different	networking	devices	in	one.	Explanation:	An	ISP,	or	Internet	Service	Provider,	is	an	organization	that	provides
access	to	the	Internet	for	businesses	and	individuals.	5.	Match	the	requirements	of	a	reliable	network	with	the	supporting	network	architecture.	(Not	all	options	are	used.)	fault	tolerance	Provide	redundant	links	and	devices.	scalability	Expand	the	network	without	degrading	the	service	for	existing	users.	security	Protect	the	network	from
unauthorized	access.	6.	An	employee	at	a	branch	office	is	creating	a	quote	for	a	customer.	In	order	to	do	this,	the	employee	needs	to	access	confidential	pricing	information	from	internal	servers	at	the	Head	Office.	What	type	of	network	would	the	employee	access?	an	intranet	the	Internet	an	extranet	a	local	area	network	Explanation:	Intranet	is	a
term	used	to	refer	to	a	private	connection	of	LANs	and	WANs	that	belongs	to	an	organization.	An	intranet	is	designed	to	be	accessible	only	by	the	organization’s	members,	employees,	or	others	with	authorization.	7.	Which	statement	describes	the	use	of	powerline	networking	technology?	New	“smart”	electrical	cabling	is	used	to	extend	an	existing
home	LAN.	A	home	LAN	is	installed	without	the	use	of	physical	cabling.	A	device	connects	to	an	existing	home	LAN	using	an	adapter	and	an	existing	electrical	outlet.	Wireless	access	points	use	powerline	adapters	to	distribute	data	through	the	home	LAN.	Explanation:	Powerline	networking	adds	the	ability	to	connect	a	device	to	the	network	using	an
adapter	wherever	there	is	an	electrical	outlet.​	The	network	uses	existing	electrical	wiring	to	send	data.	It	is	not	a	replacement	for	physical	cabling,	but	it	can	add	functionality	in	places	where	wireless	access	points	cannot	be	used	or	cannot	reach	devices.​	8.	A	networking	technician	is	working	on	the	wireless	network	at	a	medical	clinic.	The	technician
accidentally	sets	up	the	wireless	network	so	that	patients	can	see	the	medical	records	data	of	other	patients.	Which	of	the	four	network	characteristics	has	been	violated	in	this	situation?	fault	tolerance	scalability	security	Quality	of	Service	(QoS)	reliability	Explanation:	Network	security	includes	protecting	the	confidentiality	of	data	that	is	on	the
network.	In	this	case,	because	confidential	data	has	been	made	available	to	unauthorized	users,	the	security	characteristic	of	the	network	has	failed.	9.	Match	each	characteristic	to	its	corresponding	Internet	connectivity	type.	(Not	all	options	are	used.)	Checkpoint	Exam:	Basic	Network	Connectivity	and	Communications	Exam	Q9	Place	the	options	in
the	following	order:	uses	coaxial	cable	as	a	medium	cable	not	suited	for	heavily	wooded	areas	satellite	typically	has	very	low	bandwidth	dialup	telephone	high	bandwidth	connection	that	runs	over	telephone	line	DSL	Explanation:	DSL	is	an	always-on,	high	bandwidth	connection	that	runs	over	telephone	lines.	Cable	uses	the	same	coaxial	cable	that
carries	television	signals	into	the	home	to	provide	Internet	access.	Dialup	telephone	is	much	slower	than	either	DSL	or	cable,	but	is	the	least	expensive	option	for	home	users	because	it	can	use	any	telephone	line	and	a	simple	modem.	Satellite	requires	a	clear	line	of	sight	and	is	affected	by	trees	and	other	obstructions.	None	of	these	typical	home
options	use	dedicated	leased	lines	such	as	T1/E1	and	T3/E3.	10.	What	two	criteria	are	used	to	help	select	a	network	medium	from	various	network	media?	(Choose	two.)	the	types	of	data	that	need	to	be	prioritized	the	cost	of	the	end	devices	utilized	in	the	network	the	distance	the	selected	medium	can	successfully	carry	a	signal	the	number	of
intermediate	devices	installed	in	the	network	the	environment	where	the	selected	medium	is	to	be	installed	Explanation:	Criteria	for	choosing	a	network	medium	are	the	distance	the	selected	medium	can	successfully	carry	a	signal,	the	environment	in	which	the	selected	medium	is	to	be	installed,	the	amount	of	data	and	the	speed	at	which	the	data
must	be	transmitted,	and	the	cost	of	the	medium	and	its	installation.	11.	What	type	of	network	traffic	requires	QoS?	email	on-line	purchasing	video	conferencing	wiki	Explanation:	Video	conferencing	utilizes	real-time	audio	and	video	communications.	Both	of	these	are	time-sensitive	and	bandwidth-intensive	forms	of	communication	that	require	quality
of	service	to	be	active	on	the	network.	QoS	will	ensure	an	uninterrupted	user	experience.	12.	A	user	is	implementing	security	on	a	small	office	network.	Which	two	actions	would	provide	the	minimum	security	requirements	for	this	network?	(Choose	two.)	implementing	a	firewall	installing	a	wireless	network	installing	antivirus	software	implementing
an	intrusion	detection	system	adding	a	dedicated	intrusion	prevention	device	Explanation:	Technically	complex	security	measures	such	as	intrusion	prevention	and	intrusion	prevention	systems	are	usually	associated	with	business	networks	rather	than	home	networks.	Installing	antivirus	software,	antimalware	software,	and	implementing	a	firewall
will	usually	be	the	minimum	requirements	for	home	networks.	Installing	a	home	wireless	network	will	not	improve	network	security,	and	will	require	further	security	actions	to	be	taken.	13.	Passwords	can	be	used	to	restrict	access	to	all	or	parts	of	the	Cisco	IOS.	Select	the	modes	and	interfaces	that	can	be	protected	with	passwords.	(Choose	three.)
VTY	interface	console	interface	Ethernet	interface	boot	IOS	mode	privileged	EXEC	mode	router	configuration	mode	Explanation:	Access	to	the	VTY	and	console	interfaces	can	be	restricted	using	passwords.	Out-of-band	management	of	the	router	can	be	restricted	in	both	user	EXEC	and	privileged	EXEC	modes.	14.	Which	interface	allows	remote
management	of	a	Layer	2	switch?	the	AUX	interface	the	console	port	interface	the	switch	virtual	interface	the	first	Ethernet	port	interface	Explanation:	In	a	Layer	2	switch,	there	is	a	switch	virtual	interface	(SVI)	that	provides	a	means	for	remotely	managing	the	device.	15.	What	function	does	pressing	the	Tab	key	have	when	entering	a	command	in
IOS?	It	aborts	the	current	command	and	returns	to	configuration	mode.	It	exits	configuration	mode	and	returns	to	user	EXEC	mode.	It	moves	the	cursor	to	the	beginning	of	the	next	line.	It	completes	the	remainder	of	a	partially	typed	word	in	a	command.	Explanation:	Pressing	the	Tab	key	after	a	command	has	been	partially	typed	will	cause	the	IOS	to
complete	the	rest	of	the	command.	16.	While	trying	to	solve	a	network	issue,	a	technician	made	multiple	changes	to	the	current	router	configuration	file.	The	changes	did	not	solve	the	problem	and	were	not	saved.	What	action	can	the	technician	take	to	discard	the	changes	and	work	with	the	file	in	NVRAM?	Issue	the	reload	command	without	saving
the	running	configuration.	Delete	the	vlan.dat	file	and	reboot	the	device.	Close	and	reopen	the	terminal	emulation	software.	Issue	the	copy	startup-config	running-config	command.	Explanation:	The	technician	does	not	want	to	make	any	mistakes	trying	to	remove	all	the	changes	that	were	done	to	the	running	configuration	file.	The	solution	is	to	reboot
the	router	without	saving	the	running	configuration.	The	copy	startup-config	running-config	command	does	not	overwrite	the	running	configuration	file	with	the	configuration	file	stored	in	NVRAM,	but	rather	it	just	has	an	additive	effect.	17.	An	administrator	uses	the	Ctrl-Shift-6	key	combination	on	a	switch	after	issuing	the	ping	command.	What	is
the	purpose	of	using	these	keystrokes?	to	restart	the	ping	process	to	interrupt	the	ping	process	to	exit	to	a	different	configuration	mode	to	allow	the	user	to	complete	the	command	Explanation:	To	interrupt	an	IOS	process	such	as	ping	or	traceroute,	a	user	enters	the	Ctrl-Shift-6	key	combination.	Tab	completes	the	remainder	of	parameters	or
arguments	within	a	command.	To	exit	from	configuration	mode	to	privileged	mode	use	the	Ctrl-Z	keystroke.	CTRL-R	will	redisplay	the	line	just	typed,	thus	making	it	easier	for	the	user	to	press	Enter	and	reissue	the	ping	command.	18.	Refer	to	the	exhibit.	A	network	administrator	is	configuring	access	control	to	switch	SW1.	If	the	administrator	uses	a



console	connection	to	connect	to	the	switch,	which	password	is	needed	to	access	user	EXEC	mode?	CCNA-1-v7-Modules-1-3-Basic	Network	Connectivity	and	Communications	Exam	Answers	14	letmein	secretin	lineconin	linevtyin	Explanation:	Telnet	accesses	a	network	device	through	the	virtual	interface	configured	with	the	line	VTY	command.	The
password	configured	under	this	is	required	to	access	the	user	EXEC	mode.	The	password	configured	under	the	line	console	0	command	is	required	to	gain	entry	through	the	console	port,	and	the	enable	and	enable	secret	passwords	are	used	to	allow	entry	into	the	privileged	EXEC	mode.	19.	A	technician	configures	a	switch	with	these	commands:
SwitchA(config)#	interface	vlan	1	SwitchA(config-if)#	ip	address	192.168.1.1	255.255.255.0	SwitchA(config-if)#	no	shutdown	What	is	the	technician	configuring?	Telnet	access	SVI	password	encryption	physical	switchport	access	Explanation:	For	a	switch	to	have	an	IP	address,	a	switch	virtual	interface	must	be	configured.	This	allows	the	switch	to	be
managed	remotely	over	the	network.	20.	Which	command	or	key	combination	allows	a	user	to	return	to	the	previous	level	in	the	command	hierarchy?	Explanation:	End	and	CTRL-Z	return	the	user	to	the	privileged	EXEC	mode.	Ctrl-C	ends	a	command	in	process.	The	exit	command	returns	the	user	to	the	previous	level.	21.	What	are	two	characteristics
of	RAM	on	a	Cisco	device?	(Choose	two.)	RAM	provides	nonvolatile	storage.	The	configuration	that	is	actively	running	on	the	device	is	stored	in	RAM.	The	contents	of	RAM	are	lost	during	a	power	cycle.	RAM	is	a	component	in	Cisco	switches	but	not	in	Cisco	routers.	RAM	is	able	to	store	multiple	versions	of	IOS	and	configuration	files.	Explanation:
RAM	stores	data	that	is	used	by	the	device	to	support	network	operations.	The	running	configuration	is	stored	in	RAM.	This	type	of	memory	is	considered	volatile	memory	because	data	is	lost	during	a	power	cycle.	Flash	memory	stores	the	IOS	and	delivers	a	copy	of	the	IOS	into	RAM	when	a	device	is	powered	on.	Flash	memory	is	nonvolatile	since	it
retains	stored	contents	during	a	loss	of	power.	22.	Which	two	host	names	follow	the	guidelines	for	naming	conventions	on	Cisco	IOS	devices?	(Choose	two.)	Branch2!	RM-3-Switch-2A4	Floor(15)	HO	Floor	17	SwBranch799	Explanation:	Some	guidelines	for	naming	conventions	are	that	names	should:	Start	with	a	letter	Contain	no	spaces	End	with	a
letter	or	digit	Use	only	letters,	digits,	and	dashes	Be	less	than	64	characters	in	length	23.	How	is	SSH	different	from	Telnet?	SSH	makes	connections	over	the	network,	whereas	Telnet	is	for	out-of-band	access.	SSH	provides	security	to	remote	sessions	by	encrypting	messages	and	using	user	authentication.	Telnet	is	considered	insecure	and	sends
messages	in	plaintext.	SSH	requires	the	use	of	the	PuTTY	terminal	emulation	program.	Tera	Term	must	be	used	to	connect	to	devices	through	the	use	of	Telnet.	SSH	must	be	configured	over	an	active	network	connection,	whereas	Telnet	is	used	to	connect	to	a	device	from	a	console	connection.	Explanation:	SSH	is	the	preferred	protocol	for
connecting	to	a	device	operating	system	over	the	network	because	it	is	much	more	secure	than	Telnet.	Both	SSH	and	Telnet	are	used	to	connect	to	devices	over	the	network,	and	so	are	both	used	in-band.	PuTTY	and	Terra	Term	can	be	used	to	make	both	SSH	and	Telnet	connections.	24.	An	administrator	is	configuring	a	switch	console	port	with	a
password.	In	what	order	will	the	administrator	travel	through	the	IOS	modes	of	operation	in	order	to	reach	the	mode	in	which	the	configuration	commands	will	be	entered?	(Not	all	options	are	used.)	Place	the	options	in	the	following	order:	first	mode	user	EXEC	mode	second	mode	privileged	EXEC	mode	third	mode	global	configuration	mode	final
mode	line	configuration	mode	Explanation:	The	configuration	mode	that	the	administrator	first	encounters	is	user	EXEC	mode.	After	the	enable	command	is	entered,	the	next	mode	is	privileged	EXEC	mode.	From	there,	the	configure	terminal	command	is	entered	to	move	to	global	configuration	mode.	Finally,	the	administrator	enters	the	line	console	0
command	to	enter	the	mode	in	which	the	configuration	will	be	entered.	25.	What	are	three	characteristics	of	an	SVI?	(Choose	three.)	It	is	designed	as	a	security	protocol	to	protect	switch	ports.	It	is	not	associated	with	any	physical	interface	on	a	switch.	It	is	a	special	interface	that	allows	connectivity	by	different	types	of	media.	It	is	required	to	allow
connectivity	by	any	device	at	any	location.	It	provides	a	means	to	remotely	manage	a	switch.	It	is	associated	with	VLAN1	by	default.	Explanation:	Switches	have	one	or	more	switch	virtual	interfaces	(SVIs).	SVIs	are	created	in	software	since	there	is	no	physical	hardware	associated	with	them.	Virtual	interfaces	provide	a	means	to	remotely	manage	a
switch	over	a	network	that	is	using	IP.	Each	switch	comes	with	one	SVI	appearing	in	the	default	configuration	“out-of-the-box.”	The	default	SVI	interface	is	VLAN1.	26.	What	command	is	used	to	verify	the	condition	of	the	switch	interfaces,	including	the	status	of	the	interfaces	and	a	configured	IP	address?	ipconfig	ping	traceroute	show	ip	interface
brief	Explanation:	The	show	ip	interface	brief	command	is	used	to	display	a	brief	synopsis	of	the	condition	of	the	device	interfaces.	The	ipconfig	command	is	used	to	verify	TCP/IP	properties	on	a	host.	The	ping	command	is	used	to	verify	Layer	3	connectivity.	The	traceroute	command	is	used	to	trace	the	network	path	from	source	to	destination.	27.
Match	the	description	with	the	associated	IOS	mode.	(Not	all	options	are	used.)	28.	Match	the	definitions	to	their	respective	CLI	hot	keys	and	shortcuts.	(Not	all	options	are	used.)	provides	context-sensitive	help	?	displays	the	next	screen	Space	bar	completes	abbreviated	commands	and	parameters	Tab	scrolls	backwards	through	previously	entered
commands	Up	Arrow	aborts	commands	such	as	trace	and	ping	Ctrl-Shift-6	Explanation:	The	shortcuts	with	their	functions	are	as	follows:	–	Tab	–	Completes	the	remainder	of	a	partially	typed	command	or	keyword	–	Space	bar	–	displays	the	next	screen	–	?	–	provides	context-sensitive	help	–	Up	Arrow	–	Allows	user	to	scroll	backward	through	former
commands	–	Ctrl-C	–	cancels	any	command	currently	being	entered	and	returns	directly	to	privileged	EXEC	mode	–	Ctrl-Shift-6	–	Allows	the	user	to	interrupt	an	IOS	process	such	as	ping	or	traceroute	29.	In	the	show	running-config	command,	which	part	of	the	syntax	is	represented	by	running-config	?	the	command	a	keyword	a	variable	a	prompt
Explanation:	The	first	part	of	the	syntax,	show,	is	the	command,	and	the	second	part	of	the	syntax,	running-config,	is	the	keyword.	The	keyword	specifies	what	should	be	displayed	as	the	output	of	the	show	command.	30.	After	making	configuration	changes	on	a	Cisco	switch,	a	network	administrator	issues	a	copy	running-config	startup-config
command.	What	is	the	result	of	issuing	this	command?	The	new	configuration	will	be	stored	in	flash	memory.	The	new	configuration	will	be	loaded	if	the	switch	is	restarted.	The	current	IOS	file	will	be	replaced	with	the	newly	configured	file.	The	configuration	changes	will	be	removed	and	the	original	configuration	will	be	restored.	Explanation:	With
the	copy	running-config	startup-config	command,	the	content	of	the	current	operating	configuration	replaces	the	startup	configuration	file	stored	in	NVRAM.	The	configuration	file	saved	in	NVRAM	will	be	loaded	when	the	device	is	restarted.	31.	What	command	will	prevent	all	unencrypted	passwords	from	displaying	in	plain	text	in	a	configuration
file?	(config)#	enable	password	secret	(config)#	enable	secret	Secret_Password	(config-line)#	password	secret	(config)#	service	password-encryption	(config)#	enable	secret	Encrypted_Password	Explanation:	To	prevent	all	configured	passwords	from	appearing	in	plain	text	in	configuration	files,	an	administrator	can	execute	the	service	password-
encryption	command.	This	command	encrypts	all	configured	passwords	in	the	configuration	file.	32.	A	network	administrator	enters	the	service	password-encryption	command	into	the	configuration	mode	of	a	router.	What	does	this	command	accomplish?	This	command	encrypts	passwords	as	they	are	transmitted	across	serial	WAN	links.	This
command	prevents	someone	from	viewing	the	running	configuration	passwords.	This	command	enables	a	strong	encryption	algorithm	for	the	enable	secret	password	command.	This	command	automatically	encrypts	passwords	in	configuration	files	that	are	currently	stored	in	NVRAM.	This	command	provides	an	exclusive	encrypted	password	for
external	service	personnel	who	are	required	to	do	router	maintenance.	Explanation:	The	startup-config	and	running-config	files	display	most	passwords	in	plaintext.	Use	the	service	password-encryption	global	config	command	to	encrypt	all	plaintext	passwords	in	these	files.	33.	What	method	can	be	used	by	two	computers	to	ensure	that	packets	are
not	dropped	because	too	much	data	is	being	sent	too	quickly?	encapsulation	flow	control	access	method	response	timeout	Explanation:	In	order	for	two	computers	to	be	able	to	communicate	effectively,	there	must	be	a	mechanism	that	allows	both	the	source	and	destination	to	set	the	timing	of	the	transmission	and	receipt	of	data.	Flow	control	allows
for	this	by	ensuring	that	data	is	not	sent	too	fast	for	it	to	be	received	properly.	34.	Which	statement	accurately	describes	a	TCP/IP	encapsulation	process	when	a	PC	is	sending	data	to	the	network?	Data	is	sent	from	the	internet	layer	to	the	network	access	layer.	Packets	are	sent	from	the	network	access	layer	to	the	transport	layer.	Segments	are	sent
from	the	transport	layer	to	the	internet	layer.	Frames	are	sent	from	the	network	access	layer	to	the	internet	layer.	Explanation:	When	the	data	is	traveling	from	the	PC	to	the	network,	the	transport	layer	sends	segments	to	the	internet	layer.	The	internet	layer	sends	packets	to	the	network	access	layer,	which	creates	frames	and	then	converts	the
frames	to	bits.	The	bits	are	released	to	the	network	media.	35.	What	three	application	layer	protocols	are	part	of	the	TCP/IP	protocol	suite?	(Choose	three.)	Explanation:	DNS,	DHCP,	and	FTP	are	all	application	layer	protocols	in	the	TCP/IP	protocol	suite.	ARP	and	PPP	are	network	access	layer	protocols,	and	NAT	is	an	internet	layer	protocol	in	the
TCP/IP	protocol	suite.	36.	Match	the	description	to	the	organization.	(Not	all	options	are	used.)	Explanation:	The	EIA	is	an	international	standards	and	trade	organization	for	electronics	organizations.	It	is	best	known	for	its	standards	related	to	electrical	wiring,	connectors,	and	the	19-inch	racks	used	to	mount	networking	equipment.	37.	Which	name
is	assigned	to	the	transport	layer	PDU?	bits	data	frame	packet	segment	Explanation:	Application	data	is	passed	down	the	protocol	stack	on	its	way	to	be	transmitted	across	the	network	media.	During	the	process,	various	protocols	add	information	to	it	at	each	level.	At	each	stage	of	the	process,	a	PDU	(protocol	data	unit)	has	a	different	name	to	reflect
its	new	functions.	The	PDUs	are	named	according	to	the	protocols	of	the	TCP/IP	suite:	Data	–	The	general	term	for	the	PDU	used	at	the	application	layer.	Segment	–	transport	layer	PDU	Packet	–	network	layer	PDU	Frame	–	data	link	layer	PDU	Bits	–	A	physical	layer	PDU	used	when	physically	transmitting	data	over	the	medium	38.	When	IPv4
addressing	is	manually	configured	on	a	web	server,	which	property	of	the	IPv4	configuration	identifies	the	network	and	host	portion	for	an	IPv4	address?	DNS	server	address	subnet	mask	default	gateway	DHCP	server	address	Explanation:	There	are	several	components	that	need	to	be	entered	when	configuring	IPv4	for	an	end	device:	IPv4	address	–
uniquely	identifies	an	end	device	on	the	network	Subnet	mask	–	determines	the	network	address	portion	and	host	portion	for	an	IPv4	address	Default	gateway	–	the	IP	address	of	the	router	interface	used	for	communicating	with	hosts	in	another	network	DNS	server	address	–	the	IP	address	of	the	Domain	Name	System	(DNS)	server	DHCP	server
address	(if	DHCP	is	used)	is	not	configured	manually	on	end	devices.	It	will	be	provided	by	a	DHCP	server	when	an	end	device	requests	an	IP	address.	39.	What	process	involves	placing	one	PDU	inside	of	another	PDU?	encapsulation	encoding	segmentation	flow	control	Explanation:	When	a	message	is	placed	inside	of	another	message,	this	is	known
as	encapsulation.	On	networks,	encapsulation	takes	place	when	one	protocol	data	unit	is	carried	inside	of	the	data	field	of	the	next	lower	protocol	data	unit.	40.	What	layer	is	responsible	for	routing	messages	through	an	internetwork	in	the	TCP/IP	model?	internet	transport	network	access	session	Explanation:	The	TCP/IP	model	consists	of	four	layers:
application,	transport,	internet,	and	network	access.	Of	these	four	layers,	it	is	the	internet	layer	that	is	responsible	for	routing	messages.	The	session	layer	is	not	part	of	the	TCP/IP	model	but	is	rather	part	of	the	OSI	model.	41.	For	the	TCP/IP	protocol	suite,	what	is	the	correct	order	of	events	when	a	Telnet	message	is	being	prepared	to	be	sent	over
the	network?	Place	the	options	in	the	following	order:	The	Telnet-formatted	data	is	provided	to	the	next	layer.	First	The	TCP	header	is	added.	Second	The	IP	header	is	added.	Third	The	Ethernet	header	is	added.	Fourth	42.	Which	PDU	format	is	used	when	bits	are	received	from	the	network	medium	by	the	NIC	of	a	host?	file	frame	packet	segment
Explanation:	When	received	at	the	physical	layer	of	a	host,	the	bits	are	formatted	into	a	frame	at	the	data	link	layer.	A	packet	is	the	PDU	at	the	network	layer.	A	segment	is	the	PDU	at	the	transport	layer.	A	file	is	a	data	structure	that	may	be	used	at	the	application	layer.	43.	Refer	to	the	exhibit.	ServerB	is	attempting	to	contact	HostA.	Which	two
statements	correctly	identify	the	addressing	that	ServerB	will	generate	in	the	process?	(Choose	two.)	ServerB	will	generate	a	packet	with	the	destination	IP	address	of	RouterB.	ServerB	will	generate	a	frame	with	the	destination	MAC	address	of	SwitchB.	ServerB	will	generate	a	packet	with	the	destination	IP	address	of	RouterA.	ServerB	will	generate
a	frame	with	the	destination	MAC	address	of	RouterB.	ServerB	will	generate	a	packet	with	the	destination	IP	address	of	HostA.	ServerB	will	generate	a	frame	with	the	destination	MAC	address	of	RouterA.	Explanation:	In	order	to	send	data	to	HostA,	ServerB	will	generate	a	packet	that	contains	the	IP	address	of	the	destination	device	on	the	remote
network	and	a	frame	that	contains	the	MAC	address	of	the	default	gateway	device	on	the	local	network.	44.	Which	method	allows	a	computer	to	react	accordingly	when	it	requests	data	from	a	server	and	the	server	takes	too	long	to	respond?	encapsulation	flow	control	access	method	response	timeout	Explanation:	If	a	computer	makes	a	request	and
does	not	hear	a	response	within	an	acceptable	amount	of	time,	the	computer	assumes	that	no	answer	is	coming	and	reacts	accordingly.	45.	A	web	client	is	receiving	a	response	for	a	web	page	from	a	web	server.	From	the	perspective	of	the	client,	what	is	the	correct	order	of	the	protocol	stack	that	is	used	to	decode	the	received	transmission?	Ethernet,
IP,	TCP,	HTTP	HTTP,	TCP,	IP,	Ethernet	Ethernet,	TCP,	IP,	HTTP	HTTP,	Ethernet,	IP,	TCP	Explanation:	1.	HTTP	governs	the	way	that	a	web	server	and	client	interact.	2.	TCP	manages	individual	conversations	between	web	servers	and	clients.	3.	IP	is	responsible	for	delivery	across	the	best	path	to	the	destination.	4.	Ethernet	takes	the	packet	from	IP
and	formats	it	for	transmission.	46.	Which	two	OSI	model	layers	have	the	same	functionality	as	a	single	layer	of	the	TCP/IP	model?	(Choose	two.)	data	link	network	physical	session	transport	Explanation:	The	OSI	data	link	and	physical	layers	together	are	equivalent	to	the	TCP/IP	network	access	layer.	The	OSI	transport	layer	is	functionally	equivalent
to	the	TCP/IP	transport	layer,	and	the	OSI	network	layer	is	equivalent	to	the	TCP/IP	internet	layer.	The	OSI	application,	presentation,	and	session	layers	are	functionally	equivalent	to	the	application	layer	within	the	TCP/IP	model.	47.	At	which	layer	of	the	OSI	model	would	a	logical	address	be	added	during	encapsulation?	physical	layer	data	link	layer
network	layer	transport	layer	Explanation:	Logical	addresses,	also	known	as	IP	addresses,	are	added	at	the	network	layer.	Physical	addresses	are	edded	at	the	data	link	layer.	Port	addresses	are	added	at	the	transport	layer.	No	addresses	are	added	at	the	physical	layer.	48.	What	is	a	characteristic	of	multicast	messages?	They	are	sent	to	a	select
group	of	hosts.	They	are	sent	to	all	hosts	on	a	network.	They	must	be	acknowledged.	They	are	sent	to	a	single	destination.	Explanation:	Multicast	is	a	one-to-many	type	of	communication.	Multicast	messages	are	addressed	to	a	specific	multicast	group.	49.	Which	statement	is	correct	about	network	protocols?	Network	protocols	define	the	type	of
hardware	that	is	used	and	how	it	is	mounted	in	racks.	They	define	how	messages	are	exchanged	between	the	source	and	the	destination.	They	all	function	in	the	network	access	layer	of	TCP/IP.	They	are	only	required	for	exchange	of	messages	between	devices	on	remote	networks.	Explanation:	Network	protocols	are	implemented	in	hardware,	or
software,	or	both.	They	interact	with	each	other	within	different	layers	of	a	protocol	stack.	Protocols	have	nothing	to	do	with	the	installation	of	the	network	equipment.	Network	protocols	are	required	to	exchange	information	between	source	and	destination	devices	in	both	local	and	remote	networks.	50.	What	is	an	advantage	of	network	devices	using
open	standard	protocols?	Network	communications	is	confined	to	data	transfers	between	devices	from	the	same	vendor.	A	client	host	and	a	server	running	different	operating	systems	can	successfully	exchange	data.	Internet	access	can	be	controlled	by	a	single	ISP	in	each	market.	Competition	and	innovation	are	limited	to	specific	types	of	products.
Explanation:	An	advantage	of	network	devices	implementing	open	standard	protocols,	such	as	from	the	TCP/IP	suite,	is	that	clients	and	servers	running	different	operating	systems	can	communicate	with	each	other.	Open	standard	protocols	facilitate	innovation	and	competition	between	vendors	and	across	markets,	and	can	reduce	the	occurrence	of
monopolies	in	networking	markets.	51.	Which	device	performs	the	function	of	determining	the	path	that	messages	should	take	through	internetworks?	a	router	a	firewall	a	web	server	a	DSL	modem	Explanation:	A	router	is	used	to	determine	the	path	that	the	messages	should	take	through	the	network.	A	firewall	is	used	to	filter	incoming	and	outgoing
traffic.	A	DSL	modem	is	used	to	provide	Internet	connection	for	a	home	or	an	organization.	52.	Open	the	PT	Activity.	Perform	the	tasks	in	the	activity	instructions	and	then	answer	the	question.	CCNA-1-v7-Modules-1-3-Basic	Network	Connectivity	and	Communications	Exam	Answers	52	What	is	the	IP	address	of	the	switch	virtual	interface	(SVI)	on
Switch0?	192.168.5.10	192.168.10.5	192.168.10.1	192.168.5.0	Explanation:	After	the	enable	command	is	issued,	the	show	running-configuration	command	or	the	show	ip	interfaces	brief	command	will	display	the	IP	address	of	the	switch	virtual	interface	(SVI).	53.	Why	would	a	Layer	2	switch	need	an	IP	address?	to	enable	the	switch	to	send	broadcast
frames	to	attached	PCs	to	enable	the	switch	to	function	as	a	default	gateway	to	enable	the	switch	to	be	managed	remotely	to	enable	the	switch	to	receive	frames	from	attached	PCs	Explanation:	A	switch,	as	a	Layer	2	device,	does	not	need	an	IP	address	to	transmit	frames	to	attached	devices.	However,	when	a	switch	is	accessed	remotely	through	the
network,	it	must	have	a	Layer	3	address.	The	IP	address	must	be	applied	to	a	virtual	interface	rather	than	to	a	physical	interface.	Routers,	not	switches,	function	as	default	gateways.	54.	Refer	to	the	exhibit.	An	administrator	is	trying	to	configure	the	switch	but	receives	the	error	message	that	is	displayed	in	the	exhibit.	What	is	the	problem?	CCNA-1-
v7-Modules-1-3-Basic	Network	Connectivity	and	Communications	Exam	Answers	54	The	entire	command,	configure	terminal,	must	be	used.	The	administrator	is	already	in	global	configuration	mode.	The	administrator	must	first	enter	privileged	EXEC	mode	before	issuing	the	command.	The	administrator	must	connect	via	the	console	port	to	access
global	configuration	mode.	Explanation:	In	order	to	enter	global	configuration	mode,	the	command	configure	terminal,	or	a	shortened	version	such	as	config	t,	must	be	entered	from	privileged	EXEC	mode.	In	this	scenario	the	administrator	is	in	user	EXEC	mode,	as	indicated	by	the	>	symbol	after	the	hostname.	The	administrator	would	need	to	use	the
enable	command	to	move	into	privileged	EXEC	mode	before	entering	the	configure	terminal	command.	55.	What	term	describes	a	network	owned	by	one	organization	that	provides	safe	and	secure	access	to	individuals	who	work	for	a	different	organization?	extranet	cloud	BYOD	quality	of	service	56.	What	term	describes	storing	personal	files	on
servers	over	the	internet	to	provide	access	anywhere,	anytime,	and	on	any	device?	cloud	BYOD	quality	of	service	converged	network	57.	What	term	describes	a	network	where	one	computer	can	be	both	client	and	server?	peer-to-peer	cloud	BYOD	quality	of	service	58.	What	term	describes	a	type	of	network	used	by	people	who	work	from	home	or	from
a	small	remote	office?	SOHO	network	BYOD	quality	of	service	converged	network	59.	What	term	describes	a	computing	model	where	server	software	runs	on	dedicated	computers?	client/server	internet	intranet	extranet	61.	What	term	describes	a	technology	that	allows	devices	to	connect	to	the	LAN	using	an	electrical	outlet?	powerline	networking
internet	intranet	extranet	62.	What	term	describes	a	policy	that	allows	network	devices	to	manage	the	flow	of	data	to	give	priority	to	voice	and	video?	quality	of	service	internet	intranet	extranet	63.	What	term	describes	a	private	collection	of	LANs	and	WANs	that	belongs	to	an	organization?	intranet	internet	extranet	peer-to-peer	64.	What	term
describes	the	ability	to	use	personal	devices	across	a	business	or	campus	network?	BYOD	internet	intranet	extranet	65.	At	which	OSI	layer	is	a	source	IP	address	added	to	a	PDU	during	the	encapsulation	process?	network	layer	data	link	layer	transport	layer	application	layer	66.	At	which	OSI	layer	is	a	destination	port	number	added	to	a	PDU	during
the	encapsulation	process?	transport	layer	data	link	layer	network	layer	application	layer	67.	At	which	OSI	layer	is	data	added	to	a	PDU	during	the	encapsulation	process?	application	layer	data	link	layer	network	layer	transport	layer	68.	At	which	OSI	layer	is	a	source	IP	address	added	to	a	PDU	during	the	encapsulation	process?	network	layer	data
link	layer	application	layer	presentation	layer	69.	Which	of	the	following	is	the	name	for	all	computers	connected	to	a	network	that	participate	directly	in	network	communication?	Servers	Intermediary	device	Host	media	Explanation:	Hosts	are	all	computers	connected	to	a	network	that	participate	directly	in	network	communication.	70.	At	which	OSI
layer	is	a	destination	IP	address	added	to	a	PDU	during	the	encapsulation	process?	network	layer	application	layer	transport	layer	presentation	layer	71.	At	which	OSI	layer	is	a	source	MAC	address	added	to	a	PDU	during	the	encapsulation	process?	data	link	layer	application	layer	transport	layer	presentation	layer	72.	At	which	OSI	layer	is	a	source
port	number	added	to	a	PDU	during	the	encapsulation	process?	transport	layer	application	layer	network	layer	presentation	layer	data	link	layer	73.	At	which	OSI	layer	is	a	destination	MAC	address	added	to	a	PDU	during	the	encapsulation	process?	data	link	layer	transport	layer	application	layer	network	layer	74.	When	data	is	encoded	as	pulses	of
light,	which	media	is	being	used	to	transmit	the	data?	Wireless	Fire	optic	cable	Copper	cable	Explanation:	Fiber-optic	cable	is	the	media	is	being	used	to	transmit	the	data	when	data	is	encoded	as	pulses	of	light.	75.	Which	two	devices	are	intermediary	devices?	(Choose	two)	Host	Router	Switch	Servers	Explanation:	Routers	and	switches	are
intermediary	devices.	76.	A	college	is	building	a	new	dormitory	on	its	campus.	Workers	are	digging	in	the	ground	to	install	a	new	water	pipe	for	the	dormitory.	A	worker	accidentally	damages	a	fiber	optic	cable	that	connects	two	of	the	existing	dormitories	to	the	campus	data	center.	Although	the	cable	has	been	cut,	students	in	the	dormitories	only
experience	a	very	short	interruption	of	network	services.	What	characteristic	of	the	network	is	shown	here?	quality	of	service	(QoS)	scalability	security	fault	tolerance	integrity	Explanation:	Fault	tolerance	is	the	characteristic	of	a	network	which	allows	it	to	quickly	respond	to	failures	of	network	devices,	media,	or	services.	Quality	of	service	refers	to
the	measures	taken	to	ensure	that	network	traffic	requiring	higher	throughput	receives	the	required	network	resources.	Scalability	refers	to	the	ability	of	the	network	to	grow	to	accommodate	new	requirements.	Security	refers	to	protecting	networks	and	data	from	theft,	alteration,	or	destruction.	Integrity	refers	to	the	completeness	of	something	and
is	generally	not	used	as	a	characteristic	of	networks	in	the	same	way	as	the	other	terms.	Home	Terms	&	Conditions	Contact	LearnCisco.net	offers	free	Cisco	CCNA	and	CCNP	practice	tests	to	prepare	you	for	your	Cisco	CCNA	certification	exam	and	CCNP	certification	exams.	CCNA	Certification	200-301	CCNA	–	Cisco	Certified	Network	Associate
CCNP	Enterprise	Certification	350-401	ENCOR	–	Implementing	and	Operating	Cisco	Enterprise	Network	Core	Technologies	300-410	ENARSI	–	Implementing	Cisco	Enterprise	Advanced	Routing	and	Services	(Coming	Soon!)	CCNP	Security	Certification	300-206	SENSS	–	Implementing	Cisco	Edge	Network	Security	Solutions	300-207	SITCS	–
Implementing	Cisco	Threat	Control	Solutions	300-208	SISAS	–	Implementing	Cisco	Secure	Access	Solutions	300-209	SIMOS	–	Implementing	Cisco	Secure	Mobility	Solutions	(Latest	exam	versions	coming	soon)	Retired	Exams	Our	Recommended	Premium	CCNA	Training	Resources	These	are	the	best	CCNA	training	resources	online:	Click	Here	to	get
the	Cisco	CCNA	Gold	Bootcamp,	the	most	comprehensive	and	highest	rated	CCNA	course	online	with	a	4.8	star	rating	from	over	30,000	public	reviews.	I	recommend	this	as	your	primary	study	source	to	learn	all	the	topics	on	the	exam.	Want	to	take	your	practice	tests	to	the	next	level?	AlphaPrep’s	purpose-built	Cisco	test	engine	has	the	largest
question	bank,	adaptive	questions,	and	advanced	reporting	which	tells	you	exactly	when	you’re	ready	to	pass	the	real	exam.	Click	here	for	your	free	trial.	Two	types	of	people	will	try	our	tests	–	those	who	really	care	how	well	they	are	prepared	for	their	exam	and	those	searching	for	braindumps	with	the	exact	exam	questions.	You	won’t	achieve	much
if	you	try	to	cheat	with	braindumps,	and	if	you’re	relying	on	them,	you	will	most	likely	fail	our	tests.	Our	questions	are	unique	and	check	that	you	really	understand	the	theory	you	will	be	tested	on	in	the	real	exam.	If	you’re	going	about	it	the	right	way	by	studying	the	exam	topics	–	don’t	worry	if	you	fail	here	on	your	first	attempt!	It’s	all	part	of	the
learning	process.	The	following	testimonials	were	given	by	some	of	our	visitors	who	have	already	tried	our	tests:	“Very	good	questions!”	“Great	for	learning.”	“The	questions	are	realistic.”	“It	is	a	great	place	to	challenge	what	you	think	you	already	know.”	“Good,	free	practice	tests.”	“It	is	really	good,	and	the	questions	seem	fair.”	For	those	guys	who
are	here	to	test	their	level	of	knowledge	before	taking	the	real	exam,	we	can	assure	you	that	if	you	succeed	here,	you	will	probably	succeed	in	the	exam	room	as	well.	Because	our	courses	cover	all	the	topics	needed	for	your	certification,	we	will	not	ask	you	for	something	out	of	the	scope.	All	answers	can	be	found	in	the	Courses	section.	Each	test	is
unique	and	contains	55	questions	with	a	duration	of	90	minutes.	You	can	do	the	practice	test	yourself	as	often	as	you	want.	You	will	get	different	questions	every	time.	Be	careful	with	the	time	limit.	The	free	CCNA	practice	test	prepares	you	for	the	Cisco	Certified	Network	Associate	(CCNA)	exam.	It	contains	CCNA	practice	questions	on	Cisco	network
fundamentals,	network	access,	IP	connectivity	such	as	routing	concepts	and	routing	protocols,	IP	services,	security	fundamentals,	and	network	automation	and	programmability,	which	are	the	CCNA	test	topics.	The	Cisco	Certified	Network	Professional	(CCNP)	free	practice	questions	are	classified	according	to	the	different	Cisco	CCNP	tracks.	There
are	seven	CCNP	tracks	for	network	administrators	and	IT	professionals;	Enterprise,	Data	Center,	Security,	Service	Provider,	Collaboration,	CyberOps,	and	DevNet.	Currently,	we	offer	CCNP	Enterprise	and	CCNP	Security	practice	tests.	Other	free	practice	tests	will	be	added	in	the	near	future.	Good	luck!	July	4,	2023
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